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About This Guide

This guide describes how to configure the following applications for an AudioCodes MP-11x or MP-124 gateway:

o FXS e Centrex
e FXO e TLS
e FolP e Centrex TLS/SRTP

e PSTN Survivability (SAS)
Please note the following considerations before you begin the procedures in this guide:

e The guide begins with a section General Configuration, which describes configuration steps common to the
remaining sections. You must begin with that section; the steps in the remaining sections assume that those
configuration changes have already been made.

e Once you have completed the steps in the General Configuration section, proceed, in order, to other sec-
tions as needed.

e Most examples in this guide illustrate the configuration for an AudioCodes MP-118 gateway. For other
models, adjust the port settings as needed.

e AltiGen does not provide general configuration support for AudioCodes devices. Refer to the documentation
for your gateway model as needed (to find your user manual, search for “LTRT-65417 MP-11x and MP-124
SIP User’s Manual.pdf” in your web browser).

Requirements

Your system and environment must meet the following requirements:

e  You must be using MaxCS Release 7.5 Patch 1.

e  You must be using an AudioCodes gateway model MP-11x or MP-124.

e  You must have a support agreement with AudioCodes.

e  You must have a valid MAXCS third-party SIP license to implement FXS support.

e The gateway must already have a static IP address and must be able to be configured through the web configura-
tion tool.

e The gateway must be running the correct version of firmware: Click the Home button and check that you have
firmware version 6.60A.265.010.

e MaxCS must have already been properly configured behind NAT (including the port forwarding and the Enter-
prise Manager settings).

e AltiGen IP phones behind NAT must already be working correctly behind the on-premise firewall.

Note that when you are configuring FXO, MAXCS and the AudioCodes gateway can be on the same LAN or can be
inter-connected via VPN. If you are not configuring FXO, you can configure these components over the internet.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 3 of 54



A.ALTIGEN

Overview

The next figure depicts the configurations modeled in this guide. You will replace our IP addresses with the specific IP

addresses for your deployment.
e MAXCS-10.40.1.43
e Firewall/NAT WAN —-10.40.0.95
e Analog extension — 167
e AudioCodes gateway —192.168.1.20

MaxCs
(10.40.1.43) MaxCS
(10.40.1.43)
Internet

‘ Network|Router PSTN|5102520001

On-premise FirewallNAT FXO Port
(WAN:10.40.0.98 Gateway with FEXS/FXO ©
(LAN:12.168.1.1) e . psTN

‘ (192.168.1.20)

Gateway with FX3 poris F®S Port
[192.168.1.20)

FXS Port
Analog Phone 167 Analog Phone 167

Figure 1: Example configurations for Internet and LAN deployments

In the left diagram, 10.40.1.43 is a public IP address or a NATTED public IP address. In the diagram on the right,
10.40.1.43 is a private IP address.

General Configuration

We recommend that you use Hunt Group ID 1 as FXS and Hunt group ID 2 as FXO. This way, in the future, you won't
encounter conflicts when you follow this document to add new FXS or FXO configurations.

Complete the steps in this section before you perform any other configuration steps in this guide.

1. Your AudioCodes gateway has many configuration parameters. We recommend that you reset the configu-
ration to the factory default settings before you begin the configuration process. Refer to the instructions in
Resetting the Gateway to Default Settings beginning on page 47.

2. Loginto MAXCS Administrator and select VolP > Enterprise Network Management > Codec > Codec Profile
Table.
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3. Add a new profile named audiocodes.

Profile Setting

Marme: ‘audiooodes

Selected Codec

G.711 hilu-Law

<-- Add

 Remove-> )
[ Up )
Do

Codec:

DTMF Delivery RFC 2833

SIP Early Media | Enable

SIP Transport & Ubr

Figure 2: Add a new Codec Profile

e Assign Codec as G.711 Mu-Law.
e Set DTMF Delivery to RFC 2833.
e Set SIP Early Media to Enable.

4. Select VolP > Enterprise Network Management > Servers > IP Codec > IP Device Range. Add the Fire-

wall/NAT's public IP address range.

(If there is no firewall/NAT, then use the gateway’s IP address — 192.168.1.20 — in these instructions instead

of the firewall’s IP address.)

£ pdd IP Device Range

Fram: | 10.40.0.95 |
To:  |10.400.85 |
codec: (audiocodes v

| (0]24 } . Cancel :l

Figure 3: Add the Firewall IP address range

Set both the From and the To fields to
10.40.0.95 (the firewall IP address
shown in the example on page 4) or the
gateway’s IP address

For the Codec, select audiocodes

5. Open the MaxAdministrator Boards view. Double click SIPSP, select Board Configuration, and click Ad-
vanced Configuration. Add 10.40.0.95 to the Trusted SIP Device List.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide
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Advyanced Configuration

— Truzted 5P Device List

SIF Device [P Address
10.40.0.57
10.40.0.67
10.40.0.70

Figure 4: Add the Firewall IP address to the Trusted Device list

If this IP address is not included in the list, then the address will be treated as a malicious SIP device due to
excessive SIP messages from that address.

6. Open the AudioCodes configuration tool and log in. (If you see a message about loading scenarios, click De-
vice Settings to proceed.)

(For security purposes, we recommend that you take a minute to change the default AudioCodes configura-
tion tool password now, or do it shortly after you complete the provisioning steps.)

Important! While working in the AudioCodes configuration application, make sure that Full is always se-
lected for the Configuration menu, so that you can see all of the menu options. Check this set-
ting if you are idle for a few minutes; sometimes the application resets the menus to Basic
mode.

| Configustion | Maintenance ?Etiﬂ;_mdics
Scengrios Search
S
"’_‘f"c Ful Click Submit after each change, and later
=\l System click Burn, or your changes will be lost after
Application Settings the gateway is restarted.

Syslog Settings
Regional Settings
Certficates
#{@Management
@ Logging
+\ 8 Test Call
+iahvorp

Figure 5: Set the AudioCodes tool menu to Full

7. Click Configuration in the top left corner. Select System > Regional Settings and make sure that the times
are set up correctly.
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Some analog phones can display the time on the LCD display. The FXS port will update the analog phone’s
time while the phone is ringing. If the time is not configured correctly, then the analog phone’s time will be
incorrect. (The Network Time server can be set up under System > Application Setting.)

8. Select VoIP > Network > IP Routing Table and confirm that the IP address is 192.168.1.20 (the gateway IP
address from the figure on page 4), the prefix length, and the network’s gateway IP addresses are set up
properly. (This is a read-only page.)

" Basic * Full l

U;ESystem
E'uic.lp
Sl netwark = hl
IP Interfaces Table IP Routing Table
DLperwn;:Lng;::le # D:Lebze ’Nestination IF address Lper:;iti Gateway IP Address
gs
QoS Settings 1| I [[1ez168.1.20 24 |[192.168.1.1
2| | [
o |
Figure 6: Confirm the network settings
9. Select VoIP > Media > RTP/RTCP Settings.
( Basic ® Full ()
ILESystem
=i yerp
*d network
‘LESECWW  Set both RFC 2833 TX Payload Type and
=@ Media RFC 2833 RX Payload Type to 101.
D\."c-ice Settings
DFax,l'MDdemu’CID Settings
'|;|RTPJ"RTCF‘ Settings
w» General Settings
Dynamic Jitter Buffer Minimum Delay |'ID
Dynamic Jitter Buffer Optimization Factor |1D
RTP Redundancy Depth |'3'
Packing Factor |1
Basic RTP Packet Interval |Defau|t ﬂ
RFC 2833 TX Payload Type —{ 101
RFC 2833 RX Payload Type —p| 101
RFC 2198 Payload Type 104

Figure 7: Configure the TX and RX Payload Type settings
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10. Select VolP > Media > General Media Settings.

() Basic ® Full I'H_HI

“_i System
Sl@vorp

ﬁl\letwork
ﬁSEcuﬁw e Make sure that NAT Traversal is set to

i@ meadia Disable, so that it will not conflict with
MAXCS’s NAT Traversal.

D‘u‘oice Settings
Fax/Modem/CID Settings
RTP/RTCP Settings
IPMedia Settings
General Media Settings

Anaf -
w+ General Settings
Mec =
& Enable Continuity Tones I_Dlsahle
MAT Traversal = | Dizable

Figure 8: Disable NAT Traversal

11. Select VolP > Control Network > Proxy Sets Table. Configure Proxy Set ID 0 as follows:

e Set Proxy Address 1 to 10.40.1.43:10060 (The

O ol © Full © MAXCS public IP address and port). Set its
*dsystem Transport Type to UDP.
=
EVGIP e Set Enable Proxy Keep Alive to Disable. (If later
F Network : ; f
: you configure survival settings on FXS ports, you
Ui security will change this setting.)
ﬁMedia '
Sl services e Set Proxy Keep Alive Time to 15 (seconds).
lliﬁ.pplicatiuns Enabling
=\l control Network i
DIP Group Table Proxy Set ID —)lﬂ
Dmev Sets Table
Proxy Address Transport Type
—>| 1 [10.40.1.43:10060 [uop[v]
2 || [ [~]
3 | [ &1
a || [ T+
5 || [T~

-
E Enable Proxy Keep Alive = | Disable v
Proocy Keep Alive Time —> 15 |

Figure 9: Add an entry to the Proxy Sets table
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12. Select VolP > SIP Definitions > General Parameters.

(' Basic ® Full

'ul_iSystem
Sidvorp
lliNetwnrk
QSEcuril:y
ﬁMedia
ll_iSErl.rices
ll_iﬁ.pplicatiuns Enabling
lliC{:ntroI MNetwork
=L s1P Definitions
DGenemI Parameters
Advanced Parameters
Account Table
DPI‘DX':.-’ & Reagistration
RADIUS Accounting Si

e Set SIP Transport Type to UDP.
e Set SIP UDP Local Port to 10060.
e Set SIP Destination Port to 10060.

Make sure that NAT IP Address is 0.0.0.0.
e Set Enable Early Media to Disable.

w SIP General

% MAT IP Address

PRACK Mode

Channel Select Mode
Enable Early Media

183 Message Behavior
Session-Expires Time
Minimum Session-Expires
Session Expires Method
Asserted Identity Mode

Fax Signaling Method
Detect Fax on Answer Tone
SIP Transport Type

SIP UDP Local Port

SIP TCP Local Port

SIP TLS Local Port

Enable SIPS

Enable TCP Connection Reuse
TCP Timeout

SIP Destination Port

Figure 10: Configure general SIP parameters

MAXCS 7.5 Patch 1 MP-11x Configuration Guide
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Supported
By Dest Phone Mumber
| Disable
|Pragress
0
[50
|re-IN\."ITE
| Disabled
|T. 38 Relay
| Initiate T.28 on Preamble

UoP

= [10060

H060

5061

Disable

Enable

0

%'10(}60
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13. Select VolP > SIP Definitions > Proxy & Registration.

e Set Use Default Proxy to Yes.

() Basic ® Full e Set Enable Fallback to Routing Table to Enable.
*ldsystem e Set Prefer Routing Table to No.
EI'L“_‘EGIP e Set Always Use Proxy to Disable.
HI Metwork . .
Bl security e Set SIP ReRouting Mode to Use Routing Table.
H M edia e Set Enable Registration to Enable.
®ldservices e Make sure that the Registrar IP Address is empty. (It will use the IP

Jﬁ.pplicatians Enabling
#Id control Network
SILds1P Definitions
General Parameters
DAdvanced Parameters e Set Registration Time to 100.
Account Table

address from the Proxy Address/Transport Type under VolP >
Control Network > Proxy Sets Table during registration.)

e Set Registrar Transport Type to UDP.

e Set Re-registration Timing [%] to 50.

DF'roxv & Reaqistration

-
Use Default Proxy ki3 T
Proxy Set Table u
Proxy Name
Redundancy Mode r
Proxy IP List Refresh Time
Enable Fallback to Routing Table Enable T
Prefer Routing Tahble Mo T
Use Routing Table for Host Mames and Profiles r
Always Use Proxy Disable v
Redundant Routing Mode r
SIP ReRouting Mode Use Routing Table T
Enable Registration Enable r

Registrar Mame

Registrar IP Address

Registrar Transport Type Uor v
Registration Time 100
Re-registration Timing [%] S0

Figure 11: Configure Proxy and Registration parameters
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14. Select VolP > Coders and profiles > Coders. Check that both G.711U-law and G.729 are in the list. (If you
choose to configure G.711A-law instead of G.711U-law, make sure that you configure it in the MASCS codec
profile.)

oy ) F N
! Basic '® Full (<)

ESystem
Si@yoip
* Ll Network
ESECUI‘“.’)‘
EMedia — :
Bl servicas Coder Name | Packetization Time | Rate Payload Type
#|d pplications Enablir IG-_"”I*”-J"E"IlIII j |2EI j ||E4 LI IE
LjC{:ntroI Metwork
ESIF‘ Definitions G128 j IZD j || 8 ;I I 8
E‘EC{:ders and Profiles
Coders
Coders Group Settings
DTE| Profile Settings
IP Profile Settings

Figure 12: Confirm that G.711U-law and G.729 appear in the Coders list

15. Select VolP > GW and IP to IP > DTMF and Supplementary > DTMF & Dialing. You can omit the Digit Map-
ping Rules field if you are configuring only FXO.

' Basic ¢ Full & e Set Max Digits In Phone Num to 20
FJsyst
ol sl e Set Declare RFC 2833 in SDP to Yes
VolP
H|E Network e Set 1st Tx DTMF Option to RFC 2833
| security o Set RFC 2833 Payload Type to 101
F| W pmedia

= e Set Hook-Flash Option to INFO (NetCentrex
B services Pt O (NetCentrex)

Ljﬁ.pplications Enablit -
®|d control Netwark
= Max Digits In Phone Mum — |20
HIEH=1p Definitions g ] |3
Elil coders and Profiles Inter Digit Timeout [sec] |
@ aw and 1P to 1P Declare RFC 2833 in SDP —Yes > |
@ Hunt Group 1st Tx DTMF Option —|RFC 2833 v
#@manipulations 2nd Tx DTMF Option | v ]
! 3
EER"““”Q e RFC 2833 Payload Type —> 101
DTMF and Supple ) -
Hook-Flash Opt INFO {MetCentrax
| |DTMF & Dialing '_:":_' as. pren —> : ! ]
_DSuppIementary Digit Mapp{ng Rules m— | 311 FHI[1-TROCIERCUI2-IT 0000

¢ If your MAXCS extension length is 3 digits, set Digit Mapping Rules to
911 | ##]|[1-7]IXX | #XX | 9[2-9]XXXXXX | 91 [2-9IXXXXXXXXX | XX.T

¢ If your MAXCS extension length is 4 digits, set Digit Mapping Rules to
911 | ##][1-7]XXX | #XX]9[2-9]XXXXXX | 91[2-9]XXXXXXXXX | XX.T

Figure 13: Configure DTMF and Dialing parameters
MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 11 of 54
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16. Select VoIP > GW and IP to IP > Analog Gateway > Caller ID Permissions. Enable Caller ID for the FXS ports
and/or for FXO ports.

Gateway Caller
Port D
Port 1 FXS Enable
Port 2 FXS
Port 3 FXS
Port 4 FXS
Port 5 FXO Enable
Port & FXO Enable w»»
Port 7 FXO
Port 8 FXO Enable

Figure 14: Enable Caller ID for FXS ports

17. Select VolP > Media > Voice Settings. Change DTMF Volume to -6.

! pasic ® Full ©
* s yaram |
Sidvore [ Mosce Settings
*ilnetwork
® il security I
= . | * Woice Settings
| wgice Settings Woice Volume (-32 to 31 d8) a
| IFax/Modem/CID Settin Input Gain (-32 te 31 dB) o
|RTR/RTCP Settings Silence Suppression [ Diseatele |
L [1PMedia Settings DTHF Transport Type [RFC 2833 Relay DTMF |
DTMF Volume {31 to 0 d&) —) A
NTE Max Duration -1
& DTMF Generation Twist 0 -
Echo Canceller [Enable e

Figure 15: Adjust Voice Settings

18. Submit your last changes. On the toolbar, click Burn to save this configuration.

‘2 AudioCodes - Microsoft Internet Explorer provided by AltiGen Communications, Inc.

@7@: * |@ hitp://103015124/ o~

N

T

;‘E AudioCodes MP-118 FXS_FXO \\_4, Submit @ Burn

Figure 16: Click Burn to save the configuration changes

19. Click the Maintenance button above the menu (see the next figure). Then select Software Update > Load
Auxiliary Files.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 12 of 54
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At this point, you need to upload two configuration files. These are found in the AltiGen Knowledgebase;
they are associated with this article:

e usa_tones_13_NoHold.ini

e usa_tones_13 NoHold.dat

Note: If you do not load these files, callers may hear an on-hold beep tone while calls are being connected
or disconnected.

Configuration | Malrtenance gtgtila%nostics

Scenarios Search

e For the INIfile, upload “usa_tones_13_NoHold.ini"
e For the Call Progress Tones file, upload
® Basic ) Full "usa_tones_13_NoHold.dat"

E‘ﬁMaintenance |
Maintenance Actions

@ software Update ( Load Auxiliary Files
Load Auxiliary Files

Software Upgrade Key
DSoFtware Uparade Wizard
Configuration File

INI file {incremental)
—> [anTEMPUsa_tones_13_NoHold.ni _ Browse_. | Load File |

# cCall Progress Tones file

%lnW.TEI*.I'IF"I.usa_tones_‘lS_NoHold.dat Browse. .. | Load Filel

Figure 17: Upload the two data files
20. Submit this last change. On the toolbar, click Burn.
21. Restart the AudioCodes gateway.
You have completed the general configuration changes. Continue to a specific procedure, as needed:

e Analog Extension (FXS) Configuration on page 13

e FXO Configuration on page 20

e  Fax-over-IP Configuration on page 26

PSTN Survival Configuration on page 27

e Centrex Configuration on page 43

Analog Extension (FXS) Configuration

This section describes how to configure one or more analog extensions using an AudioCodes gateway.

When configured, MAXCS treats analog extensions behind a gateway as third-party IP phones. The analog phones
connect to an FXS port. The FXS port converts the analog signal to SIP.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 13 of 54
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In our example, the range 10.40.x.x is treated as a public an IP address range. The range 192.168.1.x is used as the
private IP address range.

1. In MAXCS Administrator, click PBX > Extension Configuration. Add extension 167 as shown in Figure 1.

2. On the General tab, configure the following settings.

—IP Extenzion
[¥ Enable IP Extenzion [+ Connectoice Stream to Server
' Dynamic IP dddiess  © Static [P dddress

e Check Enable IP Extension.

¢ Check Connect Voice Stream to Server. (If

Logon IF Address I o . o. 0.0 you clear this checkbox, conferences will
Horne Media Server D I =l fail.)
v Enable 3rd Party 5P Device e Check Enable 3rd Party SIP Device.
5P Fegistration Paszsword |mm”m°c e Enter a SIP Registration Password. We
™ Enable Fallback to Mabile E stension use 5656 in this example.
tabile Extenzion Channel ||:|‘| :000 j

Figure 18: Configure Extension parameters

3. Select PBX > AltiGen IP Phone Configuration. For extension 167, clear the checkbox Enable SIP Telephony
Service.

3rd Party SIP Device
[~ Enable 5IF Telephony Service

Figure 19: Enable SIP Telephony service

4. Select VolP > Media > Analog Settings. Configure the settings as follows.

- FXS Settings

% Analog Metering Type |12 kHz sinusoidal bursts w

% Min. Hook-Flash Detection Period [msec] —->3DD £
Max. Hook-Flash Detection Period [msec] === 200

% FXS Coefficient Type [USA w

e Set Min. Hook-Flash Detection Period [msec] to 300.
e Set Max. Hook-Flash Detection Period [msecl to 800.

Figure 20: Configure minimum and maximum Hook-Flash Detection periods

Note: The AudioCodes gateway requires a reboot after you change either of these settings. You can reboot after
you complete this configuration, during the last step.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 14 of 54
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5. Select VolP > GW and IP to IP > Hunt Group > Endpoint Phone Number. Configure entry 1 as follows.

(_ Basic ® Full fﬁ"

llis'fstem
=i@vorp
lliNetwnrk
'ul_iSEc:uril:y
®iMedia * Set Phone Number to 167 (refer to the extension in
'ul_iSErvices Figure 1).
"'i""'pp“catic'”s Enabling e Set Hunt Group ID to 1.
'ul_ﬁl:{:nlrol MNetwork
ESIP Definitions
'ul_ﬁl:{:ders and Profiles
Sl cw and IP to IP
E”uliHunt Group
'DEndp{:int Phone Mumber

e Set Channel(s) to 1. (This means the first FXS port.)

e Set Tel Profile ID to 0.

[ Channel{s) Phone Mumber Hunt Group ID Tel Profile ID

-1 [167 E o

2 | | | ! !

Figure 21: Configure Hunt Group Endpoint number parameters

(Add additional rows if you have additional extensions. Hunt Group ID will be 1, and Tel Profile ID will be 0
for additional extensions.)

6. Select VoIP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure entry 1 as follows.

' Basic @ Full "ﬂl

'ul_iSystem

Sli@vorp
'uliNetwork
ESEcurity
'ul_iMedia
'ul_iSErvices
“_ﬁﬁ.pplications Enabling kv
'uliC{:nlroI Metwork Index |1_12
®ILJsIP Definitions

ﬁCDdEI'S and Profiles Hunt Registration
E"ijGw nd IP to IP Group ID Channel Select Mode Mode

=l
Hunt Group | Per Endpoint

DEndp{:int Phone Numl:l;
|

_DHunt Group Settings 2 I I

Enter 1 for the Hunt Group ID.

Set Channel Select Mode to By Dest Phone Number.

Set Registration Mode to Per Endpoint.

Make sure Serving IP Group ID is blank.

Serving
IP Group

= |1 | By Dest Phone Number

a3

Figure 22: Add Hunt Group ID 1
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7. Select VolP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure entry 1 as follows:

— —, 3 =
.;:__;. Basic *® Full IP To Hunt Group Routing Table

'Lj System ] et
- |

i
L‘.E_GIP Routing Index 1-12 W
Hi Netwark IP To Tel Routing Mode === Route calls before manipulation |
HE security : :
Hunt

L‘Media Source Host Prefix Dest. Phone Prefix l Source Fhone Prefix |  Source IP Address ->| Group

*| @ zervices - 67 e —[10.40.1.43 [
. .| T

EAppIicatiuns Enabli =: \ | I
2 SIP Definitions = ] I' | | I
| |

ECDI‘IU‘N MNetworl = ]
= . —|[10.401.43 | 2 |
#|E¥ coders and Profile! = [ ._.[

Sl cw and 1P to IP | | |

Eidhunt G .
= Un_ mu_p ¢ Inthe upper panel, set IP to Tel Routing Mode to Route calls before
H|@Manipulations . .
= . manipulation.
Sl routing
General Parameters e Set Destination Host Prefix, Source Host Prefix, and Source Phone
[irel to 1P i Prefix to an asterisk (*).
IP to Hunt Group Routing e Set Destination Phone Prefix to your FXS ports’ extension number.
Alternative Routing Reasons In our example, this is 167. You can enter a range if needed; for ex-

ample, [167-170] would include extensions 167 through 170.
e Set Source IP Address to the MAXCS IP address, 10.40.1.43.

e Set Hunt Group ID to 1. (This assumes that the FXS port's hunt
groupn IDis 1.)

Figure 23: Configure IP to Hunt Group routing rule

8. Configure another hunt group routing entry; we recommend that you leave a few empty rows after row 1,
for future expansion. In our example, we have added the new rule in row 4; refer to the preceding figure.

e Set Destination Host Prefix, Source Host Prefix, Destination Phone Prefix, and Source Phone Prefix to
an asterisk (*).

e Set Source IP Address to the MAXCS IP address, 10.40.1.43.
e Set Hunt Group ID to 2 (Hunt Group 2 is used for FXO in this example).

Important: For security reasons, DO NOT use an asterisk into the Source IP Address field.
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9.

Select VoIP > GW and IP to IP > DTMF and Supplementary > Supplementary Services.

) Basic ® Full

e Set Enable Hold to Disable.

Il System
Slaihvore * Set Enable Transfer to Disable.
nL'ENetwork e Set Enable Call Waiting to Disable.
uSECUI‘ih{
HidMedia
* dservices
Ljﬁpplications I Enable Hold élDisalﬂEz ﬂ
U%ECDntrc-I Netw Hold Format IS-end Only v
IL:SIF‘ Definitior| 1 Fimeout [
Hi¥ coders and P
Sli@cw and ipte]|  Call Hold Reminder Ring Timeout 30
E@Hunt Groug Enable Transfer —_ I Disable ﬂ
@Manipmatiﬂ Transfer Prefix |
= .
Egi::::nd : Enable Call Forward IDiSE'I:'lE ﬂ
[ptMFa p| Enable Call Waiting = | Disable v |

Supplementary Services |
Figure 24: Configure hold, transfer, and call waiting parameters
10. You can turn on the Message Waiting lamp if your analog phones support MWI. When a user has a new

voicemail message, the MWI lamp will flash. Note that enabling the MWI lamp will increase SIP messages
for each configured FXS port.

Skip this step if you do not want to implement this feature.

On the VoIP > GW and IP to IP > DTMF and Supplementary > Supplementary Services page (the same page
as the previous step), configure the following settings in the Message Waiting Indication section:

e Set Enable MWI to Enable.

e Set MWI Analog Lamp to Disable. (Enabling this will introduce 120-150 voltage on the RJ11 cable.)
e Set MWI Display to Enable.

e Set Subscribe to MWI to Yes.

e Set MWI Server IP Address to 10.40.1.43) (The MAXCS Server IP address, as shown in Figure 1.)

e Set MWI Transport Type to UDP.

w Message Waiting Indication (MWI) Parameters
Enable MWI I_Enal:ule v |
MWI Analog Lamp | Disable (v |
MWI Display |Enable (v
Subscribe to MWI [Yes (v |
MWI Server IP Address [10.40.1.43
MWI Server Transport Type |UDF‘ v |

Figure 25: Configure MWI parameters
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11. On the same page, set Enable 3-Way Conference to Disable.

w Conference

& Enable 3-Way Conference | Disable v
Establish Conference Code |!
Conference ID |c::unf

Figure 26: Disable the 3-Way conference parameter

12. Select VolP > GW and IP to IP > Analog Gateway > Authentication. Configure Port 1 FXS as follows:

) Basic (® Full '
i system
=G o1p

L?Network

l
i Gateway Port

User Mame Password

1167 5656 X

| Port2 FXS | |

#IH51P Definitions
JCDdEF‘S and Profiles .
S Gw and 1P to 1P
LjHunt Group
u;jManipuIations
ER{:uling
u;jDTMF and Supplementary
E'U;jﬁ\nalog Gateway
Keypad Features

=t Port 1 FXS
i

Set User Name to 167.
e For the password, enter 5656.
(This is the extension and password you set up on page 13.)

If you save and then restore the .ini file under
Maintenance > Software Update > Configuration File,
due to AudioCodes’ security concern, the password
will be erased. You will need to re-enter the password
here, after you restore the .ini file.)

Note:

Metering Tones
FX0 Settings
Authentication

Automatic Dialing

Figure 27: Configure Port 1 FXS gateway authentication

(Optional) If you want to set up E911 Location ID for relocation for the gateway, select VoIP > GW and IP to
IP > Analog Gateways > Authentication.

13.

For the appropriate ports, enter the information in the User Name field in the following format:

(extension number)xatgnemx(E911 LID)
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Gateway Port User Name Password

Port 1 FXS 200xatgnemxs wEEEEER

Port 2 FHS

Fort 3 FXS

Fort 4 FXs

Fort 5 FXO

Fort & FXOQ

Figure 28: Configure e911 Location ID

For example, to specify extension number 200 assigned to Location ID 5, enter the following string:
200xatgnemx5

Enter the extension’s SIP Registration password (from MaxAdministrator) in the Password field (refer to the
chapter Setting up IP Extensions in the MAXCS 7.5 Administration Manual.

For details on configuring E911 Location IDs for IP phones, refer to the chapter Location-Based E911 (for Re-
location) in the MAXCS 7.5 Administration Manual.

14. To verify that the settings are correct and that the phones work correctly, select VolP > GW and IP to IP >
Hunt Group > Endpoint Phone Number. This table defines phone numbers for gateway endpoints.

15. Click the Register button.

() Basic @ Full O
Lijstem
Sli@vorp

I network

®lid security

I Media

i dservices

| applications Enabling

®\d control Network \

ujSIP Definitions ]‘ Register Un-Register |

®\ W coders and Profiles ST |

El@ew and IP to 1P

EIEHLII"It Group
DEndp{:int Phaone Mumber

Hunt Group Settings

Figure 29: Click Register
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16. Log into MAXCS Administrator. Open the Extension view; extension 167 should be listed there.

) MaxAdministrator [AWETU1L-]
Services Swstem PEX  CallCenter  WoIP Report  Diagnoskic

¢ O =T Tt @

Leagin Logout Syskem Trunk Extension

-

i Extension ¥iew

Rexet
| Extenzion I Hame I Location
D 167 Ad 03:0002(10.40.0.
D 168 A2 03:0001(10.40.0.

Figure 30: Confirm that extension 167 appears in Extension View in MAXCS
17. Attach an analog phone to the first FXS port and make a few calls to test that everything works correctly.
18. Submit this last change. On the toolbar, click Burn.

19. Restart the AudioCodes gateway.

FXO Configuration

FXO port configuration is supported on premise-based MAXCS systems. It is not supported on MAXCS Private Cloud
deployments.

Before you begin these procedures, make sure that you have completed all of the steps in the first section, General
Configuration, beginning on page 4. If you are configuring only FXO, then you may omit the entries in the Digit Map-
ping field as mentioned on page 11.

Your environment must meet the following requirements:

e Your system must be running MAXCS Release 7.5.0.502 or later on an enterprise (on-premise) deploy-
ment. These configurations are not supported on a MAXCS Private Cloud deployment.

e No NAT is allowed between MAXCS and the gateway. For example, in Figure 1, IP addresses 10.40.1.43
(MAXCS) and the gateway (192.168.1.20) must be routable bi-directionally.

e  MAXCS and the gateway can be on the same network.

=

In the AudioCodes configuration tool, click Configuration in the top left corner. Make sure that Full is select-
ed for the menus.

2. Select VolP > GW and IP to IP > Hunt Group > End Point Phone Number. In addition to any extension num-
bers that may have already been configured, add trunk numbers. Note that empty rows between the FXS
and FXO channels do not matter.
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O s © Full © e Set entry 5to channel 5. (On the MP-118, this is the first
U_ﬁSystem FXO port.)
(=
H%‘}IP ¢ For channel 5, set the Phone Number field to your PSTN
= Network phone number (in our example, this is 4082520001) and
I security set Hunt Group ID to 2 (FXO group). *
'uliMedia
Bl services * Add more channels as needed; in this example, we have
el Applications Enabling also configured channel 6.
'ul_iC{:ntroI Network.

\51P Definitions | Endpoint Phone Number Tebi
'ul_iC{:ders and Prof

EI“iGW and IP to IP Channel(s) Phone Number Hunt Group ID Tel Profile ID
S Hunt Group 1 |__l157" I__I‘ I__lf' ] |
Endpeint Phc 2 |__| |__| |__| | |
Hunt Group ¢ 530 ] | l | | |
. 1 ][ ||
= 5 | [5 | | [4082520001 [] 12 []o
& |6 | | [4082520002 || [2 || o
7 | ] ]| ||
8 1L [11 11 | |

Figure 32: Add trunk numbers to the Endpoint parameters

*For an incoming call to the FXO port, if a caller ID is not received, this number, 4082520001, will be used as
the default caller ID. The gateway will forward the call to MaxCS with the caller ID through SIP.

3. Select VoIP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure a hunt group ID 2 as follows.

) Basic ® Full <)
- i e Setentry 2 to Hunt Group ID 2.
ﬁs'fstem . .
= e Set Channel Select Mode to Cyclic Ascending.
lvolP
ElEl# yetwork e Set Registration Mode to Don’t Register.
'i_iSEcurit:.r
'iiMedia 7
# Jservices ~ Hunt Group Settings
ﬁﬁ.pplicatiuns Enabling
ECDntml MNetwork
iti ot
ll_iSIF‘ Definitions = M1z v]
llil:oders and Profiles
=@ Gw and 1P to 1P
(=] ] | Serving
Hent Grnup g Channel Select Mode S SR 0
DEndlent Phone Mumber Group ID Mode Group
_DHunt Group Settings ID -
1 |'| |§B~; Dest Phone Number w |[Per Endpoint v | | |
9 2 [2 | Cyclic Ascending v |[Den't Register v [ | !_
Al | Vi Vi vl

Figure 33: Configure Hunt Group 2
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4. Select VolP > GW and IP to IP > Manipulations > Source Number Tel -> IP. Click Add to add a new rule.

Basic ® Full ¢ e On the Rule tab, set Source Trunk Group to 2.

#lsystem ' e On the Action tab, set Prefix to Add to TRK (use uppercase let-
Sl orp ters). This adds a “TRK” prefix to the caller ID, so that MAXCS or
Bl Network AudioCodes will recognize that this call is a trunk call. This is
DS e curity necessary because the IP address is shared by FXS and FXO ports.
@@ Media

EServices
@ 2 pplications Enabli E Action

Hii¥ control Network | 1ndex 1 |
HE@ 1P Definitions Destination Prefix |* |
#i¥ coders and Profile) source Prefix *

S cw and IP to IP | Source Trunk Group % 2 Rule m

ﬁHunt Group

=i g —
Sl Manipulations raex

Stripped Digits From Left |0

General Confige

Stripped Digits From Right |0 |
Dest Number IP-=Tel —
b | Number of Digits to Leave |255 |
Dest Mumber Tel-=IP
|:| ; Prefix to Add %hm( |
Calling Name IP-=Tel
) Suffix to Add | |
Calling Name Tel-=1P
b | TON [Not Configured v|
Source Mumber IP-=Te NPL [Not Configured v
Source Mumber Tel-=1P Presentation |Not Configured v|
= Redirect Number Tel-=IP 4

Figure 34: Configure source number to IP number manipulations

5. Select VolP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure a new entry as follows:
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. Py
O Basic © Full o/ e Set Dest. Host Prefix, Source Host Prefix, Dest. Phone Prefix,
#Jzystem and Source Phone Prefix all to asterisk (*).

= dverp
ﬁmetwo " e Set Source IP Address to the MAXCS IP address, 10.40.1.43.

®dsecurity e Set Hunt Group ID to 2.
lleedia

'iiSEr'.rices
ﬁﬁpplicatians Enabling
'llil:onlrol MNetwork
'i_iSIF‘ Definitions Routing Index

ﬁCDders and Profiles 1P To Tel Routing Mode [Route calls before manipulation v |
S Gw and IP to 1P

—
1P To Hunt Group Routing Tabl

Brasic P+

-

'l'_jHurlt Group Source Host Prefix |  Dest. Phone Prefix Source Phone Prefix Source IP Address  |-=| Group
lliManipuIations == ! : l D
Sl@routing A |67 1040143 T

General Parameters —— | - l

_TeltotPRouting | .~ |’ J10.401.43 2 ]
DIP to Hunt Group Ro | T- 'ﬂ
_Dﬁ.lternative Routing Reasons |

(]

.
-
= —1—

Figure 35: Configure a new IP to Hunt Group routing rule

This rule specifies that if the number sent by MAXCS is not the extension number, then treat the number as
a PSTN number and route it to Hunt Group 2 (FXO group).

6. Select VolP > GW and IP to IP > Analog Gateway > FXO Setting. Set Dialing Mode to One Stage; set Discon-
nect on Dial Tone to Enable.

Basic * Full L)
U_iSvstem
Slidhyorp
lliNetwork
ESEcuritv
'ul_iMedia
llis».ervices
'iiﬁ.pplications Enabling
'ul_iCnntrol Network hd
'i_iSIP Definitions Dialing Mode % One Stage A
lliCnders and Profiles Waiting for Dial Tone Mo v

E""jGW and IP to IP Time to Wait before Dialing [msec] 1000
ll_iHunt Group

h_jManipulations

Ring Detection Timeout [sec]

. Reorder Tone Duration [sec 255
lliRoutmg — [sec]

v

EDTMF and Supplemet Answer Supervision Mo
Elﬁp'namg Gateway Rings before Detecting Caller ID 1 v
Keypad Features Send Metering Message to IP Mo v
Metering Tones Disconnect Call on Busy Tone Detection (CAS) Enable v
FX0 Settings Disconnect On Dial Tone 9 Enable v

Dﬁ.uthenticatinn 1

Figure 36: Configure FXO parameters
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7. Select VolP > GW and IP to IP > Analog Gateway > Automatic Dialing. Set Port 5 (the first FXO port) to 167.

This specifies that when a PSTN call comes into the gateway’s FXO port, the gateway will send an IP call with
the destination DID or DID suffix 167 (when the SIP Trunk receives a number, it will be interpreted as a DID
number or a DID suffix instead of an extension number).

Basic '* Full )
JSystem
Elidvorp

Fdnetwork

u;jE:ecuritv

Hid e dia

Fidservices

u;jﬁ.pplications Enabling

I cantrol Network

ESIP Definitions .

il caders and pr¢ - Automatic Dialing

@ cw and 1P to 1

* il Hunt Group I Hotline
= | : T Gateway Destination Phone Auto Dial Dial Tone
EMEHIFUIEUDH' Port Number Status Duration
Hi¥Rrouting | | | [sec]
®UHDTMF and Su. | Port1 FXS J [Enave v] |0
Sl analog Gatey Port 2 FXS ' Enable v 0
keypad Fea Port 3 FXS | Enable 1]
Metering To ;o_rt_‘inS [Enable 0
FXO Setting | : [
tng | ports Fxo =167 | | [Enave v] [0
Authenticati : '

Automatic Dialing

'|;|Caller Display Information

Figure 37: Configure automatic dialing rules for port 5

If you have more FXO ports, then you need to enter more numbers in the Destination Phone Number fields.
The number can be different, or can be 167.

8. Submit your last changes. On the toolbar, click Burn to save this configuration.

9. Next configure the SIP trunk. Loginto MAXCS Administrator and double-click SIPSP in Boards view. Click
Board Configuration and then click SIP Trunk Configuration.
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Board Configuration I” I [ x|
T
o 1 Mobilees | Poadlescald [E BozidName  [SIPSP-0GGV/00 A
o Ea SIPSP , [ Channel Mapping List 1 Channel Group Info Cusirent Configured Channels B00
1 Logical ... | T: ical.. | - aviber of Channe ot i ,7
! 0 ' Sjlrsxtensim Ehe-'s :| 770“" ek = : el it 2k —
1 SIP Extension 1 @ ok g
2 SIP E:t::::: 2 - Ei 4 E 1~ SIP Tie-Trurk Channels [Connecting AIS erv-to-AIS erv Vol P calls] -
; " \ =
;o st R — —
9 SIF Exlerain & @ 212 Ok % | Change Number of SIP Tie-Trunk Channels to 100
6 SIF Extension 6
7 SIP Extension 7 = ) ) ) )
8 SIP Extension 8 1~ 5IP Trunking Channets [Connecting 3rd party SIP Dial Tone to AliSeny]
9 SIP Extension 9
10 SIP Extension 10 Current Configured Channels I
1 SIP Extension 11
12 SIP Extension 12 =l Cunently Licensed Channels E
Reset Channel 9 SIP Trurk Configuaty Ach 4 Confiouati [
> Board Configrration | Rssot Board | *Mote: Changing number of SIF extension or tie bunk channels requires stop and re-start
king and gateway services.
Carcl

Figure 38: Open the SIPSP Trunk configuration panel

10. Configure the settings as shown in the next figure. If you are using 4 FXO ports, then set up 4 SIP trunks.
Make sure that you configure the same number of SIP trunks as the number of FXO ports that you config-
ured for the gateway.

SIP Trunk - Id=14, Logical Channel Id=86

SIP Server IP Address IW
Uzer Mame W
Pazzwaord ||—
Darnain IW
SIP Register Penod ID— S
SIP Trunk Profile IDefauIt VI
SIP Source Port |1DEIED YI
SIP Desgtination Port IW

[ &wtomatic MAT Traversal
¥ Enable Chanrel

ok I Cancel |

Figure 39: Configure SIP Trunk parameters

11. Add a trunk access code to the SIP trunks that you just configured.

12. At this point, test that you can make outbound calls and inbound calls from MAXCS using your IP phone and
an FXS port. Do not continue to the next section until these calls are working correctly.
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Fax-over-IP Configuration (Optional)

This section describes how to configure T.38 Fax-over-IP (FolP) with the AudioCodes gateway.

Note: AltiGen supports only the MP-118 for T.38 fax; the other models (MP-114 and MP-124) are not supported.
FolP is supported only on AltiGen SIP Trunks.

Sending and receiving faxes over IP service has known limitations. AltiGen, along with many other companies, uses
the T.38 industry standard for FolP configuration. The T.38 protocol contains minor variations in how it can be im-
plemented. Because of these variations, one provider’s FolP handling can vary from another’s, thus introducing the
possibility of incompatibilities. As the standard continues to evolve, it is reasonable to expect these variations to di-
minish over time.

If your organization typically sends frequent faxes that are lengthy multiple page documents, consider retaining a few
analog lines and traditional fax machines as a backup option.

Before you begin, make sure that you have completed the procedures in the section General Configuration beginning
on page 4.

To configure Fax-over-IP (FolP) support, follow these procedures.

1. Perform all of the steps in the section Analog Extension (FXS) Configuration.

2. Follow the steps in the FolP chapter of the MAXCS 7.5 ACM Administration Manual to configure MAXCS.
3. Open the AudioCodes web configuration tool and log in.
Important! Remember to set the menu to Full so that you can see all menu commands.
4. On the left panel, select VolP > SIP Definitions > General Parameters.
e Set Fax Signaling Method to T.38 Relay
e Set SIP UDP Local Port to 10060

SIF General Farmmeters

w SIP General

& NAT IP Address 00.0.0
PRACK Mode Supported -
Channel Select Maode By Dest Phone Number -
Enable Early Media Disable -
Session-Expires Time D
Minimum Session-Expires 50
Session Expires Method re-INVITE -
Aszerted Identity Mode \ Disabled -
Fax Signaling Method T.38 Relay -
SIP Transport Type \ UDP -
SIP UDP Local Port 10060

Figure 40: Configure SIP general parameters
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5. On the left panel, select VoIP > Media > Fax/Modem/CID Settings.

e Set Fax Transport Mode to T.38 Relay

e Set Fax CNG Mode to Sends on CNG or v8-cn
e Set CNG Detector Mode to Relay
e Set Fax/Modem Bypass Coder Type to G711 Mulaw

-
Fax/Modem/CID Settings

- General Settings

Fax Transport Mode 9 T.38 Relay v
Caller ID Transport Type Mute v
Caller ID Type Standard Bellcore v
V.21 Modem Transport Type Disable v
V.22 Modem Transport Type Enable Bypass v
V.23 Modem Transport Type Enable Bypass v
V.32 Modem Transport Type Enable Bypass v
V.34 Modem Transport Type Enable Bypass v
Fax CNG Mode e Sends on CNG or vE-cn v
CNG Detector Mode 9 Relay v
w+ Fax Relay Settings

Fax Relay Redundancy Depth o

Fax Relay Enhanced Redundancy Depth 4

Fax Relay ECM Enable Enable v
Fax Relay Max Rate (bps) 14400bps v

w Bypass Settings

Fax/Modem Bypass Coder Type 9 G711Mulaw v
Fax/Modem Bypass Packing Factor 1
Fax Bypass Output Gain o
Modem Bypass Output Gain o

Figure 41: Set Fax parameters
6. Submit these changes. On the toolbar, click Burn to save this configuration.
7. Reboot your AudioCodes device so that all of the changes take effect.

8. After the device has rebooted, send and receive a fax to that extension to confirm that the configuration is
correct and that faxes can be sent and received.

PSTN Survival (SAS) Configuration (Optional)

This section describes how to configure the gateway so that if the gateway loses connection to MAXCS, calls from
PSTN will loop back to the AudioCodes device’s SAS service (Stand Alone Survivability service) and route calls to an
FXS port or to an IP extension.

Calls from the FXS port or IP extension are managed by the SAS service. An SAS service is a simple softswitch service
that performs basic inbound, outbound, and extension-to-extension calls. It can serve as an emergency softswitch
while the MaxCS server is not reachable. The SAS service will route calls to the FXO port or to the designated IP ex-
tension, based upon the number the caller dialed.

From the SAS perspective, FXS ports on AudioCodes devices are considered IP extensions.
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Note:

An AudioCodes MP-1xx SAS service can handle up to 25 concurrent IP phone registrations.

PSTN SAS General Configuration

You will begin this configuration with this first section. Once you have completed these steps, you will then continue
on to either the LAN configuration section or the Cloud configuration section.

Before you begin, make sure that you have completed the steps in the preceding sections of this guide. Make sure
that the menus in the configuration tool are set to Full.

1.
2.
3.

Select VolP > Applications Enabling > Applications Enabling.

Set SAS Application to Enable.

On the toolbar, click Submit.

Basic '* Full ral

“iSvstem

Slidvorp
'l_jl'-letwork -
lliSecuritv % SAS Application
lliMedia

v

L bling

| Disable v

C ——
—_— e

ESErvices
B'ulipﬂ.pr:llicatil:nns Enabling
|_lapplications Enabling

Figure 42: Enable the SAS application
4. On the toolbar, click Burn to save this contiguration.
5. Restart the MP-11x device.

Follow these steps after the device has restarted:

1. Log back into the configuration tool and select VolP > Control Network > Proxy Sets Table.

) Basic @ Full (" Broxy Sets Tabl
ll_iSystem kv
Elyva1p m—p| Proxy Set ID E v
'iiNetwork
u’j Security Proxy Address Transport Type
: : UDP v
ﬁMedia %1 192.168.1.20:10060
" . 2 v
lli Services | |
_— . 3 [
lliﬁ\ppllcatlons Enabling
=\ control Network £ h
IP Group Table 5
Proxy Sets Table
-
Enable Proxy Keep Alive Disable N
Proxy Keep Alive Time 60
Proxy Load Balancing Method Disable N
Is Proxy Hot Swap Mo i
Proxy Redundancy Mode Mot Configured N

Figure 43: Configure the Proxy Sets table
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2. Choose Proxy Set ID 9.

3. Forentry 1, set the following parameters:
e Set Proxy Address to 192.168.1.20:10060
e Set Transport Type to UDP

4. Now that you have enabled SAS, a new item appears on the menu. Choose SAS > Stand Alone Survivability
and set the following parameters:

S voip
T
H Fnetwork
Sl securi -
.__LSECUI'IIZ{,T SAS Local SIP UDP Port 5060
T .
Himedia SAS Default Gateway IP
ESEWiCES SAS Registration Time 50
3 S - SAS Local SIP TCP Port 5060
E"u'_-lﬁ.ppllcatmns Enabling
-, SAS Local SIP TLS Port 5081
=¥ control Netwark SAS Proxy Set s
®(E@@s1p Definitions Sas Emergency Numbers I
| SAS Binding Mode 1-User Part Only ~
#(¥ Coders and Profiles T | - |
= T SAS Survivability Mode |Auto—answer REGISTER ~ |
L GW and IP to IP Enable ENUM |Disable V|
Ell.l_‘ SAS Enable Record-Route | Disable e |
- . 1 [ |
Dstand Alone SUWIUEbllltﬁl’ SAS Block Unregistered Users Un-Block ~
Redundant SAS Proxy Set -1
SAS Connection Reuse | Enable v |
SAS Inbound Manipulation Mode [Mane |

Figure 44: Set SAS parameters
e Set SAS Local SIP UDP Port to 5060
e Set SAS Registration Time to 90
e Set SAS Proxy Setto 9
e Set SAS Binding Mode to 1-User Part Only
e Set SAS Survivability Mode to Auto-answer REGISTER

5. Select VoIP > GW and IP to IP > Manipulations > Dest Number IP -> Tel. You will add three new rules.

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 29 of 54



AALTIGEN

6. Click Add to add the first rule. Set the parameters on the Rule tab as shown in the next figure. There are no
parameters to set on the Action tab.

e

Index

Destination Prefix
Source Prefix
Source IP Address
Source Host Prefix

Destination Host Prefix

|10.40.1.43

| *

| *

Figure 45: Set destination number manipulation rule 1
no parameters to set on the Action tab.

e

Index

Destination Prefix
Source Prefix

Source IP Address
Source Host Prefix
Destination Host Prefix

Figure 46: Set destination number manipulation rule 2

This specifies that when the device receives a
call from MaxCS (10.40.1.43), there is no
need to remove the prefix “9.”

This specifies that when the gateway receives
a 911 call, it will not perform any digit ma-
nipulation.

8. Click Add to add the third rule. Set the parameters on both tabs, as shown in the next figure.
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e

Index [ |
Destination Prefix |g | This specifies that when the gateway
Source Prefix [+ | receiv.es a caII-from anywh(.are else, if
Source TP Address |* | there is a prefix 9, remove it.
Source Host Prefix |* |
Destination Host Prefix |* |
Rule m

Index |2 |

Stripped Digits From Left |1 |

Stripped Digits From Right |0 |

Number of Digits to Leave |255 |

Prefix to Add | |

Suffix to Add | |

Presentation | Mot Configured V|

Figure 47: Set destination number manipulation rule 3
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9. Select VolP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure the rows as follows (note
that row order is important for routing).

:r 1P To Hunt Group Routing Table

-

Routing Index [1:12_ w|
IP Ta Tel Routing Mode thn-.-:e calls bafore manipulation V:
[ Hunt |
— Dest. Host Prefix Source Host Prefic Dest. Phone Prefic Saurce Phone Prefix Source IP Address -=| Group |IP Profil
) Basi [ | | | | | | IO
+ IL-ng i 5 [167] i by = 1
Sl |2 : ; ; ; 2
e .-
i 3 1]
ol Lemererrre -
@ Media

| F services
+ILjApplications Enabling
#\J control Network
+|.LjSIF* Definitions
| Jcoders and Profiles
=@ Gw and IP to IP
@ Hunt Group
+|le~1anipu|alions
‘JRouting
General Parameters
Tel to IP Routing
IP to Hunt Group Routing
Alternative Routing Reasons

Figure 48: Configure IP to Hunt Group routing rules

a) For entry 1, if you already have an existing FXS IP to Hung Group Routing for extension 167, then set the
Source IP Address to an asterisk (*). The other fields remain the same.

When there is no survivable configuration, SIP messages can only come from MaxCS (10.40.1.43). How-
ever, when the device also acts as survival gateway, SIP messages can also come from different IP ad-
dresses. This is why we are placing the wildcard symbol (*) in this field.

IMPORTANT! Because the wildcard character is being used, be aware that any SIP device routable to
the device could use the device to place PSTN toll calls. To prevent fraud calls, make
sure your MP-11x device is behind a firewall. Also, no SIP port forwarding to the MP-
11x device should be configured on the firewall, or else malicious users from the in-
ternet can use the device to place PSTN calls.

b) For other calls, route the call to FXO ports (Huntgroup ID 2). If there is an existing entry for this, change
the Source IP Address to an asterisk (*). fthere is no such entry, add an entry 2 as follows:

= Set Destination Host Prefix, Source Host Prefix, Destination Phone Prefix, Source Phone Prefix,
and Source IP Address to an asterisk (*).

= Set Hunt Group ID to 2.

At this point, the general configuration is complete.
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If you have a LAN or VPN-based deployment, review the architecture described in the next section before pro-
ceeding to the section SAS IP Phone Configuration on page 38.

If you have an Internet-based or Cloud deployment, skip ahead to the section SAS FXO Configuration for Cloud
Deployment starting on page 33.

SAS LAN Deployment Architecture

This section shows the architecture for PSTN Survival FXO configuration on a local area network. This architecture
also works for VPN-based deployments.

When the device loses the connection with the MaxCS server, incoming PSTN calls will loop back to the SAS service
and route to extension 167. Calls from extension 167 will be routed to an FXO or FXS port, depending upon the digits
that the caller dialed.

MaxC5
(10.40.1.43)

Network Router

PSTH
AudioCodes MP11x with
FASFX0 ports and SAS
senvice
(192.168,1,20) FXO Port
PSTM 4082520001

IP Phone 167
192.168.1.25

Figure 49: Architecture for LAN environment

You have completed the steps for LAN configuration; skip over the next section and continue with the instructions for
configuring IP phones for PSTN survivability, which begin on page 38.

SAS FXO Configuration for Cloud Deployments

This section describes how to configure PTSN SAS for an internet or Cloud deployment.
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Important! FXO port on an AudioCodes MP-11x device cannot talk to the MaxCS server SIP Trunk when the MP-
11x device is configured behind a Firewall/NAT. However, when the MaxCS server is not reachable,
IP phones and FXS ports on the MP-11x can register to the device’s SAS service and use that service
to make and receive calls. When the MaxCS server become available again, the IP phones and FXS
ports will re-register back to the MaxCS server.

Cloud Deployment Architecture

The following diagram illustrates the architecture recommended for Internet/Cloud deployments.

MaxCs
{10.40.1.43)

Ll

Internet

\_‘

On-Premise Firewall/NAT

(WAN 10.40.0,95) PSTN 5102520001
(192.168.1.1)

H PSTN

AudioCaodes MP11x with

FXS/FXO ports and SAS
SEMVice
(192.168.1.20) FXO Port

PSTM 4082520001

IP Phone 167
192.168.1.25

Figure 50: Architecture for Cloud environment

In our example in figure x, when a PSTN call comes into the FXO port but MaxCS is not reachable, the call will be
routed to extension 167. When a PSTN call comes into the FXO port and MaxCS is working normally, the call could be
dropped, because extension 167 is registered to MaxCS (10.40.1.43) and it could ignore the incoming call from the
FXO port. To avoid this issue, do not publish that PSTN number (4082520001). This FXO number should be for out-
going only trunks.

Requirements

Your environment must meet the following requirements:

e  The server must be running MaxCS Release 7.5.0.60x or later.
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Prerequisites

Perform these steps before you proceed:

e Complete the steps in the section PSTN SAS General Configuration starting on page 28.

e If you are configuring only FXO, then you may omit the entries in the Digit Mapping field as mentioned on

page [TBD].

e If you are using FXS ports, also complete the steps in the section Analog Extension (FXS) Configuration start-

ing on page 13.

Configuration Procedures

Follow these steps to configure PSTN survivability for a Cloud environment.

1. Loginto the AudioCodes configuration tool. Click Configuration in the top left corner and set the menu

mode to Full.

2. Select VoIP > Control Network > IP Group Table.

_'Basic '® Full

Ljswyrstem

Sigdyvorp
ENetwurk
LjSecurity
LjMedia
Flid services
u;jﬂ.pplications Enablir
=l control Network

IF Group Table
|:|F‘ro.'o:\,ur Sets Table

IL?SIF‘ Definitions

Al

“Common" [

Index h
Description %| LocalFXO
Proxy Set ID —> 1

SIP Group Mame |

Contact User |

Local Host Name |

Media Realm Mame |

IP Profile ID |U

Figure 51: IP Group table parameters

3. Onthe Common tab, set the following parameters:

e Set Description to LocalFXO

e SetProxySetiDto1l
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4. Select VoIP > Control Network > Proxy Sets Table. For entry 1, set the following parameters:

"

B Cate Tahl
- Proxy Sets Table
Uj System -
BEUDIP Proxy Set ID [1 v
-
* i Network
u‘js 5 Proxy Address Transport Type
ecurnty
él 192.168.1.20:5060
* I Media N | <]
i .
=i Services = v
ﬁﬁ.pplicatinns Enabling I T v
-
E‘”-jCDI'ﬂJ‘m Metwork 5
IF Group Table
|:|F‘n:~:»c~j-r Sets Table -
= Enable Proxy Keep Alive Disable L
Proxy Keep Alive Time &0
Proxy Load Balancing Method Disable o
Is Proxy Hot Swap Mo L
Proxy Redundancy Mode Mot Configured o

Figure 52: Proxy Sets table parameters
e Set Proxy Address to 192.168.1.20:5060
e Set Transport Type to UDP

This proxy set will be used later for FXO ports (Huntgroup ID 2). When a PSTN call comes in to 4082520001
(refer to Figure 50), it will not be sent to MaxCS at 10.40.1.43 because MaxCS cannot [TBD — access?] the
MP-11x FOX port behind NAT. The call will be sent directly to the SAS service in the MP-11x device
(192.168.1.20:5060).

5. Select VoIP > GW and IP to IP > Hunt Group > End Point Phone Number. In addition to any extension num-
bers that may have already been configured, add trunk numbers. Note that empty rows between the FXS
and FXO channels do not matter.

' Basic ® Full <)
B system f - Endpoint Phone Number Table -
Ei@vorp
* il network 1 Channel(s) [ Phone Number I Hunt Group ID [ Tel Profile ID
FId security 1 | h 167 1 I lo
®Media {2 1] -
#dservices [ s
U:jﬁ.pplicatian [T
QCD"""' Nl s s 4082520001 2 o
®dsIP Definiti | - i
ECDCIEFS and I - 6 = _“}82520002 — 2 . 1
S Gw and IP k
E'U:jHunt Group
Endpoint Phone Mumber
Hunt Group Settings

Figure 53: Endpoint Phone Number table
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Set the following parameters:
e Set entry 5 to channel 5. (On the MP-118, this is the first FXO port.)

e  For channel 5, set the Phone Number field to your PSTN phone number (in our example, this is
4082520001) and set Hunt Group ID to 2 (FXO group).

Entry 5 indicates that for incoming calls to the FXO port, if a caller ID is not received, the number
4082520001 will be used as the default caller ID. The gateway will forward the call to MaxCS with the caller
ID through SIP.

6. Add more channels as needed; in Figure 53, channel 6 has also been configured.

7. Select VolP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure a hunt group ID 2 as follows.

) Basic ® Full
ESystem
Eiiyorp
# i Netwoark
uSECUFiW
=l Media
H services [ |Serving|
U;jﬁ.pplicatiu:uns Enabling H I i H | |
= unt Registration | IP |
®|Zd control Network Group ID Channel Select Mode Mode Group
HIZH 1P Definitions __ | | ID |
=\ coders and Profiles 1 | By Dest Phone Number v ||Per Endpoint V| [ v| [
S Gw and 1P to IP ] : . i : '
= % 22 Cyclic Ascending v || Don't Register vl |1 Vv
& Hunt Group - Ir;| U |~| | ‘r[
Endpoint Phone Number
Hunt Group Sethings

Figure 54: Hunt Group 2
e Setentry 2 to Hunt Group ID 2.
e Set Channel Select Mode to Cyclic Ascending.
e Set Registration Mode to Don’t Register.
e Set Serving IP Group ID to 1.

8. Select VoIP > GW and IP to IP > Analog Gateway > FXO Setting. Set Dialing Mode to One Stage; set Discon-
nect on Dial Tone to Enable.
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Basic '* Full

Fidsystem

Slidvorr
LjNetwork
JSecuritv
Flidmedia
EServices
u;jﬁ.pplications Enabling

®lil control Network -

HLH 1P Definitions Dialing Mode % One Stage v
®\¥ coders and Profiles Waiting for Dial Tone Mo v
=ldcw and 1P to 1P Time to Wait before Dialing [msec] 1000

EHunt Group

= ; ’ Ring Detection Timeout [sec] &
F|L¥ Manipulations

= . Reorder Tone Duration [sec 255
HE¥Routing [sec]
= 1 el T
@ oTME and Suppleme Answer Supervision Mo
E‘Eﬁ.nalog Gateway Rings before Detecting Caller ID 1 v
Keypad Features Send Metering Message to IP Mo r
Metering Tones Disconnect Call on Busy Tone Detection (CAS) Enable v
FXO Settings Disconnect On Dial Tone % Enable v
L_Authentication |

Figure 55: Configure FXO parameters

Configuration for Cloud and Internet environments is now complete. Continue with the next section to configure
IP phones for PSTN Survival mode.

SAS IP Phone Configuration

This section describes how to configure IP Phones for PSTN survivability.

When MaxCS is not reachable, extension 167 can send the call to MP-11x (192.168.1.20). If registration is ena-
bled on extension 167, it can also receive calls from MP-11x (1992.168.1.20).

Note: A MP-11x can only support up to 25 con-current SIP registration, so if you have more than 25 extension
in a system, enable the SIP registration only on the extension that is required to receive incoming call
when MaxCS is not reachable.

There are 3 kinds of IP phones that are supported. This section includes the procedures for all three types.
e AltiGen IP phones (705, 710, 720, and 805)
e  Polycom IP phones
e Extensions attached to an MP-11x's FXS port
Prerequisites

e If you have a LAN-based deployment, complete the steps in the section PSTN SAS General Configuration
and review the architecture on page 33 before perform the steps in this section.

If you have an Internet/Cloud based deployment, complete the steps in the section SAS FXO Configura-
tion for Cloud Deployments before start this section.
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gy

Before you perform the steps in this section, confirm that your extension (in our example, this is exten-

sion 167) can make send and receive calls when MaxCS is reachable.

Follow this process to configure IP phones or the FXS port acting as an IP extension:

1. Select VolP > GW and IP to IP > Analog Gateway > Automatic Dialing. Confirm that the entry is set to the
extension number (in our example, extension 167), so that when a PSTN call comes in, it will ring that IP ex-
tension.

Basic '* Full
ESystem
Ei@vorp
B yetwork
uSecurity
=\ media
Hil services
uAppIications Enabling —
®|id control Network ( Automatic Dialing
®Id 1P Definitions
®i¥ coders and Profiles
BJGW and IP to IP Gateway Destination Phone
® L @Hunt Group Port Number
Q:Manipulations Port 1 FXS
. I .
#@routing Port 2 FXS
HHDTMF and Supplementary Port 3 FXS
Buﬁmalog Gateway o
Keypad Features Port 4 FXS
Metering Tones Port 5 FXO 167
FX( Settings Port 6 FXO 167
Authentication
Automatic Dialing
!;lCaIIer Display Information
Figure 56: Set Automatic dialing parameters

2. For AltiGen IP phones IP705,710, 720, and 805:

a) Open the phone’s menus. Select System > Emergency GW and set the /P address to 192.168.1.20.
b) Then set System > Enable SIP Registration to Yes only if this phone needs to receive incoming calls
while MaxCS is not reachable. Otherwise, set this to No.

3. For Polycom IP phones:

a) Open MaxAdministrator.

b) Select PBX > AltiGen IP Phone Configuration. Switch to the Polycom tab. (This tab is available start-
ing with MaxCS Release 7.5.0.603.)

¢) Choose the extension. Check the option Enable Secondary Proxy. Set the IP Address to
192.168.1.20. Set the Port Number to 5060.

d) Check Enable Registration only if the phone needs to receive incoming calls while MaxCS is not

MAXCS 7.5 Patch 1 MP-11x Configuration Guide
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tension, in order for the user to use #17 on the phone, the extension must not have Enable Regis-
tration checked.

In some cases, Polycom phones will need to be rebooted twice before the phone fully incorporates
the changes.

— Secondary Prosy
¥ Enable Secondar Proxy

gdd,ESS:| 192 168 . 1 . 20

Pt I 5060

[~ Enable Registration

Figure 57: Polycom Secondary Proxy settings

4. For the MP-11x FXS port acting as an IP extension:
a) Inthe gateway web configuration tool, select VolP > Control Network > Proxy Sets Table.
b) Configure Proxy Set ID O:

a. Proxy Address entry 1 should already have been configured, because your extension on the
FXS port was already working while MaxCS is reachable.

b. For Proxy Address entry 2, enter 192.168.1.20:5060.
c. Set Enable Proxy Keep Alive to Using Options.
d. Set Proxy Keep Alive Time to 15.

e. Set Proxy Redundancy Mode to Homing.
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( Proxy Sets Table

-
Proxy Set ID (O v
Proxy Address Transport Type
1/10.40.1.43:10080 UDP
) 2(192.168.1.20:5060 UDP w
3 W
4 v
5
-
9 Enable Proxy Keep Alive Uzing Options v i
9 Proocy Keep Alive Time 15
Proxy Load Balancing Method Disable (v
Is Proxy Hot Swap Mo W
% Proxy Redundancy Mode Homing W

Figure 58: Proxy Set ID O parameters

c)
d)

e)

Submit the change and click Burn.
You must modify the registry. On the MaxCS server, run regedit as an administrator.

Export your current registry to a file, as a backup. Be sure to follow Microsoft’s recommended pro-
cedures for updating your registry.

MNarne | Twpe | Daka
Eﬂ(DeFault} REG_S7 (walue ok set)
12| BlockSIPURauthorizedCall REG_CWORD Q00000000 {0}
alb|clsid REG_5Z {DBZ2BABO-32CE-11d5-8410-00500DA719719}
E_P]CnnfinglPath REG_5Z CAlkSer 5P SIPSPYSIPConfigDialog, dil
ab|nliPath REG_5Z Chalkiserd 5P SIPSPSIPSP, di
q EErl-EIIleE'_:-IF":Il:Itil:lrlEiE|'|ir||:|f'-]FkT REG_DWORD 000000001 §17)
| MaxBackFiles REG_DWORD 000000032 (507
-‘!’l'iﬂSiDDIDExt REG DWORD (00000001 (17

Figure 59: Update the registry

f)

In the registry, change the EnableSIPOptionBehindNAT key to a value of 1.
On 64-bit Windows systems, this key is located here:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\AltiGen Communications,
Inc.\AltiWare\Service Providers\SIPSP\

On 32-bit Windows systems, this key is located here:
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HKEY_LOCAL_MACHINE\SOFTWARE\AItiGen Communications, Inc.\AltiWare\Service Provid-
ers\SIPSP\

g) Save these changes.

h) Restart the MaxCS services (or reboot the MaxCS server).

Confirm the Configuration
Follow these steps to confirm that your system is configured correctly.

1. Confirm that when the MaxCS server is reachable, you can make and receive calls through IP extension
167.

2. Shut down MaxcCs.
At this point, on most AltiGen IP phones, the status display will change from ‘basic’ to ‘local.’

For Polycom phones, if Enable Registration was not checked in Max Administrator, the phone will not be
able to register and will show a red x beside the extension number.

Even on phones that are not registered, users can still go off-hook and dial a PSTN number or an exten-
sion number.

3. From the phone, dial 915102520001 and press #. The call should connect properly.

4. |If you enabled registration for the phone, log into the MP-11x web configuration tool and click Status
and Diagnostics above the menus. Then select VolP Status > SAS/SBC Registered Users. You should see
extension 167 in the Address of Record field.

SAS/SBC Registered Users

Address Of Record Contact
< 17
167 OPTIONS, T
IREFER"

Figure 60: Registered users shows extension 167

5. Make a call to 14082522001 (this is the FXO port’s PSTN number) from your mobile phone. IP phone
167 should ring. Pick up the call and verify the connection.

6. Restart the MaxCS server. IP phone 167 should reconnect to the MaxCS server shortly. The length of
the delay varies greatly, depending upon the size of the system; on small systems this may take 2-3
minutes; on large MaxCS systems it may take up to 10 minutes.

7. Configure another IP Phone with extension 168 with registration turned on. Shut down the MaxCS serv-
er again and check that the extension is registered (just as you did in step d. Make a call from IP phone
168 to IP phone 167; answer the call and verify the connection.
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Centrex Configuration (Optional)

This section applies to organizations that have PSTN Centrex or have FXO ports connected to analog extensions on a
PBX such as Nortel.

This configuration allows the system to release the FXO port after a transfer. For example, FXO port 1 receives a call.
The call is transferred. AudioCodes sends a Centrex flash to the same FXO port to complete the transfer. Once the
transfer is successful, the FXO port is freed up to accept another call.

When FXO Centrex is enabled, MAXCS will not support FXS ports on the gateway because SIP INFO must be turned
off. In other words, you may consider the MP-114 and MP-118 all-FXO ports models, because FXS ports on the gate-
way will not be usable.

These instructions apply only to MaxCS release 7.5.0.60x and later.

Before you attach the trunk to the AudioCodes gateway, make sure that your trunk supports Centrex transfer. To
confirm this support, attach an analog extension to a CO Centrex line and perform some Centrex transfer from the
analog extension manually.

Before you begin these procedures, perform all of the steps in the section FXO Configuration starting on page 20.
Then confirm that you can make and receive calls through an FXO port without issues.

1. Inyour browser, navigate to this URL:

http://192.168.1.20/AdminPage

Substitute the gateway’s IP address for 192.168.1.20.
2. Onthe left, select ini Parameters.
3. For the parameter LINETRANSFERMODE, enter 3. Click Apply New Value.
4. For the parameter DTMFDIGITLENGTH, enter 300. Click Apply New Value.

el’ﬁ\l\ @ http://10402.23/AdminPage O~ B ¢ || & Admin Page ‘

l\

File Edit View Favorites Tools Help
Parameter Name: Enter Value]3  Apply New Value
|LINETRANSFERMODE |  Apply New Value
Output Window
Parameter Name: LINETRANSFERMODE
Parameter HNew Value: 3
Parameter Description:LineTransferMode: 0-ip 1-pbx blind transfer 2-pbx semi
supv transfer 3-supervised transfer (alsc known &3 warm transfer).{E} (in TP

feature key and parameter EnsbleIPMDetectors ne

Figure 61: Specify INI parameters

5. Loginto the AudioCodes web configuration tool, and set the menu mode to Full.
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6. Select VolP > Media > IPMedia Settings. Set Answer Detector Activity Delay to 300.

"
( Basic ® Full e o
h_ﬁSystem
Eiidyorp —
"‘ﬁ w [PMedia Settings
“Metwork % IPMedia Detectors [Enzble %
ﬁsecurit)’ Enable Answer Detector Disable ¥
EﬁMEdia Answer Detector Activity Delay q 300
Voice Settings Answer Detector Silence Time 10
Fax/Modem/CID S¢ Answer Detector Redirection 0 w
i o o
RTP/RTCP Settings Answer Detector Sensitivity _
= = Enable Energy Detector Disable B
IPMedia Settings -
D ) Energy Detector Quality Factor 4
= General Media Sett Energy Detector Thresheld 3
Enable Pattern Detector |DisaIJIe o
= 1

Figure 62: Adjust IP Media parameter

7. Select VolP > GW and IP to IP > DTMF and Supplementary > Supplementary Services. Set Enable Hold to
Enable; set Enable Transfer to Enable.

) Basic ® Full

llihletwork 7 I -

'i_iSecurit:.r ~ Supplementary Services

Bgr‘dedia

¥ services kv

ﬁﬁ.pplications Enabling Enable Hold =2 [Enazble v]

#d control Network Hold Format [0.0.00 v

#|Bs1p Definitions Held Timeout A

ﬁCDders and Profiles Call Hold Reminder Ring Timeout 30

Buﬁgw and IF to IP Enable Transfer > [Enzble v]
@Hunt Group Transfer Prefix | - |
®| ¥ Manipulations Enable Call Forward [Disable v]
“:ﬁR{:uting Enable Call Waiting |Disahle Vl

EIlliDTl‘-'IF and Supplementary
DDTHF & Dialing

L_|supplementary Services W
il

Figure 63: Adjust Supplementary Services parameters

8. Loginto MAXCS Administrator and double-click SIPSP in Boards view. Click SIP Trunk Configuration. Click SIP
Trunk Profile.

Create a new SIP Trunk profile named centrex. For that profile, check Enable SIP REFER and Enable Centrex
Transfer.
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™ Send Caller Mame [” Enable Standard Record-Route Header

¥ Enable SIP REFER ~ W Enable Centrex: Transfer

Figure 64: Create a new SIP Trunk Profile

9. Close the open panels. In Boards view, double-click SIPSP. Click Board Configuration and then click SIP Trunk
Configuration.

10. Set SIP Trunk Profile to centrex. Apply this setting to the other SIP trunks where SIP Sever IP addresses are
192.168.1.20.

SIP Trunk - Id=15, Logical Channel Id=80 E3 |

SIP Server IP Address IW
User Mame W
Pazzward ||—
Darnair IW
SIP Reqister Period ID— Gize
SIP Trunk. Profile él centres "l
SIP Source Port [Mon-TLS) |1EIEIEEI "l
SIP Destination Part W

[+ Enable Channel

Figure 65: Set SIP Trunk Profile to centrex
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11. Select PBX > Extension Configuration. Create an extension 150, and for that extension, on the General tab,
check Release SIP Tie-Link Trunk.

R estriction I Answering | One Mumber Access I b aritar List I
General | Group 5 peed Dialing I kil b amagement I M atification I
— Perzonal Information
Firzt Marne I Laszt Marme I
Pazsward R Departrnent I
Descriptian I DID Murnber I
Language IDefauIt Language j Tranzmitted CID I
Feature Prafile ||:| - System j ET11 CID
[ Enable Dial-Ey-Hame ¥ Enable Intercom [ Agent ¥ Felease SIP Tie-Link Tunk

Figure 66: Configure extension 150

12. Switch to the Restriction tab. Under the Other Call Restrictions section, check the first two options, Allow
Calls to be Transferred or Conference to an Outside Number and the Allow Extension User to Configure For-
warding, Notification and Reminder Call to an Outside Number options.

Other Call Restrictions

v &llaw Calls to be Transferred or Conferenced to an Outside Mumber

W Allow Extenzion Uzer ta Configure Farwarding, Motification and Reminder Call to an Outside Mumber
[ Allow Outside Caller to Make ar Betun Calls from within W Sypstem

[T Allow Outside Caller to Make ar Fonward International Calls fram within Wb System

Figure 67: Set call restriction options for extension 150
13. Switch to the Answering tab. Check Enable Forward to and set it to Free Format.
Set the number to the PSTN number with the trunk access code. In our example, it is 915102520001,,,,,.

The commas set a delay before MAXCS releases the centrex line to finish the transfer. Each comma inserts a
one-second delay after the call is forwarded. Use at least five commas (for five seconds). Longer numbers
may require additional commas. However, too many commas will impact the cut through time.

eneral | Group | Speed Dialing
Restriction Anzwering
Foraard All Call
¥ Enable Forward to IFrEE Forrnat j

I - |EI‘I 5102520001......

Figure 68: Set forwarding to Free Format

MAXCS 7.5 Patch 1 MP-11x Configuration Guide Page 46 of 54



/‘.ALTIGEN

14. Follow these steps to verify that the configuration is correct:

a) From a mobile phone, make a call to the AudioCodes FXO port. In this example, the number is
14082520001.

b) Confirm that the call routes to the AltiGen’s IVR system.

c) Inthe IVR system, dial the virtual extension number you just created — extension 150.

d) PSTN phone 15102520001 should ring. Answer the call and confirm that you can hear voice.
e) The SIP trunk in MAXCS should be available.

Farmard All Callz

¥ Enable Forward to Iw vI

|2 =] [ms10252000177 228

Figure 69: Inject numbers after the IVR system answers

You can use this feature to inject a number (for example, an extension number) after the IVR system answers.

Troubleshooting Tips

e Usually, the gateway’s FXO port will connect to a PBX extension port (FXS port) or a CO Centrex line. Make
sure that MWI (Message Waiting Indicator) is turned off for the FXS port or CO line (if it has a MWI). The
MWI signal may be misconstrued as phantom calls.

e When performing a Centrex transfer to an invalid destination, sometimes the CO or PBX’s FXS port will play
error or busy tones. When the gateway detects the tone during this transfer, it may send another flash-hook
to the CO or PBX FXS port. Usually this will not cause an issue.

Centrex TLS / SRTP Configuration (Optional)

This section describes how to add SRTP with Centrex support.

Administrators can protect phone calls from eavesdropping by enabling SRTP. Be aware that when you enable SRTP,
you are decreasing the number of available channels on your device. Refer to your AudioCodes device documenta-
tion for full details on the EnableMediaSecurity parameter, including how many channels will remain for each differ-
ent model. At the time that this guide was published, the AudioCodes Media Series documentation (section 44.4.3
SRTP Parameters) indicated the following channel reductions when SRTP is enabled:

e MP-124 — Reduced to 18 available channels
e MP-118 — Reduced to 6 available channels
e MP-114 — Reduced to 3 available channels

Therefore, make sure that you will have a spare FXO channel before enabling this feature.
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To enable TLS/SRTP,

1. Complete the steps in this section, Centrex Configuration (Optional), beginning on page 43.
2. Test to make sure that the Centrex configuration is working correctly.

3. Complete the steps in the next section, TLS Configuration (Optional).
4

Because Centrex is an FXO configuration, skip the steps in the section TLS Configuration for an FXS Port start-
ing on page 50.

5. Perform the steps in TLS Configuration for an FXO Port starting on page 51.

TLS Configuration (Optional)
This section includes instructions for enabling TLS for FXS and FXO configurations.
Be aware of the following considerations before you configure TLS for your gateway:

e When TLS is enabled on MP-1xx devices, the total number of channels that are available is reduced. This re-
duction is the result of the additional processing power that is required for TLS. This limitation comes from
AudioCodes. See the note on page 47.

e You cannot enable TLS on an MP-1xx device that includes both FXS and FXO channels. If you need both FXS
and FXO channels with TLS enabled, you must use two different MP-1xx devices.

e  You cannot enable both Survivability and TLS on the same MP-1xx device. Consider using AltiGen or
Polycom phone to achieve survivability when TLS is also required.

e You cannot configure both Centrex and TLS on the same MP-1xx device.

Follow these steps to begin the configuration, and then continue with the FXO or FXS configuration sections.
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1. Select VolP > Media > Media Security. Set Media Security to Enable. (Note: Before you save this change, re-
view the information about channel reduction on page 47 to be sure that enabling SRTP will leave you suffi-
cient channels.)

Basic '* Full l/-
llis',-'stem |
B"j‘-"olp + General Media Security Settings ~
#dnetwork : -
- & Media Security Enable v |
B security Media Security Behavi | Preferable v |
S@media edia Security Behavior .
DVDice Settings Authentication On Transmitted RTP Packets |J5-Eth-‘e v|
DFax.fM-:-dem,fC Encryption On Transmitted RTP Packets |AJ:'ti\-\e v|
RTR/RTCP Set Encryption On Transmitted RTCP Packets [ Active v|
— sl = & SRTP Tunneling Authentication for RTP | Disable v
General Medial ) < RTP Tunneling Authentication for RTCP Diszbl
w
Analog Setting ] unneling Authentication for | Diszble |
Media Realm Table
Media Security
Media Quality of experience

Figure 70: Enable media security

2. Submit the change and click Burn. Reboot the device.

3. After the gateway reboots, open the Home page. You will find that the number of channels has been re-
duced.

The next figure illustrates an AudioCodes MP-114 gateway whose channels have been reduced from 4 chan-
nels to 3 channels.

~ MP-114 FXS_FXO Home Page

Figure 71: Example of an MP-114 with reduced to only 3 channels
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4. Select VoIP > Control Network > Proxy Sets Table. Update Proxy Set ID 0 as follows:
e Change Proxy Address to 10.40.1.43:5061

e Change Transport Type to TLS

Basic * Full

"ES"’“E"” ( Proxy Sets Table
Sidyorp -
ENEtWDrk Proxy Set ID |EI b
L:5ecuritv
L:L;MEE“.B \ Proxy Address Transport Type
Gi;:;;:tfm Enabling 1[10.40.1.43:5061 5 v
=l control Network 2 ~
DIP Group Table 3 [ v]
L IProxy Sets Table 4 [ v
B g

Figure 72: Edit proxy set 0

5. Submit the change and click Burn.

Continue with one of the next two sections as appropriate.

TLS Configuration for an FXS Port
Follow these steps to enable TLS for an extension. These instructions use extension 167 in the examples.

1. Complete all of the steps in the section Analog Extension (FXS) Configuration (page 13) to configure the ex-
tension without TLS. Confirm that the extension can place and receive calls, transfer calls, and join confer-
ences before you proceed.

2. Loginto MaxCS Administrator and select PBX > AltiGen IP Phone Configuration. Switch to the General tab.

3. Select extension 167 and check both of the two SIP Transport options, Persistent TLS and SRTP.

— 3rd Party SIP Device
[~ Enable SIF Telephony Service
[~ Enable Polycom Advanced Features

\— SIP Tranzport

¥ Persistent TLS v SRTF

Figure 73: Check the SIP Transport options

4. Test whether extension 167 can make and receive calls.

5. If a Fax device is attached to this extension, perform the steps in the section Error! Reference source not
found. on page Error! Bookmark not defined..
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TLS Configuration for an FXO Port

Follow these steps to enable TLS for an FXO port.

1. Complete the steps in the section, FXO Configuration (page 20) to configure the FXO trunks without TLS.
Make sure that you can use the trunk to make and receive calls before you proceed.

2. Loginto MaxCS Administrator and select VolP > Enterprise Network Management. On the top toolbar, click
the Codec button.

3. Create a new codec profile named MP1xx TLS. Configure the following settings for this profile:

Profile Setting

Mame: mpltls

Selected Codec

CRARAL i e Set Selected Codec to G.711 Mu-Law
e Set DTMF Delivery to RFC 2833
e Set SIP Early Media to Enable
e Set SIP Transport to TLS/SRTP

Codec:

DTMF Delivery  ( RFC 2833

-
SIF Early Media (_Enable

P
SIP Transport TLS/3RTP

Figure 74: Configure the new codec profile

4. In Enterprise Manager, click the Servers button on the top toolbar. Select the IP Codec tab.

5. Find the entry with the MP-1xx’s IP address. In the example in the next figure, the IP address is 192.168.1.20.

42 Edit IP Device Range B3

From: 192.168.1.20 |
To: 1192.168.1.20 |
Codec: £ MP1IX TLS v

oK ) Cancel )

Figure 75: Select the codec profile
6. Set Codec to MP1xx TLS (the one you just created).
7. Open Boards view. Double-click SIPSP, click Board Configuration, and then click SIP Trunk Configuration.

8. Edit the SIP trunk that was configured to point to the MP-1xx device to change SIP Destination Port to 5061.
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= =
Board Configuration
Logic... [ Board Type | seaic SIP Server IP Addiess |1S2.1EB.1.2IZI

@ 1] HMCP Board Logical ID IE— EERETE Y 51P signaling Channel Configuration |
o NMDblIEEXtSF - SIP Etension Charnels || IJger Name IMF‘1 14
Channel Mapping List———————————
° 2 SIPSP il Cunent Configured Channels
Logical .. | Tvpe [ Physical. |
0 SIP Extension 0 Change Nuber of SIF Estension Channels | 335%01d I
1 SIF Extension 1
2 SIP Extension 2 ~ SIP Tie-Trurk Channels [Connecting AhS er .
3 SIP Extension 3 Domain 192.168.1.20
4 GIP Extension 4 Cunent Configured Channels
5 SIP Extension 5 .
! Nurmbes of SIP Tie-Trunk Channels | : 2
& SIP Extension & Shae - 5IP Register Period ID— Sem
7 SIP Extension 7 = ) ) b
5 GIP Estension & SIP Trunking Channels [Connecting 3id part
9 SIP Extension 9 5 . Iﬁ
10 SIF Extersion 10 Cunent Configured Channels SIP Trunk Profile audiocodes
1 SIP Extension 11 wlmﬂ Channels
12 SIP Extension 12
SIF Source Port [Mon-TLS I'IDDEEI "I
SIP Trunk Configuration [ ]
Reset Chanr —

"ot Changing rembes ofS1P sdension o S|P Destination Port B061

Board Configuration Feset Board  switching and gateway services.
[

¥ Enable Channel

Figure 76: Update the SIP Destination port

9. Verify this setting by making outbound calls and receiving inbound calls using the FXO port.

Resetting the Gateway to Default Settings

We recommend that you reset the gateway to its original factory default settings before you begin your configura-
tion.

Note that your current FXS extension password will be lost if you restore the current configuration. This is because
the FXS extension password will not be stored in the .ini file. You will need to re-enter the FXS extension authentica-
tion password if you restore the .ini file. To do this, choose VolIP > GW and IP to IP > Analog Gateway > Authentica-

tion.
Configuretion | Mairtenance | S1B1LS . ( Authentication
Scenarios Search
E— Gateway Port User Name Password
)Basic @ Full
I control Network POt LD 167 oo
Sl s1p Definitions A Port 2 FXS
|_|General Parameters Port 3 FXS
|Advanced Parameters TS
IAccount Table
Port 5 FXO

IProxy & Registration

_|IRADIUS Accounting Settings Port 6 FXO

@\ coders and Profiles
S GwW and 1P to 1P

@ Hunt Group Port 8 FXO

L V\Endpaint Phone Number

Port 7 FXO

|_|Hunt Group Settings
mLjManipuIations
"‘LjRouting
“‘L?DTMF and Supplementary
"‘JAnalog Gateway
||keypad Features
IMetering Tones
L JFXO Settings
|Authentication

Figure 77: Re-entering the FXS extension authentication password if
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1. (Optional) Save your current configuration as a precaution (skip this step if you don’t need the old configura-
tion). To save it, click Maintenance above the menu, and then select Software Update > Configuration File.
Click Save INI File and choose a name and folder location.

Confi tion Fil
Cnnfigu%hﬂalntanance | ?Sti:;nuslics ( entigurstion Hie

Scenarios Search

) Basic ® Full

| Imaintenance Save the INI file to the PC.
=¥ software Update
Load Auxiliary Files Save INI File

Software Upgrade Key

Software Upgrade Wizard
Configuration File

Load the INI file to the device.

Browse... Load INI File

The device will perform a reset after loading the INI file.

Figure 78: Save the current configuration
2. Reset the device to its default settings. This procedure will not reset the device’s web login IP address.

a. Use the Windows application Notepad to create an empty file. In this example, we will name it
nullconfig.ini.

b. Inthe AudioCodes configuration tool, click Maintenance above the menu, and then select Software
Update > Configuration File. Click Choose File and select the empty file that you created in the pre-
vious step.

c. Click Load INI File and follow the instructions to reboot the gateway.

Known Limitations and Workarounds

Following are known limitations and workarounds that you should consider while managing your gateway connec-
tions.

e Analog connections were validated and certified against firmware version 6.60A.265.010. Using other
firmware versions could result in a loss of dial tone.

e If you power up an MP-118 gateway while it is not connected to the network, then you later attach the
network connection or uplink switch, some of the channels may not be able to register.

For this reason, you should make sure that all network cables and uplink switches are connected before
you turn on your gateway.

e Onan MP-118 gateway with a Level 3 uplink switch (such as Dell), it can take up to a full minute before
the switch provides the network connection to the gateway. This delay is due to certain spanning tree
settings on the switch, and may cause some channels not to register during the boot sequence.

To avoid such problems, AltiGen recommends that you insert a regular switch between the Level 3
switch and the MP-118 gateway.
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e If your network is not stable, the instability may cause some of the channels on the MP-124 to not regis-
ter after a network outage.

AltiGen Technical Support

For FolP implementation, AltiGen technical support will provide assistance and troubleshoot the configuration steps
based on this configuration guide. Configurations other than the ones covered in this guide are not supported by
AltiGen. If you encounter an issue with connectivity (for example, if the fax device does not drop the line), contact
the device’s manufacturer for support.

For general configuration information for your gateway device, refer to your AudioCodes documentation. To find
your AudioCodes user manual, search for “LTRT-65417 MP-11x and MP-124 SIP User’s Manual Ver 6.6.pdf” in your
web browser.

AltiGen provides technical support to Authorized AltiGen Partners and distributors only. End user customers, please
contact your Authorized AltiGen Partner for technical support.

Authorized AltiGen Partners and distributors may contact AltiGen technical support by the following methods:

e  You may request technical support on AltiGen’s Partner web site, at https://partner.altigen.com. Open a case on
this site; a Technical Support representative will respond within one business day.

e  (all 888-ALTIGEN, option 5, or 408-597-9000, option 5, and follow the prompts. Your call will be answered by
one of AltiGen’s Technical Support Representatives or routed to the Technical Support Message Center if no one
is available to answer your call.

Technical support hours are 5:00 a.m. to 5:00 p.m., PT, Monday through Friday, except holidays.

If all representatives are busy, your call will be returned in the order it was received, within four hours under normal
circumstances. Outside AltiGen business hours, only urgent calls will be returned on the same day (within one hour).
Non-urgent calls will be returned on the next business day.

Please be ready to supply the following information:
e PartnerID

e AltiGen Certified Engineer ID

e  Product serial number

e AltiWare or MAXCS version number

e  Number and types of boards in the system

e Server model

e The telephone number where you can be reached
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