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About This Guide

This guide describes how to configure FXS, FXO, FolP, PSTN Survivability (SAS), Centrex support, and TLS support for
MAXCS 8.5 QuickFix deployments using an AudioCodes MP-11x or MP-124 gateway. If you are configuring your
gateway for MAXCS release 8.0 or 8.5, refer to the MAXCS 8.0 MP-11x Configuration Guide, which can be found in
the Altigen Knowledgebase at https://know.altigen.com.

Please note the following considerations before you begin the procedures in this guide:

e The guide begins with a section General Configuration, which describes configuration steps common to the
remaining sections. You must begin with that section; the steps in the remaining sections assume that those
configuration changes have already been made.

e Once you have completed the steps in the General Configuration section, proceed, in order, to other sec-
tions as needed.

e Most examples in this guide illustrate the configuration for an AudioCodes MP-118 gateway. For other
models, adjust the port settings as needed.

e Altigen does not provide general configuration support for AudioCodes devices. Refer to the documentation
for your gateway model as needed (to find your user manual, search for “LTRT-65417 MP-11x and MP-124
SIP User’s Manual.pdf” in your web browser).

For instructions on configuring the device’s Firewall, refer to Article 1242 in the Altigen Knowledgebase:
https://know.altigen.com/questions/1242/Configuring+AudioCodes+Gateway+Firewalls

Requirements
Your system and environment must meet the following requirements:

e  You must be using MaxCS Release 8.5 QuickFix or later.

e  You must be using an AudioCodes gateway model MP-11x or MP-124.

e You must have a support agreement with AudioCodes.

e You must have a valid MaxCS third-party SIP license to implement FXS support.

e The gateway must already have a static IP address and must be able to be configured through the web configura-
tion tool.

e The gateway must be running the correct version of firmware: Click the Home button and check that you have
firmware version 6.60A.336.004.

e MaxCS must have already been properly configured behind NAT (including the port forwarding and the Enter-
prise Manager settings).

e Altigen IP phones behind NAT must already be working correctly behind the on-premise firewall.

Note that when you are configuring FXO, MAXCS and the AudioCodes gateway can be on the same LAN or can be
inter-connected via VPN. If you are not configuring FXO, you can configure these components over the internet.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 3 of 58
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Overview

The next figure depicts the configurations modeled in this guide. You will replace our IP addresses with the specific IP
addresses for your deployment.

MAXCS —10.40.1.43

Firewall/NAT WAN —10.40.0.95
Analog extension — 167

AudioCodes gateway — 192.168.1.20

MaxCs
(10.40.1.43)

Intarnet

On-premise Firewall/NAT
(VWAN:10.40.0.85)
(LAN:192.168.1.1)

Gateway with FX3 ports
[192.168.1.20)

FXS Port

Analog Phone 167

MaxCs
(10.40.1.43)

Network|Router

Gateway with FXS/FX0 FXQ Port

ports
(192.168.1.20)

FX5 Port

Analog Phone 167

Figure 1: Example configurations for Internet and LAN deployments

PSTN|5102520001

PSTM

In the left diagram, 10.40.1.43 is a public IP address or a NATTED public IP address. In the diagram on the right,
10.40.1.43 is a private IP address.

General Configuration

We recommend that you use Hunt Group ID 1 as FXS and Hunt group ID 2 as FXO. This way, in the future, you won't
encounter conflicts when you follow this document to add new FXS or FXO configurations.

Complete the steps in this section before you perform any other configuration steps in this guide.

1. Your AudioCodes gateway has many configuration parameters. We recommend that you reset the configu-
ration to the factory default settings before you begin the configuration process. Refer to the instructions in
Resetting the Gateway to Default Settings beginning on page 50.

2. Loginto MAXCS Administrator and select VolP > Enterprise Network Management > Codec > Codec Profile
Table.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide
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3. Add a new profile named audiocodes.

Profile Setting

Marme: ‘aud\ooodes

Selected Codec
G711 Wu-Law

=-- Add

 Remove--= )
L L )
Doty

Codec:

DTMF Delivery  { RFC 2833

%

SIP Early Madia \_Enable

SIP Transport & uopP

Figure 2: Add a new Codec Profile

e Assign Codec as G.711 Mu-Law.
e Set DTMF Delivery to RFC 2833.
e Set SIP Early Media to Enable.

4. Select VolP > Enterprise Network Management > Servers > IP Codec > IP Device Range. Add the Fire-

wall/NAT's public IP address range.

(If there is no firewall/NAT, then use the gateway’s IP address — 192.168.1.20 — in these instructions instead

of the firewall’s IP address.)

£ pdd IP Device Range

Fram: | 10.40.0.95 |
To:  |10.400.85 |
codec: (audiocodes v

| (0]24 } . Cancel }

Figure 3: Add the Firewall IP address range

Set both the From and the To fields to
10.40.0.95 (the firewall IP address
shown in the example on page 4) or the
gateway’s IP address

For the Codec, select audiocodes

5. Open the MaxCS Administrator Boards view. Double click SIPSP, select Board Configuration, and click Ad-
vanced Configuration. Add 10.40.0.95 to the Trusted SIP Device List.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide
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Advyanced Configuration

— Truzted 5P Device List

SIF Device [P Address
10.40.0.57
10.40.0.67
10.40.0.70

Figure 4: Add the Firewall IP address to the Trusted Device list

If this IP address is not included in the list, then the address will be treated as a malicious SIP device due to
excessive SIP messages from that address.

6. Open the AudioCodes configuration tool and log in. (If you see a message about loading scenarios, click De-
vice Settings to proceed.)

(For security purposes, we recommend that you take a minute to change the default AudioCodes configura-
tion tool password now, or do it shortly after you complete the provisioning steps.)

Important! While working in the AudioCodes configuration application, make sure that Full is always se-
lected for the Configuration menu, so that you can see all of the menu options. Check this set-
ting if you are idle for a few minutes; sometimes the application resets the menus to Basic
mode.

| Configurstion Maintenance gtgti:sg_mslicg
Seengrios Search
= .- . .
Bf"c Ful Click Submit after each change, and later
=\l System click Burn, or your changes will be lost after
Application Settings the gateway is restarted.

Syslog Settings
Regional Settings
Certificates
* @ Management
@ Logging
®\@Test Cal
+ivarp

Figure 5: Set the AudioCodes tool menu to Full

7. Click Configuration in the top left corner. Select System > Regional Settings and make sure that the times
are set up correctly.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 6 of 58
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Some analog phones can display the time on the LCD display. The FXS port will update the analog phone’s
time while the phone is ringing. If the time is not configured correctly, then the analog phone’s time will be
incorrect. (The Network Time server can be set up under System > Application Setting.)

8. Select VolP > Network > IP Routing Table and confirm that the IP address is 192.168.1.20 (the gateway IP
address from the figure on page 4), the prefix length, and the network’s gateway IP addresses are set up
properly. (This is a read-only page.)

" Basic ™ Full

ESystem
Sy 1P
B;Netwnrk
IP Interfaces Table

IP Routing Table

IF Routing Table #

Prefix
Length

Gateway IP Address

DNetwork Settings
QoS Settings

D:Lebze estination IP Address
= 192.168.1.20 24

[192.168.1.1

| |

| |

Figure 6: Confirm the network settings

9. Select VoIP > Media > RTP/RTCP Settings.

o )
_'Basic '"® Full

'Lj System
Eldvorp
I P network
] Securnty
=l Media
D‘u‘oi ce Settings
DFa):.-’MDdem.-’CID Settings

e Set both RFC 2833 TX Payload Type and
RFC 2833 RX Payload Type to 101.

RFC 2198 Payload Type

RFC 2833 Tx Payload Type
RFC 2833 BX Payload Type

'DRTPIRTCP Settings

w» General Settings
Dynamic Jitter Buffer Minimum Delay |'|D
Dynamic Jitter Buffer Optimization Factor |'|D
RTP Redundancy Depth |'3'
Packing Factor |'|
Basic RTP Packet Interval IDefault

=101

— 01

[104

Figure 7: Configure the TX and RX Payload Type settings

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide
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10. Select VolP > Media > General Media Settings.

) Basic @ Full m
“_iSystem
Sli@vorp
ﬁNetwork )
ﬁSecurity e Make sure that NAT Traversal is set to
EliMedia Disable, so that it will not conflict with
[lvinice Sertings MAXCS’s NAT Traversal.
DFa):fMDdemeID Settings
RTP/RTCP Settings
IPMedia Settings
DGenemI Media Settings
Anaf : -
w+ General Settings
Me =
& Enable Continuity Tones Iﬁlsahle
MAT Traversal = | Dizable

Figure 8: Disable NAT Traversal

11. Select VolP > Control Network > Proxy Sets Table. Configure Proxy Set ID 0 as follows:

e Set Proxy Address 1 to 10.40.1.43:10060 (The

o) LIEE © Full © MAXCS public IP address and port). Set its
=\l system Transport Type to UDP.
=
h%‘ﬂp e Set Enable Proxy Keep Alive to Disable. (If later
e you configure survival settings on FXS ports, you
I security will change this setting.)
ﬁMedia
il services e Set Proxy Keep Alive Time to 15 (seconds).
ﬁﬁ\pplicatinns Enabling
B||Ii[:c:nl|'o| Metwaork v
DIP Group Table Proxy Set ID _élu
DF‘roxv Sets Table
Proxy Address Transport Type
=—>| 1 ||10.40.1.43:10060 [upP[¥]
2 || [ Tv]
3 || [ I~
a || [ ¥
5 || [T~

-
E Enable Proxy Keep alive = |Cisable vl
Proxy Keep Alive Time —> 15 |

Figure 9: Add an entry to the Proxy Sets table

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 8 of 58
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12. Select VolP > SIP Definitions > General Parameters.

(' Basic ® Full

lliSystem
Sidvorp
llir\letwnrk
'uliSecuril:y
ll_iMedia
ll_iServices
lliﬁapplicatiu:uns Enabling
lliC{:ntroI Metwork
=LJs1P Definitions
General Parameters
Advanced Parameters
Account Table
E|F‘ro)c~5.-r & Reqgistration
RADIUS Accounting Si

Make sure that NAT IP Address is 0.0.0.0.
e Set Enable Early Media to Disable.

e Set SIP Transport Type to UDP.

e Set SIP UDP Local Port to 10060.
e Set SIP Destination Port to 10060.

w SIP General

& MAT IP Address

PRACK Mode

Channel Select Mode
Enable Early Media

183 Message Behavior
Session-Expires Time
Mimimum Session-Expires
Session Expires Method
Asserted Identity Mode

Fax Signaling Method
Detect Fax on Answer Tone
SIP Transport Type

SIP UDP Local Port

SIP TCP Local Port

SIP TLS Local Port

Enable SIPS

Enable TCP Connection Reuse
TCP Timeout

SIP Destination Port

Figure 10: Configure general SIP parameters

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide
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| Supported

|By Dest Phone Number

| Disable

| Progress

o

|Sﬂ

|re-|N\."ITE

Disabled

T.38 Relay

Initiate T.38 on Preamble

UDF
10060

]

5061

Disable

|Enable

0

= [10060
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13. Select VolP > SIP Definitions > Proxy & Registration.

e Set Use Default Proxy to Yes.

() Basic ® Full (2] s SetEnable Fallback to Routing Table to Enable.
#|dsystem e Set Prefer Routing Table to No.
EL‘_‘E‘:’IP e Set Always Use Proxy to Disable.
HiF Network . .
@l security e Set SIP ReRouting Mode to Use Routing Table.
Hmedia e Set Enable Registration to Enable.
®services e Make sure that the Registrar IP Address is empty. (It will use the IP

ijﬁ.pplicatiu:uns Enabling
®ld control Network
Sl sIP Definitions
DGeneraI Parameters
DAdvanced Parameters e Set Registration Time to 100.
Account Table

address from the Proxy Address/Transport Type under VolP >
Control Network > Proxy Sets Table during registration.)

e Set Registrar Transport Type to UDP.

e Set Re-registration Timing [%] to 50.

Proxy & Registration

-
Use Default Proxy fes T
Proxy Set Table u
Proxy Name
Redundancy Mode r
Proxy IP List Refresh Time
Enable Fallback to Routing Table Enable T
Prefer Routing Table Mo T
Use Routing Table for Host Mames and Profiles r
Always Use Proxy Dizable T
FRedundant Routing Mode T
SIP ReRouting Mode Use Routing Table r
Enable Registration Ensable r

Registrar Name
Registrar IP Address

Registrar Transport Type UopP v
Registration Time 100
Re-registration Timing [%a] 20

Figure 11: Configure Proxy and Registration parameters

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 10 of 58
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14. Select VolP > Coders and profiles > Coders. Check that both G.711U-law and G.729 are in the list. (If you
choose to configure G.711A-law instead of G.711U-law, make sure that you configure it in the MASCS codec
profile.)

" ) R
' Basic '® Full (<)

ESystem
Si@yoip
* L Network
ESECUI‘it}"
EMedia — -
Bl servicas Coder Name | Packetization Time | Rate Payload Type
#\d applications Enablir IG-_"”I*”-J"E"IlIII j |2EI ﬂ ||E4 LI IE
LjCDntroI Metwork
ESIF‘ Definitions G128 j IZD j || 8 ;I I 8
EIJCDCIEFS and Profiles
Coders
Coders Group Settings
DTE| Profile Settings
DIP Profile Settings

Figure 12: Confirm that G.711U-law and G.729 appear in the Coders list

15. Select VolP > GW and IP to IP > DTMF and Supplementary > DTMF & Dialing. You can omit the Digit Map-
ping Rules field if you are configuring only FXO.

. Basic @ Full & e Set Max Digits In Phone Num to 20
S 5y st
o@ ystEm e Set Declare RFC 2833 in SDP to Yes
WoIP
2] [ — e Set 1st Tx DTMF Option to RFC 2833
“%:Securit:-f e Set RFC 2833 Payload Type to 101
Eii media

Bllservices e Set Hook-Flash Option to INFO (NetCentrex)

H;jﬁ.pplicatiu:uns Enablii -
I contral Network
= Max Digits In Phone Mum — |20
HIIH=Ip Definitions g ] |3
(@ coders and Profiles Inter Digit Timeout [sec] |
Eldew and 1P to 1P Declare RFC 2833 in SDP —p{Yes v
@ Hunt Group 1st Tx DTMF Option —|RFC 2833 v
*@manipulations 2nd Tx DTMF Option | V]
! 3
BEP‘{’”"”Q o RFC 2833 Payload Type —>[101
DTMF and Supple -
T — Dial?:g Hook-Flash Option = {INFO (NetCentrex) v
_Dswnmmentaw Digit Mapping Rules — |11 FHI[1-TROCIERCUI2-IT 000

e If your MAXCS extension length is 3 digits, set Digit Mapping Rules to
911 | ##|[1-7]XX | #XX | 9[2-9]XXXXXX | 91[2-9]XXXXXXXXX | XX.T

e If your MAXCS extension length is 4 digits, set Digit Mapping Rules to
911 | ##]|[1-7]XXX| #XX] 9[2-9]XXXXXX | 91[2-9]XXXXXXXXX | XX.T

Figure 13: Configure DTMF and Dialing parameters
MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 11 of 58
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16. Select VolP > GW and IP to IP > Analog Gateway > Caller ID Permissions. Enable Caller ID for the FXS ports
and/or for FXO ports.

Gateway Caller
Port 1D
Port 1 FXS Enable
Port 2 FXS
Port 3 FXS
Port 4 FXS
Port 5 FXO Enable
Port & FXO Enable »»
Port 7 FXO
Port 8 FXO Enable

Figure 14: Enable Caller ID for FXS ports

17. Select VolP > Media > Voice Settings. Change DTMF Volume to -6.

I Basic * Full Al
*illsyatem |
Sidyore  Wowce Settings
Sinetwark
il sucurity
5.::._"&"'5 w Woice Settings
| Woice Settings Veice Vodume (-32 to 31 d8) a
|| Fax/Madem/CID: Settin Input Gain (-32 to 31 dB) [i
:_.:RTP.I'RTG? Settings Silence Suppression [ Diseabele |
| |1PMedia Settings DTMF Transport Type [RFC 2533 Relay DTMF |
DTHF Vaolume {-31 to 0 d8) — [
NTE Max Duration -1
‘# DTMF Generstion Twist [
Echo Canceller [Enable “w

Figure 15: Adjust Voice Settings

18. Submit your last changes. On the toolbar, click Burn to save this configuration.

/'__' 0 |' = iI-
@ * [@ htp/ 103015124/ o=l
[ e

¢ S AudioCodes [ wmrsro Gt @5

k -

Figure 16: Click Burn to save the configuration changes

19. Click the Maintenance button above the menu (see the next figure). Then select Software Update > Load
Auxiliary Files.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 12 of 58
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At this point, you need to upload two configuration files. These are found in the Altigen Knowledgebase;
they are associated with this article:

e usa_tones_13_NoHold.ini

e usa_tones_13_NoHold.dat

Note: If you do not load these files, callers may hear an on-hold beep tone while calls are being connected
or disconnected.

Configuration |Malirtensnce ggtil%nosﬂcs

Scenarios Search

e For the INIfile, upload “usa_tones_13_NoHold.ini"
e For the Call Progress Tones file, upload
® Basic _ Full "usa_tones_13_NoHold.dat"

ElidMaintenance |
Maintenance Actions

=i software Update ( Load Auxiliary Files
Load Auxiliary Files

Software Uparade Key
Software Upgrade Wizard
Configuration File

INTI file {incremental}

—> BnTEMPuUsa_tones_13_NoHoldini _Browse... | Load File |

# call Progress Tones file

%|mTEMF“.usa_tones_‘lS_NoHold.dat Browse. .. | Load Filel

Figure 17: Upload the two data files
20. Submit this last change. On the toolbar, click Burn.
21. Restart the AudioCodes gateway.
You have completed the general configuration changes. Continue to a specific procedure, as needed:

e Analog Extension (FXS) Configuration on page 13

e  FXO Configuration on page 21

e  Fax-over-IP Configuration on page 29

PSTN Survival Configuration on page 30

Centrex Configuration on page 46

TLS Configuration on page 50

Analog Extension (FXS) Configuration

This section describes how to configure one or more analog extensions using an AudioCodes gateway.

When configured, MAXCS treats analog extensions behind a gateway as third-party IP phones. The analog phones
connect to an FXS port. The FXS port converts the analog signal to SIP.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 13 of 58
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In our example, the range 10.40.x.x is treated as a public an IP address range. The range 192.168.1.x is used as the
private IP address range.

1. In MAXCS Administrator, click PBX > Extension Configuration. Add extension 167 as shown in Figure 1.

2. Onthe General tab, configure the following settings.

—IP Extenzion
[V Enable IP Extension ¥ Connect Vaoice Strear to Server
{* Dynamic P Addiess  © Static [P Address

e Check Enable IP Extension.

* Check Connect Voice Stream to Server. (If

Logon IP Address I o .o . 0.0 you clear this checkbox, conferences will
Hiome Media Server [D I ﬂ fail.)
¥ Enable 3rd Party SIF D evice e Check Enable 3rd Party SIP Device.
5IP Registration Pagsword | e Enter a SIP Registration Password. We
[~ Enable Fallback to Mobils E stersion use 5656 in this example.
tobile Extension Channel IEI‘I -000 j

Figure 18: Configure Extension parameters

3. Select PBX > Altigen IP Phone Configuration. For extension 167, clear the checkbox Enable SIP Telephony
Service.

Jrd Party 5IF Device
[T Enable S5IP Telephany Service

Figure 19: Enable SIP Telephony service

4. Inthe AudioCodes configuration tool, select VolP > Media > Analog Settings. Configure the settings as fol-

lows.
w» FX5 Settings
% ftnalog Metering Type |12 kHz sinusoidal bursts ot
& Min. Hook-Flash Detection Period [msec] »EDD '
Max. Hook-Flash Detection Period [msec] =300
£ F¥5S Coefficient Type [UsA w

e Set Min. Hook-Flash Detection Period [msec] to 300.
e Set Max. Hook-Flash Detection Period [msec] to 800.

Figure 20: Configure minimum and maximum Hook-Flash Detection periods

Note: The AudioCodes gateway requires a reboot after you change either of these settings. You can reboot after
you complete this configuration, during the last step.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 14 of 58
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5. Select VolP > GW and IP to IP > Hunt Group > Endpoint Phone Number. Configure entry 1 as follows.

() Basic ® Full rﬁ"l

ll_iSvstem

Sl@vorp
#dnetwork
| S:c:r:ty e Set Channel(s) to 1. (This means the first FXS port.)
“:ﬁMedia e Set Phone Number to 167 (refer to the extension in
GSEWiCES Figure 1)
%@ applications Enabling e Set Hunt Group IDto 1.

Ll_iC{:nlroI Metwork
U_ﬁSIF‘ Definitions
Ll_il:{:ders and Profiles
S Gw and 1P to IP
BlliHunt Group
'DEndpDinl: Phone Mumber

e Set Tel Profile ID to 0.

[ Channel{s) Phone Mumber Hunt Group 1D Tel Profile ID

> 167 I 0

2 | | ! ! !

Figure 21: Configure Hunt Group Endpoint number parameters

(Add additional rows if you have additional extensions. Hunt Group ID will be 1, and Tel Profile ID will be 0
for additional extensions.)

6. Select VolP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure entry 1 as follows.

O o © Full ()|« Enter1 for the Hunt Group ID.
#ilsystem o Set Channel Select Mode to By Dest Phone Number.
Sidvore
llihletwork
u_ﬁSEcuﬁw e Make sure Serving IP Group ID is blank.
'uliMedia
"iSEWiCES
'uliﬁ.pplications Enabling bl
lliCnnlroI Metwork Index |1_12
ll_iSIF‘ Definitions
®lidcoders and Profiles Hunt Registration
E‘hjew nd IP to TP Group ID Channel Select Mode Mode
E‘ﬁHUﬂt Group
= Per Endpoint | »
DEndp{:int Phone Number I ?
|

_DHunt Group Settings 2 I I

* Set Registration Mode to Per Endpoint.

Serving
IP Group
I

> |1 | By Dest Phone Number

dd

Figure 22: Add Hunt Group ID 1

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 15 of 58
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7. Select VolP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure entry 1 as follows:

5 o " 5
_)Basic '® Full IP To Hunt Group Routing Table
] Basic P:
H| system .
Sla =
_EC'IP Routing Index 112 v
Hi Netwark IP To Tel Routing Mode === [Route calls before manipulation |
— L
HW security
= | 5 Hunt
¥ Media Source Host Prefix Dest. Phone Prefix Source Phone Prefix Source IP Address -» Group
{2}

i I & |167) —p(10.40.1.43 1
G pplications Enabli =: | |

§ |
ECnnlmI Metwork == ] I I - I |
HH TP Definitions =5 l." . . I

I' !

2 - - —p|[10.40.1.43
H@#¥ Ccoders and Profile: | |[ | .I2
i cw and IP to IP

e

._-LHUHF Gmu_p ¢ Inthe upper panel, set IP to Tel Routing Mode to Route calls before
uManlpulatlons manipulation
E‘L!_Routing '

| |General Parameters

e Set Destination Host Prefix, Source Host Prefix, and Source Phone

|_iTel to 1P Routing Prefix to an asterisk (*).
L_IIP to Hunt Group Routing e Set Destination Phone Prefix to your FXS ports’ extension number.
L_|alternative Routing Reasons In our example, this is 167. You can enter a range if needed; for ex-

ample, [167-170] would include extensions 167 through 170.
e Set Source IP Address to the MAXCS IP address, 10.40.1.43.
e Set Hunt Group ID to 1. (This assumes that the FXS port's hunt
group IDis 1.)

Figure 23: Configure IP to Hunt Group routing rule

Note:  When a SIP call is sent to this AudioCodes device, it will match rows from top to bottom. Once it de-
tects is a match, the call will be routed the hunt group of the first match row (it will ignore the rest
of rows). In the example in Figure 23, if you swap these two rows, then when a call is placed to ex-
tension 167, it will be sent to the FXO port instead of the FXS port.

8. Configure another hunt group routing entry; we recommend that you leave a few empty rows after row 1,
for future expansion. In our example, we have added the new rule in row 4; refer to the preceding figure.

e Set Destination Host Prefix, Source Host Prefix, Destination Phone Prefix, and Source Phone Prefix to
an asterisk (*).

e Set Source IP Address to the MAXCS IP address, 10.40.1.43.
e Set Hunt Group ID to 2 (Hunt Group 2 is used for FXO in this example).

Important: For security reasons, DO NOT use an asterisk into the Source IP Address field.
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9. Select VolP > GW and IP to IP > DTMF and Supplementary > Supplementary Services.

(U Basic ® Full <) .
Dl@lsystem e Set Enable Hold to Disable.
Sladhorp * Set Enable Transfer to Disable.
";ENetwork e Set Enable Call Waiting to Disable.
USEcurit'_.f
HidMedia
Hidservices v
®l@applications | Enable Hold —> |Disable V]
#lcontrol Netw|  Hold Format [Send Only ~ |

L J=1P Definitior

== Held Timeout -1
H ¥ coders and B _ _ _ |
CElilew andiptd  Call Hold Reminder Ring Timeout 30
®i¥Hunt Grour|  Enable Transfer =~ | Disable v |

@Ma”ipma““ Transfer Prefix |
HiHrouting

= Disable
Sl DTME and ¢ Enable Call Forward | - v ]
[lpTMFa p| Enable Call Waiting = | Disable |~ |

Supplementary Services I

Figure 24: Configure hold, transfer, and call waiting parameters

10. You can turn on the Message Waiting lamp if your analog phones support MWI. When a user has a new
voicemail message, the MWI lamp will flash. Note that enabling the MWI lamp will increase SIP messages
for each configured FXS port.

Skip this step if you do not want to implement this feature.

On the VoIP > GW and IP to IP > DTMF and Supplementary > Supplementary Services page (the same page
as the previous step), configure the following settings in the Message Waiting Indication section:
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e Set Enable MWI to Enable.

e Set MWI Analog Lamp to Disable. (Enabling this will introduce 120-150 voltage on the RJ11 cable. If
your analog phone uses an MW!I analog lamp, then change this option to Enable.)

e Set MWI Display to Enable.

e Set Subscribe to MWI to Yes.

e Set MWI Server IP Address to 10.40.1.43:10060) (The MAXCS Server IP address, as shown in Figure 1.)
e Set MWI Transport Type to UDP.

e Set MWI Subscribe Expiration Time to 180.

e Set MWI Subscribe Retry Time to 90.

w» Message Waiting Indication (MWI) Parameters
Enable MWI |Enzble
MWI Analog Lamp | Disable
MWI Display |Enzble
Subscribe to MWI |Yes
MWI Server IP Address |1G.4D.1.43:1GDED
MWI Server Transport Type |uDP
MWI Subscribe Expiration Time |180
Stutter Tone Duration |2000
MWI Subscribe Retry Time |E

Figure 25: Configure MWI parameters

11. On the same page, set Enable 3-Way Conference to Disable.

w Conference
& Enable 3-Way Conference |Disable ﬂ
Establish Conference Code |!

Conference ID |c::unf

Figure 26: Disable the 3-Way conference parameter
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12. Select VolP > GW and IP to IP > Analog Gateway > Authentication. Configure Port 1 FXS as follows:

) Basic (® Full
ILjSvstem
=G o1p

L?Netwo rk

(
[ Gateway Port User Name Password

——[) Port 1 FXS 1167 5656 X
| Port 2 FXS | |

Il s1p Definitions

*#d coders and Profiles e Set User Name to 167.

=@ Gw and IP to 1P
IL.jHL.IHt Group
i dManipulations (This is the extension and password you set up on page 13.)

e For the password, enter 5656.

gi;’_::;”:nd cuoolementa Note: |If y?u save and then restore the .ini file l{nder . '
@ anaio Gatew‘; ¥ Mamtenan.ce > Software ppdate > Configuration File,
due to AudioCodes’ security concern, the password
Keypad Features will be erased. You will need to re-enter the password

Metering Tones s
g here, after you restore the .ini file.)

FX0 Settings
Authentication

Automatic Dialing

Figure 27: Configure Port 1 FXS gateway authentication

13. (Optional) If you want to set up E911 Location ID for relocation for the gateway, select VoIP > GW and IP to
IP > Analog Gateways > Authentication.

For the appropriate ports, enter the information in the User Name field in the following format:

(extension number)xatgnemx(E911 LID)

Gateway Port User Name Password

Port1 FXS 200xatgnemxs FEREEER

Fort & FRE

Fort 3 FHZ

Fort 4 FX&

Fort 5 FXO

Fort 6 FXO

Figure 28: Configure e911 Location ID
For example, to specify extension number 200 assigned to Location ID 5, enter the following string:
200xatgnemx5

Enter the extension’s SIP Registration password (from MaxCS Administrator) in the Password field (refer to
the chapter Setting up IP Extensions in the MAXCS 7.5 Administration Manual.
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For details on configuring E911 Location IDs for IP phones, refer to the chapter Location-Based E911 (for Re-
location) in the MAXCS 7.5 Administration Manual.

14. To verify that the settings are correct and that the phones work correctly, select VoIP > GW and IP to IP >
Hunt Group > Endpoint Phone Number. This table defines phone numbers for gateway endpoints.

15. Click the Register button.

(' Basic @ Full

Flid system

Sldvorp
P netwark
u;jSecurit',f
I Media
i dservices
Ljﬁ.pplicatiuns Enabling
®\l control Network |\
ujSIP Definitions ]a Register Un-Register |
JCoders and Profiles =0T |
=@ ew and IP to 1P

EIIL_._E_Hunt Group ‘

L_|Endpoint Phone Number

| |Hunt Group Settings
Figure 29: Click Register

16. Log into MAXCS Administrator. Open the Extension view; extension 167 should be listed there.

W MaxAdministrator [AWETUL-]
Services Swstern  PEX  CallCenter  WoIP Report  Diagnoskic

. 0 T e

Lagin Logouk Swskem Trunk Extension

-

i3 Extension Yiew

Reset
| Extenzion I Hame I Location
Al 03:0002(10.40.0.
O 168 AZ 03:0001(10.40.0.

Figure 30: Confirm that extension 167 appears in Extension View in MAXCS
17. Attach an analog phone to the first FXS port and make a few calls to test that everything works correctly.
18. Submit this last change. On the toolbar, click Burn.

19. Restart the AudioCodes gateway.
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FXO Configuration

FXO port configuration is supported on premise-based MAXCS systems. It is not supported on MAXCS Private Cloud
deployments.

Before you begin these procedures, make sure that you have completed all of the steps in the first section, General
Configuration, beginning on page 4. If you are configuring only FXO, then you may omit the entries in the Digit Map-
ping field as mentioned on page 11.

Your environment must meet the following requirements:

e Your system must be running MAXCS Release 7.5.0.502 or later on an enterprise (on-premise) deploy-
ment. These configurations are not supported on a MAXCS Private Cloud deployment.

e No NAT is allowed between MAXCS and the gateway. For example, in Figure 1, IP addresses 10.40.1.43
(MAXCS) and the gateway (192.168.1.20) must be routable bi-directionally.

e MAXCS and the gateway can be on the same network.
1. Inthe AudioCodes configuration tool, click Configuration in the top left corner. Make sure that Full is select-
ed for the menus.

2. Select VolP > GW and IP to IP > Hunt Group > End Point Phone Number. In addition to any extension num-
bers that may have already been configured, add trunk numbers. Note that empty rows between the FXS
and FXO channels do not matter.

) Basic ® Full

e Set entry 5 to channel 5. (On the MP-118, this is the first

#dlsystem FXO port.)

~vorp hannel he Ph ber field
Sl network e For channel 5, set the Phone Number field to your PSTN
i@ Etwo phone number (in our example, this is 4082520001) and
+jae?r'w set Hunt Group ID to 2 (FXO group). *

L edia

|5l services e Add more channels as needed; in this example, we have
+£.?Applications Enabling also configured channel 6.

+ll control Metwork

#\AS1P Definitions [ Endpaint Phone Number Table
*|[@ coders and Prof

= JGW’ and IP to IP i Channel(s) i ] . Phone Humber I Hunt Group ID . I i Tel Profile ID
=\ Hunt Group Gl L | | 167 _J‘| 1|10
Endpeint Phc 2
Hunt Group * 3
4 L | A J 11
—p 5 | |5 4082520001 []]2 o
s |[6 14082520002 [ |2 |1 o
s |

Figure 31: Add trunk numbers to the Endpoint parameters

*For an incoming call to the FXO port, if a caller ID is not received, this number, 4082520001, will be used as
the default caller ID. The gateway will forward the call to MaxCS with the caller ID through SIP.
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3.

Select VolP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure a hunt group ID 2 as follows.
i <)
OI.}BS'C © Ful e Setentry 2 to Hunt Group ID 2.

'ulis'fstem H :

SlEvorr e Set Channel Select Mode to Cyclic Ascending.
Eli@network e Set Registration Mode to Don’t Register.
HjSECUI‘it}"
h_ﬁMedia -
'i_iSErl.rices - Hunt Group Settings

'iiﬁ.pplicatiu:uns Enabling
'ul_il:ontrol MNetwork
ESIP Definitions
ECDders and Profiles
=idcw and 1P to 1P

Index [1:12 W]

=\ Serving
iy Gr{:Up o Channel Select Mode Selitesi L
DEndpolnt Phone Mumber Group ID Mode Group
_DHunt Group Settings Lo
11 By Dest Phone Number v || Per Endpoint w| | W]
9 2 IE Cyclic Ascending v |[Den't Register v [ W] ]
3 v vl [Vl

Figure 32: Configure Hunt Group 2

4.

Select VolP > GW and IP to IP > Manipulations > Source Number Tel -> IP. Click Add to add a new rule.

’ e On the Rule tab, set Source Trunk Group to 2.

Basic '* Full 1
ﬁSvstem e Onthe Action tab, set Prefix to Add to TRK (use uppercase let-
Sli@vorp ters). This adds a “TRK” prefix to the caller ID, so that MAXCS or
@ Network AudioCodes will recognize that this call is a trunk call. This is
UiSecurity necessary because the IP address is shared by FXS and FXO ports.
U_ﬂMedia

ﬁServices

Ll_iﬁ.pplicatiu:uns Enabli m Action

Ll_iCnntrol Metwork | Index 1] |
®@s1p Definitions | Destination Prefix F |
ll_iCu:u:Iers and Profile| source Prefix *

EIhiGW and IP to IP | Source Trunk Group 9 2 Rule m

“_ﬁHunt Group

ulat i —
E‘ﬁMampulatans " _ex .
. Stripped Digits From Left |0 |
General Configy - — :
Stripped Digits From Right |0 |
Dest Number IP-=Tel —
b | Number of Digits to Leave |255 |
Dest Number Tel-=IP
|:| ) Prefix to Add th( |
Calling Name IP-=Tel
) Suffix to Add | |
Calling Name Tel-=IP
TON [Not Configured v|
Source Number IP-=Tel R [Not Configured v
Source Mumber Tel-=IP Presentation [Not Configured v]
= Redirect Number Tel-=IP &

Figure 33: Configure source number to IP number manipulations
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5. Select VolP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure a new entry as follows:

) Basic @ Full

Ll_iSystem
Si@vorp
'iiNetwork
'iiSEcurity
'll_iMedia
ﬁSEWiCES
ﬁﬁpplications Enabling
ﬁCDnlroI MNetwork
ﬁSIP Definitions
lliCoders and Profiles
@ Gw and IP to IP
ll_iHunt Group
ﬁManipuIatiDns
B'uliF{[:u.Jting

Tel to IP Routing

General Parameters

=
1P To Hunt Group Routi

Set Dest. Host Prefix, Source Host Prefix, Dest. Phone Prefix,
and Source Phone Prefix all to asterisk (*).

Set Source IP Address to the MAXCS IP address, 10.40.1.43.
Set Hunt Group ID to 2.

Tablk
gl

Basic P:
-
Routing Index
IP To Tel Routing Mode [Route calls before manipulation |
Hunt |
Source Host Prefix Dest. Phone Prefix Source Phone Prefix Source IP Address -=| Group
1D
I ||11671 . [10.40.1.43 1
1 ] ] I 1
1 . I I[10.40.1.43 2 ||]

.

IP to Hunt Group Rao
_Dhlternative Routing Reasons |

Figure 34: Configure a new IP to Hunt Group routing rule

This rule specifies that if the number sent by MAXCS is not the extension number, then treat the number as
a PSTN number and route it to Hunt Group 2 (FXO group).

6. Select VoIP > GW and IP to IP > Analog Gateway > FXO Setting. Set Dialing Mode to One Stage; set Discon-
nect on Dial Tone to Enable.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide
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Basic '* Full (<)
Fid sy stem
Slidvorp
LjNetwork
ILjSecurity
FlidMedia
EServices
EApplications Enabling

®lil cantrol Metwork -

HLF 1P Definitions Dialing Mode 9 One Stage v
®lcoders and Profiles Waiting for Dial Tone No v
=lcw and 1P to 1P Time to Wait before Dialing [msec] 1000

ILjHunt Group

= ; ’ Ring Detection Timeout [sec] &
F|¥ Manipulations

Reorder Tone Duration [sec] 255

R outing
= - -
@ oTME and Suppleme Answer Supervision Mo
Eﬁﬂnalog Gateway Rings before Detecting Caller ID 1 r
Keypad Features Send Metering Message to IP Mo r
Metering Tones Disconnect Call on Busy Tone Detection (CAS) Enable v
FXO Settings Disconnect On Dial Tone é Enable v
L_Authentication |

Figure 35: Configure FXO parameters
7. Select VolP > GW and IP to IP > Analog Gateway > Automatic Dialing. Set Port 5 (the first FXO port) to 167.

This specifies that when a PSTN call comes into the gateway’s FXO port, the gateway will send an IP call with
the destination DID or DID suffix 167 (when the SIP Trunk receives a number, it will be interpreted as a DID
number or a DID suffix instead of an extension number).
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Basic '* Full

h_ﬂSystem

Elivorp
“_iNetwark
“iSecuritv
UiMedia
QSErvices
ﬁﬁpplicatinns Enabling
“_jﬂnntrul Metwork
UiSIP Definitions .

Q)

EidGw and IP to 1

ﬁCnders and pr; Automatic Dialing

LliHunt Group o ) Hoﬁme
“Branptor: - e s
U_ﬁRuuting | | [sec]
FWDTMF and su Port 1 FXS 0
Bﬁﬁ.nalog Gatey Port 2 FXS 0
Keypad Fea Port 3 FXS 0
Metering To Port 4 FXS 0
FXO Setting | "port s Fxo 167 [Enable v| | |0
Authenticati ————

Automatic Dialing

Figure 36: Configure automatic dialing rules for port 5

e Caller Display Information

If you have more FXO ports, then you need to enter more numbers in the Destination Phone Number fields.

The number can be different, or can be 167.

8. Submit your last changes. On the toolbar, click Burn to save this configuration.

9. Next, configure a SIP Group with SIP servers. Log into MAXCS Administrator and double-click SIPSP in

Boards view. Click Board Configuration and then click SIP Group Configuration.

Note: If you are setting up multiple MP-1xx gateways for FXO lines, then you must create one Group for
each gateway. The trunks may all be included in the same Out Call Route or have the same Trunk
Access Code. You must also assign the number of SIP trunks to that group to match the number of

FXO lines on the gateway.
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B Boards M=l E3 |

g e C
@ 0 HMCP  Board In Current Configured Channels 60
. i .
xMDbIIEEXtSP Board Logical ID r Board N m Chahge Mumber of SIP Extension Channels to ISD
@ 2&5IpSp oo o
, 1 Channel Mapping List Chan S|P Tie-Trunk Channelz [Connecting AltiServ-to-aliSery Vol P callz)
| Logical ... | T ical - .
|| To ! S:.gaEnmsim ! :hys ! :I T | Cunent Configured Charinels |12
1 SIP Extension 1 @ .
2 SIP Extension 2 Change Mumber of SIP Tie-Trunk Channels ta |1 2
3 SIP Extension 3 @
4 {3 i
5 g.p Eﬁﬁ:m ; @ [~ SIF Trunking Channels (Connecting 3rd party SIP Dial Tone to AKServ)
[ SIP Extension &
7 SIP Extension 7 ‘ I—
P SIP Extonsion § Current Configured Channels 16
P i
?u g.p E:ﬁ?::a 190 Change Number of 5IP Trunk Channels to |15
1 SIP Extension 11 \
12 SIPE i 12 o . . . . .
SR = $SIP Group Configuration | Channel Azzignment I Advanced Configuration |
Fleset Channel
\ 5 “Mate: Changing humber of SIP extension or tie trunk channels requires stop and re-start
Board Configuration [ Reset Board [

Figure 37: Open the SIP Group Configuration panel

10. Click Add. Enter a name for the group and click OK.

51P Signaling Channel Configuration

— 5IF Extension Charnel

switching and gateway services,

oK | Cancel |

SIP Group Configuration

Groups:
N.. | Fax Enabled

| AltiGen Trunk

Register | Settings | SIP OPTIONS |

—General

Domain:

Mame: |

[~ AltiGen Trunk

SIP Server IP Address:

—Fax Trunk Routing

User Name: [~ Enable fax trunk routing
User Name: I
Register Period: Paseword: I

SIP Source Port {Mon-TLS):

| 4

5IP Desfination Port:

|
|
|
Password: |
|
|
|

—> add | oDdete | Eit |

Figure 38: Enter a name for this new SIP Group

11. You will now add a SIP server to this new SIP Group.
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In the panel, highlight the new SIP Group (in the next figure, the new group is named mysip) and click the
lower Add button (the one that is below the SIP Servers list). Enter the IP address of the AudioCodes gate-
way for the domain and click OK.

SIP Group Configuration

Groups:

Marme | Fax Enabled |

mysip Mo

add | Delete | Edt |

SIP Servers:

Dornain | Status | F.. |

9 P.du:ll Del | Up | Du:uwnl

Refresh |

Add 5IP Server

—General
Darnain: ||

—iCopy From
aroup; IN;’.ﬁ. j
SEFver: IN!'F'- j

Figure 39: Add a SIP server to the new SIP Group

12. Highlight the new SIP Group. Select this new SIP Server and configure the settings on the Register tab:

e  For the SIP Server IP Address, enter the IP address of the AudioCodes gateway

e For User Name, enter audiocodes

e Leave the Password field blank

e For Register Period, enter 0

e  For the SIP Source Port (Non-TLS), enter 10060

e  For the SIP Destination Port, enter 10060

Register | Settings | SIP OPTIONS |

Domain: |1§21E.E.1.55

SIP Server IP Address; [192:168.1.55

User Name [audiocodes

Passwaond |

Register Perod: o

SIP Source Port (Non-TLS): 10060 |
SIP Destination Pod: 10060

Figure 40: Configure SIP Trunk parameters
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13. Switch to the Settings tab. Change SIP Protocol Field to FROM Header. Click Apply.

Rogister  Settngs | SIP OPTIONS |
SIP Server

IP Address [10.0.1 205}
SIP Caling Number Z
SIP Protocol Fiekd |FROM Header

Custom P-Asserted-D: |
Custom Diversion I

=]

(% Camer can accept any number
(" Camer can only accept Caling number with mirienum I.‘ vldﬂs
" Camer can only sccept assigned numbers as Caling Number

Caling Number can be accepted by Camer

‘me To
Use this as Caling Number £ the Camier [—
cannat accept configured numbers
I~ Send Caller Name I™ Enable Standard Record-Route Header
I™ Enable SIP REFER I=
Incoming DID Number
% To Header " Request URI

Figure 41: Change the SIP Protocol Field

14. Next, enable channels. Open the Board Configuration panel. Click Channel Assignment. Select the
appropriate channels (use Ctrl-Click to select multiple channels) and click Assign Group. Choose the SIP
Group you created earlier and click OK.

[CEwbied ' D Channel No | Growp ~ Max SIP Trurk icense

~ % 19 Audocodes [

¥ 7 1% Audacodes

v ® 15 Audacodes Astigred SIP Trurk License

~ » 151 Audiocodes [n—

¥ £ 152 Audocodes

%) 41 153 Audacodes [ Asoon Grop

v 2 154 Audocodes

] a 155 Audacodes 1f you need more channels, dose s
~ B 1% Audiocodes pared, cick the Board Configuration’
2 6 9 e B e
~ % 18 Audocodes Charnels 10...", Then restart the
) 47 199 Audocodes system,

v L] 150 Audocodes

0 ® %1

0 % %2

0 51 %3

O 52 14 2

O 3 %S

O 54 %6

0 55 %7

0 % %8

0 57 1“5

0 £ e v

< w > o Cancel

Figure 42: Enable channels

15. Now you can add these newly-created trunks to an outbound route or assign them to a trunk access code.

16. At this point, test that you can make outbound calls and inbound calls from MAXCS using your IP phone and
an FXS port. Do not continue to the next section until these calls are working correctly.
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Fax-over-IP Configuration (Optional)

This section describes how to configure Fax-over-IP (FolP) with the AudioCodes gateway where the Fax device is at-
tached to the AudioCodes gateway’s FXS port.

SIP-Trunk side FolP is supported only on Altigen SIP Trunks. SIP-Trunk side FolP is not supported on AudioCodes FXO
or PRI/T1 channels.

Sending and receiving faxes over IP service has known limitations. Altigen, along with many other companies, uses
the T.38 industry standard for FolP configuration. The T.38 protocol contains minor variations in how it can be im-
plemented. Because of these variations, one provider’s FolP handling can vary from another’s, thus introducing the
possibility of incompatibilities. As the standard continues to evolve, it is reasonable to expect these variations to di-
minish over time.

If your organization typically sends frequent faxes that are lengthy multiple page documents, consider retaining a few
analog lines and traditional fax machines as a backup option.

Before you begin, make sure that you have completed the procedures in the section General Configuration beginning
on page 4.

To configure Fax-over-IP (FolP) support, follow these procedures.

1. Perform all of the steps in the section Analog Extension (FXS) Configuration.

2. Follow the steps in the FolP chapter of the MAXCS 7.5 ACM Administration Manual to configure MAXCS.
3. Open the AudioCodes web configuration tool and log in.
Important! Remember to set the menu to Full so that you can see all menu commands.
4. On the left panel, select VolP > SIP Definitions > General Parameters.
e Set Fax Signaling Method to T.38 Relay
e Set SIP UDP Local Port to 10060

SIF General Farameters

w SIP General

& NAT IP Address 0.0.0.0
PRACK Mode Supported -
Channel Select Made By Dest Phone Number -
Enable Early Media Disable -
Session-Expires Time ]
Minimum Session-Expires 50
Seczion Expires Method re-INVITE -
Asserted Identity Mode Digabled -
Fax Signaling Method T.38 Relay -
SIP Transport Type UDFP -
SIP UDP Local Port 10060

Figure 43: Configure SIP general parameters
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5. On the left panel, select VolP > Media > Fax/Modem/CID Settings.
e Set Fax Transport Mode to T.38 Relay
e Set Fax CNG Mode to Sends on CNG or v8-cn
e Set CNG Detector Mode to Relay
e  Set Fax/Modem Bypass Coder Type to G711 Mulaw

-
Fax/Modem/CID Settings

- General Settings
Fax Transport Mode 9 T.38 Relay v
Caller ID Transport Type Mute v
Caller ID Type Standard Bellcore v
V.21 Modem Transport Type Disable v
V.22 Modem Transport Type Enable Bypass v
V.23 Modem Transport Type Enable Bypass v
V.32 Modem Transport Type Enable Bypass v
V.34 Modem Transport Type Enable Bypass v
Fax CNG Mode e Sends on CNG or vE-cn v
CNG Detector Mode % Relay v
w» Fax Relay Settings
Fax Relay Redundancy Depth 0
Fax Relay Enhanced Redundancy Depth 4
Fax Relay ECM Enable Enable v
Fax Relay Max Rate (bps) 14400bps v
w Bypass Settings
Fax/Modem Bypass Coder Type e G711Mulaw v
Fax/Modem Bypass Packing Factor 1
Fax Bypass Output Gain [+]
Modem Bypass Output Gain V]

Figure 44: Set Fax parameters
6. Submit these changes. On the toolbar, click Burn to save this configuration.
7. Reboot your AudioCodes device so that all of the changes take effect.

8. After the device has rebooted, send and receive a fax to that extension to confirm that the configuration is
correct and that faxes can be sent and received.

PSTN Survival (SAS) Configuration (Optional)

This section describes how to configure the gateway so that if the gateway loses connection to MAXCS, calls from
PSTN will loop back to the AudioCodes device’s SAS service (Stand Alone Survivability service) and route calls to an
FXS port or to an IP extension.

Calls from the FXS port or IP extension are managed by the SAS service. An SAS service is a simple softswitch service
that performs basic inbound, outbound, and extension-to-extension calls. It can serve as an emergency softswitch
while the MaxCS server is not reachable. The SAS service will route calls to the FXO port or to the designated IP ex-
tension, based upon the number the caller dialed.
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From the SAS perspective, FXS ports on AudioCodes devices are considered IP extensions.

Note: An AudioCodes MP-1xx SAS service can handle up to 25 concurrent IP phone registrations.

PSTN SAS General Configuration

You will begin this configuration with this first section. Once you have completed these steps, you will then continue
on to either the LAN configuration section or the Cloud configuration section.

Before you begin, make sure that you have completed the steps in the preceding sections of this guide. Make sure
that the menus in the configuration tool are set to Full.

1. Select VoIP > Applications Enabling > Applications Enabling.
2. Set SAS Application to Enable.

3. On the toolbar, click Submit.

Basic '* Full

iijstem ( S ES—
Slidhvo1p
ENet'Nork -
ILjSecurity % SAS Application | Disable v

i Media eqe
leSErvices k
BILIj;3.|3|:|Iicati|:|r|5 Enabling

Applications Enabling

Figure 45: Enable the SAS application
4. On the toolbar, click Burn to save this configuration.
5. Restart the MP-11x device.

Follow these steps after the device has restarted:

1. Log back into the configuration tool and select VolP > Control Network > Proxy Sets Table.
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) Basic ® Full ~ Proxy-Sets Tabl
ﬁSynstem kw3
BEVGIP 6 Proxy Set ID |9 (vl
llir\letwork -
F - Proxy Address Transport Type
gf;:?:;w 91 192.168.1.20:10060 ’m
ll:i Services z hd
lliﬁ\pplications Enabling 3 hd
=l control Network £l s
IP Group Table 2
Proxy Sets Table
-
Enable Proxy Keep Alive Disable W
Proxy Keep Alive Time 60
Proxy Load Balancing Method Disable N
Is Proxy Hot Swap Mo by
Proxy Redundancy Mode Mot Configured N

Figure 46: Configure the Proxy Sets table

2. Choose Proxy Set ID 9.

3. Forentry 1, set the following parameters:
e Set Proxy Address to 192.168.1.20:10060
e Set Transport Type to UDP

4. Now that you have enabled SAS, a new item appears on the menu. Choose SAS > Stand Alone Survivability
and set the following parameters:

Figure 47: Set SAS parameters

Sidvorp
ll_ihletwork
- -
QSECU nty SAS Local SIP UDP Port 5060
T .
GMEE'IE SAS Default Gateway IP
ﬁSEWiCES SAS Registration Time 20
' . : SAS Local SIP TCP Port 5060
E'ﬁﬁ.pplmatmns Enabling
= SAS Local SIP TLS Port 5081
Eﬁl:ﬂl‘ltl'm MNetwark SAS Proxy Set 3
®@sIP Definitions SAS Emergency Numbers I I
- SAS Binding Mode 1-User Part Only o
®| coders and Profiles T | |
Eﬁ SAS Survivability Mode [ Auto-answer REGISTER w |
W and IP to IP Enable ENUM | Disable |
Elﬁ SAS Enable Record-Route | Disable hd |
Dstand Alone Sunrivabilit'_.r SAS Block Unregistered Users [Un-Block v |
Redundant SAS Proxy Set |-1 |
SAS Connection Reuse | Enable w |
SAS Inbound Manipulation Mode [Maone w |

e Set SAS Local SIP UDP Port to 5060
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e Set SAS Registration Time to 90
e Set SAS Proxy Setto 9
e Set SAS Binding Mode to 1-User Part Only
e Set SAS Survivability Mode to Auto-answer REGISTER
5. Select VoIP > GW and IP to IP > Manipulations > Dest Number IP -> Tel. You will add three new rules.

6. Click Add to add the first rule. Set the parameters on the Rule tab as shown in the next figure. There are no
parameters to set on the Action tab.

e

e 0 | This specifies that when the device receives a
Destination Prefix * | call from MaxCS (10.40.1.43), there is no
Source Prefix * | need to remove the prefix “9.”
Source IP Address |1[J_40_1_4.3 |
Source Host Prefix |+ |

|

Destination Host Prefix |*

Figure 48: Set destination number manipulation rule 1

7. Click Add to add the second rule. Set the parameters on the Rule tab as shown in the next figure. There are
no parameters to set on the Action tab.

e -

Index [t | This specifies that when the gateway receives
Destination Prefix |911 | a 911 call, it will not perform any digit ma-
Source Prefix [+ | nipulation.
Source IP Address |* |
Source Host Prefix |* |

|

Destination Host Prefix |*

Figure 49: Set destination number manipulation rule 2

8. Click Add to add the third rule. Set the parameters on both tabs, as shown in the next figure.
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Index "2 |
Destination Prefix |g This specifies that when the gateway
Source Prefix [+ receives a call from anywhere else, if

Source IP Address there is a prefix 9, remove it.

|
Source Host Prefix |*
|

Destination Host Prefix

Index |2 |
Stripped Digits From Left |1 |
Stripped Digits From Right |0 |
Number of Digits to Leave |255 |
Prefix to Add | |
Suffix to Add | |
Presentation | Mot Configured V|

Figure 50: Set destination number manipulation rule 3

9. Select VoIP > GW and IP to IP > Routing > IP to Hunt Group Routing. Configure the rows as follows (note
that row order is important for routing).

) Basic ® Full @
:ﬁSystem
Slidvore
e ———————
F 0
| -
Routing Index [1-12_ ]
1P To Tel Routing Mode Route calis bafore manipulation |
i i Hunt
Diest. Host Prefix | Source Host Prefic Dest. Phone Prefic Source Phone Prefic Source IP Address = GrI\;p IP Profily
= 1] I |1167) i I | Jo
2L I I [ § | 2__Jo
3 | | | | |

| |General Parameters
DTE' to IP Routing
IP to Hunt Group Routing
~ |_lAlternative Routing Reasons

Figure 51: Configure IP to Hunt Group routing rules

a) Forentry 1, if you already have an existing FXS IP to Hung Group Routing for extension 167, then set the
Source IP Address to an asterisk (*). The other fields remain the same.
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When there is no survivable configuration, SIP messages can only come from MaxCS (10.40.1.43). How-
ever, when the device also acts as survival gateway, SIP messages can also come from different IP ad-
dresses. This is why we are placing the wildcard symbol (*) in this field.

IMPORTANT! Because the wildcard character is being used, be aware that any SIP device routable to
the device could use the device to place PSTN toll calls. To prevent fraud calls, make
sure your MP-11x device is behind a firewall. Also, no SIP port forwarding to the MP-
11x device should be configured on the firewall, or else malicious users from the in-
ternet can use the device to place PSTN calls.

b) For other calls, route the call to FXO ports (Huntgroup ID 2). If there is an existing entry for this, change
the Source IP Address to an asterisk (*). if there is no such entry, add an entry 2 as follows:

= Set Destination Host Prefix, Source Host Prefix, Destination Phone Prefix, Source Phone Prefix,
and Source IP Address to an asterisk (*).

= Set Hunt Group ID to 2.
At this point, the general configuration is complete.

If you have a LAN or VPN-based deployment, review the architecture described in the next section before pro-
ceeding to the section SAS IP Phone Configuration on page 41.

If you have an Internet-based or Cloud deployment, skip ahead to the section SAS FXO Configuration for Cloud
Deployment starting on page 36.

SAS LAN Deployment Architecture

This section shows the architecture for PSTN Survival FXO configuration on a local area network. This architecture
also works for VPN-based deployments.

When the device loses the connection with the MaxCS server, incoming PSTN calls will loop back to the SAS service
and route to extension 167. Calls from extension 167 will be routed to an FXO or FXS port, depending upon the digits
that the caller dialed.
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MaxCs
(10.40.1.43)

Network Router

PSTN

AudioCodas MP11x with
FXSIFX0 ports and SAS
semvice
[192.168.1.20)

FX0 Port
PSTM 4082520001

IP Phone 167
192.168.1.25

Figure 52: Architecture for LAN environment

You have completed the steps for LAN configuration; skip over the next section and continue with the instructions for
configuring IP phones for PSTN survivability, which begin on page 41.

SAS FXO Configuration for Cloud Deployments
This section describes how to configure PTSN SAS for an internet or Cloud deployment.

Important! FXO port on an AudioCodes MP-11x device cannot talk to the MaxCS server SIP Trunk when the MP-
11x device is configured behind a Firewall/NAT. However, when the MaxCS server is not reachable,
IP phones and FXS ports on the MP-11x can register to the device’s SAS service and use that service
to make and receive calls. When the MaxCS server become available again, the IP phones and FXS
ports will re-register back to the MaxCS server.

Cloud Deployment Architecture

The following diagram illustrates the architecture recommended for Internet/Cloud deployments.

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 36 of 58



e

(alﬁgen

MaxCS
{10.40.1.43)

Ll

Internet

\_‘

On-Premise FirewallNAT
(WAN 10.40.0.95) PSTN 51
{182 168.1.1)

H PSTN

AudioCodes MP11x with
FXS/FXO ports and SAS
service
(192 168.1.20) F¥0 Port

PSTN 4082520001

02520001

IP Phone 167
192.168.1.25

Figure 53: Architecture for Cloud environment

In our example in figure x, when a PSTN call comes into the FXO port but MaxCS is not reachable, the call will be
routed to extension 167. When a PSTN call comes into the FXO port and MaxCS is working normally, the call could be
dropped, because extension 167 is registered to MaxCS (10.40.1.43) and it could ignore the incoming call from the
FXO port. To avoid this issue, do not publish that PSTN number (4082520001). This FXO number should be for out-
going only trunks.

Requirements
Your environment must meet the following requirements:

e The server must be running MaxCS Release 7.5.0.60x or later.

Prerequisites
Perform these steps before you proceed:
e Complete the steps in the section PSTN SAS General Configuration starting on page 31.

e If you are configuring only FXO, then you may omit the entries in the Digit Mapping field as mentioned on
page [TBD].
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e If you are using FXS ports, also complete the steps in the section Analog Extension (FXS) Configuration start-
ing on page 13.

Configuration Procedures
Follow these steps to configure PSTN survivability for a Cloud environment.

1. Loginto the AudioCodes configuration tool. Click Configuration in the top left corner and set the menu
mode to Full.

2. Select VolP > Control Network > IP Group Table.

Yy Fa .
' Basic '® Full L)

ESystem |
Elidvorp Lo
i network
LjSecurity m Gateway
i Media
®lil services Index | 1 |
IL:EApplications Enablir  pescri ption +| LocalFX0
EIEd control Network
e Group Table Proxy Set ID é| 1
IProxy Sets Table = SIP Group Name |
IL!SIF‘ Definitions

Local Host Mame |

Media Realm Mame |

|
|
|
Contact User | |
|
|
|

IF Profile ID | 0

Figure 54: IP Group table parameters

3. Onthe Common tab, set the following parameters:
e Set Description to LocalFXO
e SetProxySetiDto1l
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4. Select VoIP > Control Network > Proxy Sets Table. For entry 1, set the following parameters:
- I Priys ¥ Cate Tahl
.lli System -
E‘ﬁ‘u‘uIP Proxy Set ID [1 v
H_ﬁNetwork
ﬁ Sacu ”t!F' Proxy Address Transport Type
: »1 192.168.1.20:5060
*\ @ media [00F V]
El@servi 2 vl
A Services = v
'uliﬁ.pplicatinns Enabling I T v
E”iﬁCumrc-l Metwork 5
IF Group Table
] |:|F‘n:~:»c~j-r Sets Table -
= Enable Proxy Keep Alive Disable ~
Proxy Keep Alive Time &0
Proxy Load Balancing Method Disable o
Is Proxy Hot Swap Mo L
Proxy Redundancy Mode Mot Configured o

Figure 55: Proxy Sets table parameters

e Set Proxy Address to 192.168.1.20:5060
e Set Transport Type to UDP

This proxy set will be used later for FXO ports (Huntgroup ID 2). When a PSTN call comes in to 4082520001
(refer to Figure 53), it will not be sent to MaxCS at 10.40.1.43 because MaxCS cannot [TBD — access?] the
MP-11x FOX port behind NAT. The call will be sent directly to the SAS service in the MP-11x device
(192.168.1.20:5060).

Select VoIP > GW and IP to IP > Hunt Group > End Point Phone Number. In addition to any extension num-
bers that may have already been configured, add trunk numbers. Note that empty rows between the FXS
and FXO channels do not matter.

) Basic ® Full <)

ll_iS\,rstem
Sl@vorp
Ll_iNetwork [
QSEcurity 1|
LliMedia \
ESEWiCES
U_ﬁﬁ.pplication
“_il:nnlrol Met
®WsIP Definiti
“_il:nders and
=i Gw and IP
EILliHurlt Group
DEndpDint Phone Mumber
Hunt Group Settings

‘Phone Number "Hunt Group 1D Tel Profile 1D

167 1 || |o

~ Channel(s)

4082520001
4082520002

N
oo

N oOon s N

Figure 56: Endpoint Phone Number table
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Set the following parameters:
e Setentry 5 to channel 5. (On the MP-118, this is the first FXO port.)

e  For channel 5, set the Phone Number field to your PSTN phone number (in our example, this is
4082520001) and set Hunt Group ID to 2 (FXO group).

Entry 5 indicates that for incoming calls to the FXO port, if a caller ID is not received, the number
4082520001 will be used as the default caller ID. The gateway will forward the call to MaxCS with the caller
ID through SIP.

6. Add more channels as needed; in Figure 56, channel 6 has also been configured.

7. Select VolP > GW and IP to IP > Hunt Group > Hunt Group Settings. Configure a hunt group ID 2 as follows.

) Basic ® Full

ESystem

Slidvorp
#d Network
ESECUFHZY
* i dMedia
* [ services - ‘
#|J applications Enabling ‘ ; Hunt } ‘
# |l control Network ‘ Group ID | ‘
ESIP Defintions - | “ | ID =
#(J coders and Profiles 101 |[By Dest Phone Number v |[Per Endpoint v [ V] L

Slew and 1P to 1P —_> 2 [ Cyclic Ascending v H Don't Register v] [1 V] [
‘ ! ! I —

E‘U;jHunt Group
Endpoint Phone Number |

[Serving|
Registration P |

Channel Select Mode Mode | Group

"

Hunt Group Sethings

Figure 57: Hunt Group 2

e Setentry 2 to Hunt Group ID 2.

e Set Channel Select Mode to Cyclic Ascending.
e Set Registration Mode to Don’t Register.

e Set Serving IP Group ID to 1.

8. Select VolP > GW and IP to IP > Analog Gateway > FXO Setting. Set Dialing Mode to One Stage; set Discon-
nect on Dial Tone to Enable.
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Basic '* Full
Fid sy stem
Slidvorp
LjNetwork
ILjSecurit',f
ILjMedia
EServices
EApplications Enabling

Eld control Metwork -
®Ws1P Definitions Dialing Mode =—3| One Stage v
“;ECUEIEFS and Profiles Waiting for Dial Tone Mo A
E‘"“_EW and IP to IP Time to Wait before Dialing [msec] 1000
I!T:Hunt Group Ring Detection Timeout [sec] )
F|¥ Manipulations . e
leRouting Reorder Tone Duration [sec] 255
HAOTMF and Supplemel Answer Supervision No v
Ei—-i{ﬂ.nalog Gateway Rings before Detecting Caller ID 1 r
i:IKeypad Features Send Metering Message to IP Mo r
L IMetering Tones Disconnect Call on Busy Tone Detection (CAS) Enable v
!:'FKU Settings Disconnect On Dial Tone e Enable v
L |Authentication I

Figure 58: Configure FXO parameters

Configuration for Cloud and Internet environments is now complete. Continue with the next section to configure
IP phones for PSTN Survival mode.

SAS IP Phone Configuration
This section describes how to configure IP Phones for PSTN survivability.

When MaxCS is not reachable, extension 167 can send the call to MP-11x (192.168.1.20). If registration is ena-
bled on extension 167, it can also receive calls from MP-11x (1992.168.1.20).

Note: An MP-11x can only support up to 25 concurrent SIP registrations, so if you have more than 25 exten-

sions in a system, enable the SIP registration only on the extension that is required to receive incoming
call when MaxcCS is not reachable.

There are 3 kinds of IP phones that are supported. This section includes the procedures for all three types.
e Altigen IP phones (705, 710, 720, and 805)
e  Polycom IP phones
e Extensions attached to an MP-11x's FXS port

Prerequisites

e If you have a LAN-based deployment, complete the steps in the section PSTN SAS General Configuration
and review the architecture on page 35 before performing the steps in this section.

If you have an Internet/Cloud based deployment, complete the steps in the section SAS FXO Configura-
tion for Cloud Deployments before starting this section.
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e Before you perform the steps in this section, confirm that your extension (in our example, this is exten-
sion 167) can make send and receive calls when MaxCS is reachable.

Follow this process to configure IP phones or the FXS port acting as an IP extension:

1. Select VolP > GW and IP to IP > Analog Gateway > Automatic Dialing. Confirm that the entry is set to the
extension number (in our example, extension 167), so that when a PSTN call comes in, it will ring that IP ex-
tension.

Basic '* Full

ESystem

Slidvorp
GNEtWDrk
Lj5ecurity
ILjMedia
ILjServices

#|@# s pplications Enabling —
®IE contral Netwark ( Automatic Dialing

JSIP Definitions

®lid caders and Profiles
S cw and 1P to 1P Gateway Destination Phone
EHunt Group Port Number
JManipulations Port 1 F¥S
'LERC""ti”g Port 2 FXS
H¥ DTMF and Supplementary
Bu;jﬁmalog Gateway Port 3 FXS
Keypad Features Port 4 FXS
Metering Tones Port 5 FXO 167
FXO Settings Port 6 FXO 167

Authentication

Automatic Dialing

!;lCaIIer Display Information

Figure 59: Set Automatic dialing parameters
2. For Altigen IP phones IP705,710, 720, and 805:
a) Open the phone’s menus. Select System > Emergency GW and set the /P address to 192.168.1.20.

b) Then set System > Enable SIP Registration to Yes only if this phone needs to receive incoming calls
while MaxCS is not reachable. Otherwise, set this to No.

3. For Polycom IP phones:
a) Open MaxCS Administrator.

b) Select PBX > Altigen IP Phone Configuration. Switch to the Polycom tab. (This tab is available start-
ing with MaxCS Release 7.5.0.603.)

c) Choose the extension. Check the option Enable Secondary Proxy. Set the IP Address to
192.168.1.20. Set the Port Number to 5060.

d) Check Enable Registration only if the phone needs to receive incoming calls while MaxCS is not
reachable. Otherwise, leave this option cleared. Note that if a Polycom phone is used for this ex-
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tension, in order for the user to use #17 on the phone, the extension must not have Enable Regis-
tration checked.

In some cases, Polycom phones will need to be rebooted twice before the phone fully incorporates
the changes.

— Secondary Prosy
¥ Enable Secondany Prosy

gdd,ESS:| 192 0168 . 1 . 20

Pt I 5060

[ Enable Registration

Figure 60: Polycom Secondary Proxy settings

4. For the MP-11x FXS port acting as an IP extension:
a) Inthe gateway web configuration tool, select VolP > Control Network > Proxy Sets Table.
b) Configure Proxy Set ID O:

a. Proxy Address entry 1 should already have been configured, because your extension on the
FXS port was already working while MaxCS is reachable.

b. For Proxy Address entry 2, enter 192.168.1.20:5060.
c. Set Enable Proxy Keep Alive to Using Options.
d. Set Proxy Keep Alive Time to 15.

e. Set Proxy Redundancy Mode to Homing.
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( Proxy Sets Table

-
Proxy Set ID [0 v
Proxy Address Transport Type
1/10.40.1.43:10060 UDP »
) 2/[192.168.1.20:5060 UDP w
3 W
4 W
s
-
% Enable Proxy Keep alive Using Opfions v g
% Proxy Keep Alive Time 15
Proxy Load Balancing Method Disable W
Is Proxy Hot Swap Mo v
e Proxy Redundancy Mode Homing w

Figure 61: Proxy Set ID O parameters

c) Submit the change and click Burn.
d) You must modify the registry. On the MaxCS server, run regedit as an administrator.

e) Export your current registry to a file, as a backup. Be sure to follow Microsoft’s recommended pro-
cedures for updating your registry.

MNarmne | Twpe | Daka
E_PJI{DEFauIt]I REG_5Z (walue naot sek)
| BlockSIPURauthorizedCall REG_DWORD Q00000000 {0}
E_E'Jclsid REG_52 {DE2ZBBE0-32C6-11d5-8410-0050DA7 19719}
E_ﬂCnnFinglPath REG_5Z Chalkiser sPSIPSPYSIPConfigDialog, dil
ab|pliPath REG_52 Chalkiserd S SIPSPSIPSP. di
% EEn-Ell:lIEe'E-IF"Z:Z'ptil:lnEiEhindf‘-]F'.T REG_DWORD 000000001 §17)
| MaxBackFiles REG_DWORD 000000032 (507
-‘!’l'iﬂSiDDIDExt REG DWORD Q00000001 (17

Figure 62: Update the registry

f)  Inthe registry, change the EnableSIPOptionBehindNAT key to a value of 1.
On 64-bit Windows systems, this key is located here:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Altigen Communications,
Inc.\AltiWare\Service Providers\SIPSP\

On 32-bit Windows systems, this key is located here:
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HKEY_LOCAL_MACHINE\SOFTWARE\Altigen Communications, Inc.\AltiWare\Service Provid-
ers\SIPSP\

g) Save these changes.

h) Restart the MaxCS services (or reboot the MaxCS server).

Confirm the Configuration
Follow these steps to confirm that your system is configured correctly.

1. Confirm that when the MaxCS server is reachable, you can make and receive calls through IP extension
167.

2. Shut down MaxCS.
At this point, on most Altigen IP phones, the status display will change from ‘basic’ to ‘local.’

For Polycom phones, if Enable Registration was not checked in Max Administrator, the phone will not be
able to register and will show a red x beside the extension number.

Even on phones that are not registered, users can still go off-hook and dial a PSTN number or an exten-
sion number.

3. From the phone, dial 915102520001 and press #. The call should connect properly.

4. If you enabled registration for the phone, log into the MP-11x web configuration tool and click Status
and Diagnostics above the menus. Then select VolP Status > SAS/SBC Registered Users. You should see
extension 167 in the Address of Record field.

SA5/SBC Registered Users

Address Of Record Contact
= 167 2
167 OPTIONS, T
REFER"

Figure 63: Registered users shows extension 167

5. Make a call to 14082522001 (this is the FXO port’s PSTN number) from your mobile phone. IP phone
167 should ring. Pick up the call and verify the connection.

6. Restart the MaxCS server. IP phone 167 should reconnect to the MaxCS server shortly. The length of
the delay varies greatly, depending upon the size of the system; on small systems, this may take 2-3
minutes; on large MaxCS systems it may take up to 10 minutes.

7. Configure another IP Phone with extension 168 with registration turned on. Shut down the MaxCS serv-
er again and check that the extension is registered (just as you did in step d. Make a call from IP phone
168 to IP phone 167; answer the call and verify the connection.
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Centrex Configuration (Optional)

This section applies to organizations that have PSTN Centrex or have FXO ports connected to analog extensions on a
PBX such as Nortel.

This configuration allows the system to release the FXO port after a transfer. For example, FXO port 1 receives a call.
The call is transferred. AudioCodes sends a Centrex flash to the same FXO port to complete the transfer. Once the
transfer is successful, the FXO port is freed up to accept another call.

When FXO Centrex is enabled, MAXCS will not support FXS ports on the gateway because SIP INFO must be turned
off. In other words, you may consider the MP-114 and MP-118 all-FXO ports models, because FXS ports on the gate-
way will not be usable.

These instructions apply only to MaxCS release 7.5.0.60x and later.

Before you attach the trunk to the AudioCodes gateway, make sure that your trunk supports Centrex transfer. To
confirm this support, attach an analog extension to a CO Centrex line and perform some Centrex transfer from the
analog extension manually.

Before you begin these procedures, perform all of the steps in the section FXO Configuration starting on page 21.
Then confirm that you can make and receive calls through an FXO port without issues.

1. Inyour browser, navigate to this URL:

http://192.168.1.20/AdminPage

Substitute the gateway’s IP address for 192.168.1.20.
2. Onthe left, select ini Parameters.
3. For the parameter LINETRANSFERMODE, enter 3. Click Apply New Value.
4. For the parameter DTMFDIGITLENGTH, enter 300. Click Apply New Value.

(=) @ nttp://10.40.2.3/AdminPage O~ B & || & Admin Page
P 9 = 9 ~

File Edit View Favorites Tools Help
Parameter Name: Enter Value]3  Apply New Value
|LINETRANSFERMODE |  Apply New Valus
Output Window
Parameter Name: LINETRANSFERMODE
Paremeter New Value: 3
Parameter Descriptien:LineTransferMode: 0-ip 1-pbx blind transfer Z-pbx semi
supv transfer 3-supervisged transfer (alsc known a3 warm transfer).{@} (in TP

feature key and parameter EnablelPMDetectors ne

Figure 64: Specify INI parameters

5. Loginto the AudioCodes web configuration tool, and set the menu mode to Full.
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6. Select VolP > Media > IPMedia Settings. Set Answer Detector Activity Delay to 300.

"
() Basic ®) Full e o
H_ﬁSystem
Elidvorp —
u-j w [PMedia Settings
= Network % IPMedia Detectors |Enable B
GSEcun’t}r Enable Answer Detector Disable w
E'ﬁMedia Answer Detector Activity Delay q 300
Voice Settings Answer Detector Silence Time 10
Fax/Modem/CID Se Answer Detector Redirection 0 w
- itivi 0
RTP/RTCP Settings Answer Detector Sensitivity i
= = Enable Energy Detector Dizable e
IPMedia Settings -
D B Energy Detector Quality Factor 4
= General Media Sett Energy Detector Threshold 3
Enable Pattern Detector Disable Y

Figure 65: Adjust IP Media parameter

7. Select VoIP > GW and IP to IP > DTMF and Supplementary > Supplementary Services. Set Enable Hold to
Enable; set Enable Transfer to Enable.

() Basic ® Full

ﬁNetwork > I -

'i_iSecurity ~—Supplementary Services

th‘ledia

S\ services -

ﬁﬁ.pplications Enabling Enable Hold 4| Enable v]

#|@ control Network Hold Format [0000 v

ﬁSIP Definitions Held Timeout -1

ﬁCDdEI"‘S and Profiles Call Hold Reminder Ring Timeout 30

Bﬁgw and IP to IP Enable Transfer _+| Enzble v
ﬁHunt Group Transfer Prefix | - |
ﬁManipulations Enable Call Forward | Disable v
H_ﬁrmuting Enable Call Waiting [Disable v]
BLIiDTI-'IF and Supplementary

DDTHF & Dialing
L Supplementary Services W

Figure 66: Adjust Supplementary Services parameters

8. Loginto MAXCS Administrator and double-click SIPSP in Boards view. Click SIP Trunk Configuration. Click SIP
Trunk Profile.

Create a new SIP Trunk profile named centrex. For that profile, check Enable SIP REFER and Enable Centrex
Transfer.
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™ Send Caller Mame [” Enable Standard Record-Route Header

¥ Enable SIP REFER ~ ¥ Ensble Centres: Transfer

Figure 67: Create a new SIP Trunk Profile

9. Close the open panels. In Boards view, double-click SIPSP. Click Board Configuration and then click SIP Trunk
Configuration.

10. Set SIP Trunk Profile to centrex. Apply this setting to the other SIP trunks where SIP Sever IP addresses are
192.168.1.20.

SIP Trunk - Id=15, Logical Channel Id=80 E |

SIP Server [P Address IW
zer Mame W
Password ||—
Damain IW
SIP Register Period ID— Bize
SIP Trunk. Profile -—9' centrex 'I
SIP Source Port [Mon-TLS] I'IEIEIEEI "l
SIP Destination Port W

¥ Enable Channel

Figure 68: Set SIP Trunk Profile to centrex
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11. Select PBX > Extension Configuration. Create an extension 150, and for that extension, on the General tab,
check Release SIP Tie-Link Trunk.

R estriction I Anzwering | One Mumber Accesz I b aritar Lizt I
General | Group I 5 peed Dialing I kil b anagement I M tification I
— Personal Information
First Marne I Laszt Mame I
Pazswaord R Department I
Descriptian I DID Murnber I
Language IDefauIt Language j Tranzmitted CID |
Feature Prafile ||] - System j ET11 CID
[~ Enable DialBy-Mame ¥ Enable lntercom [ Agent ¥ Release SIP Tie-Link Trunk

Figure 69: Configure extension 150

12. Switch to the Restriction tab. Under the Other Call Restrictions section, check the first two options, Allow
Calls to be Transferred or Conference to an Outside Number and Allow Extension User to Configure Forward-
ing, Notification and Reminder Call to an Outside Number.

Other Call Restrictions

v &llaw Calls to be Transferred or Conferenced to an Outside Mumber

W Allow Extenzion Uzer ta Configure Farwarding, Motification and Reminder Call to an Outside Mumber
[ Allow Outside Caller to Make ar Betun Calls from within W Sypstem

[T Allow Outside Caller to Make ar Fonward International Calls fram within Wb System

Figure 70: Set call restriction options for extension 150
13. Switch to the Answering tab. Check Enable Forward to and set it to Free Format.
Set the number to the PSTN number with the trunk access code. In our example, it is 915102520001,,,,,.

The commas set a delay before MAXCS releases the centrex line to finish the transfer. Each comma inserts a
one-second delay after the call is forwarded. Use at least five commas (for five seconds). Longer numbers
may require additional commas. However, too many commas will impact the cut through time.

General I Group | Speed Dialing
Restriction Angwering
Forward Al Calls
¥ Enable Farward to IFree Farmat j

| = |91 5102520001, ...

Figure 71: Set forwarding to Free Format
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14. Follow these steps to verify that the configuration is correct:

a) From a mobile phone, make a call to the AudioCodes FXO port. In this example, the number is
14082520001.

b) Confirm that the call routes to the Altigen’s IVR system.

c) Inthe IVR system, dial the virtual extension number you just created — extension 150.

d) PSTN phone 15102520001 should ring. Answer the call and confirm that you can hear voice.
e) The SIP trunk in MAXCS should be available.

Farmard All Callz

¥ Enable Forward to Iw vI

|2 =] |ms1025sz000177" 22

Figure 72: Inject numbers after the IVR system answers

You can use this feature to inject a number (for example, an extension number) after the IVR system answers.

Troubleshooting Tips

Usually, the gateway’s FXO port will connect to a PBX extension port (FXS port) or a CO Centrex line. Make
sure that MWI (Message Waiting Indicator) is turned off for the FXS port or CO line (if it has a MWI). The
MWI signal may be misconstrued as phantom calls.

When performing a Centrex transfer to an invalid destination, sometimes the CO or PBX’s FXS port will play
error or busy tones. When the gateway detects the tone during this transfer, it may send another flash-hook
to the CO or PBX FXS port. Usually this will not cause an issue.

TLS Configuration (Optional)

This section includes instructions for enabling TLS for FXS and FXO configurations.

Be aware of the following considerations before you configure TLS for your gateway:

When TLS is enabled on MP-1xx devices, the total number of ports that are available is reduced. This reduc-
tion is the result of the additional processing power that is required for TLS. This limitation comes from Au-
dioCodes. The ports that you lose start at the last port and work backwards.

o MP-114 devices will be reduced from 4 ports to 3. The device loses port 4.
o MP-118 devices will be reduced from 8 ports to 6. The device loses ports 7 and 8.
o MP-124 devices will be reduced from 24 ports to 18. The device loses ports 19-24.

You cannot enable TLS on an MP-1xx device that includes both FXS and FXO channels. If you need both FXS
and FXO channels with TLS enabled, you must use two different MP-1xx devices.
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You cannot enable both Survivability and TLS on the same MP-1xx device. Consider using Altigen or Polycom
phone to achieve survivability when TLS is also required.

You cannot configure both Centrex and TLS on the same MP-1xx device.

Your gateway must have the correct firmware version; see Requirements.

Follow these steps to begin the configuration, and then continue with the FXO or FXS configuration sections.

—

1.

AudioCodes’ SIP TLS cannot work properly if Web Management’s HTTPS is not turned on properly.

THESE STEPS ARE IMPORTANT - If you set the Web Security Settings incorrectly, then you may need to re-
set your device to its initial defaults and reconfigure it again from scratch.

To configure TLS, select System > Management > WEB Security settings.

Set Secured Web Connection (HTTPS) to HTTP and HTTPS. (If you set this to only HTTPS and the device stops
working, you may need to reset the device and reconfigure it again.)

Set HTTPS Cipher String to DEFAULT. This field is case-sensitive; your entry must be in all uppercase letters

as shown in the following figure.

Configurstion | Mairtenance g?)ti:;nosﬂcs

Search

) Basic ® Full

‘u;ijstem
Application Settings
Syslog Settings
Regional Settings
Certificates
‘leManagement
Web User Accounts
WEB Security Settings
Telnet/S5H Settings

( Web Security Settings

+ General

Voice Menu Password
% Secured Web Connection (HTTPS)
Requires Client Certificates for HTTPS connection
% HTTPS Cipher String
% WAN OAMP Interface
% Allow WAN access to HTTP
% Allow WAN access to HTTPS

<

(12345 |
[HTTP and HTTPS v
Cy v
DEFAULT
ot Configured v
| Disable v |
[ Disable M

| + Session

| Sessinn Timenut (minutes]
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4. Select VolP > Media > Media Security. Set Media Security to Enable.

Basic '* Full l’ﬂ"

ll_iSvstem |

Bhi""c'lp w General Media Security Settings ~
i dNetwork . .

: ) % Media Security Enable v|
LT Media Security Behavi [Preferable ~]
Eli@media edia Secunty Behavior .

Civoice Settings Authentication On Transmitted RTP Packets [ Active v|

DFax!Mndemg’C Encryption On Transmitted RTP Packets |AJ:'ti\-E v|

RTP/RTCP Set Encryption On Transmitted RTCP Packets [ Active v |
e & SRTP Tunneling Authentication for RTP |Disable v|
General Mediz i hentication f [Disabi |
Analog Setting & SRTP Tunneling Authentication for RTCP I=able hd

Media Realm Table
Media Security
Media Quality of experience

Figure 73: Enable media security
5. Submit the change and click Burn. Reboot the device.

6. After the gateway reboots, open the Home page. You will find that the number of channels has been re-
duced.

The next figure illustrates an AudioCodes MP-114 gateway whose channels have been reduced from 4 chan-
nels to 3 channels.

~ MP-114 FXS_FXO Home Page

Figure 74: Example of an MP-114 with reduced to only 3 channels
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7. Select VolP > Control Network > Proxy Sets Table. Update Proxy Set ID 0 as follows:
e Change Proxy Address to 10.40.1.43:5061

e Change Transport Type to TLS

Basic * Full

#illsystem ( Proxy Sets Table
= Vi -
ENEtWDrk Proxy Set ID |EI e
Hi¥ security
EMEE“B
ES . \ Proxy Address Transport Type
i . 1[10.40.1.43:5061 s v
uﬁppllcatu:uns Enabling
Sl contral Netwark 2 hd
DIP Group Table 3 hd
Proxy Sets Table 4 o
5

Figure 75: Edit proxy set 0

8. Submit the change and click Burn.

Continue with one of the next two sections as appropriate.

TLS Configuration for an FXS Port
Follow these steps to enable TLS for an extension. These instructions use extension 167 in the examples.

1. Complete all of the steps in the section Analog Extension (FXS) Configuration (page 13) to configure the ex-
tension without TLS. Confirm that the extension can place and receive calls, transfer calls, and join confer-
ences before you proceed.

2. Loginto MaxCS Administrator and select PBX > Altigen IP Phone Configuration. Switch to the General tab.

3. Select extension 167 and check both of the two SIP Transport options, Persistent TLS and SRTP.

— 3rd Party SIP Device

[~ Enable SIF Telephony Service
[~ Enable Polycom Advanced Features

\— SIP Tranzport

¥ Persistent TLS v SRTF

Figure 76: Check the SIP Transport options

4. Test whether extension 167 can make and receive calls.

5. If a Fax device is attached to this extension, perform the steps in the section Analog Extension (FXS) Configu-
ration on page Error! Bookmark not defined..

MaxCS 8.5.1 AudioCodes MP-1xx Configuration Guide Page 53 of 58



e

(alﬁgen

TLS Configuration for an FXO Port

Follow these steps to enable TLS for an FXO port.

1. Complete the steps in the section, FXO Configuration (page 21) to configure the FXO trunks without TLS.
Make sure that you can use the trunk to make and receive calls before you proceed.

2. Loginto MaxCS Administrator and select VolP > Enterprise Network Management. On the top toolbar, click
the Codec button.

3. Create a new codec profile named MP1xx TLS. Configure the following settings for this profile:

Profile Setting

Mame: mpltls

Selected Codec

G.TIT Mu-Law e  Set Selected Codec to G.711 Mu-Law
e Set DTMF Delivery to RFC 2833
e Set SIP Early Media to Enable
e Set SIP Transport to TLS/SRTP

Codec:

DTMF Delivery  ( RFC 2833

-
SIF Early Media (_Enable

P
SIP Transport TLS/3RTP

Figure 77: Configure the new codec profile

4. In Enterprise Manager, click the Servers button on the top toolbar. Select the IP Codec tab.

5. Find the entry with the MP-1xx’s IP address. In the example in the next figure, the IP address is 192.168.1.20.

42 Edit IP Device Range | X]

From: 182.168.1.20 |
To: 1192.168.1.20 |
Codec: £ MP1Ix TLS )

oK ) Cancel )

Figure 78: Select the codec profile
6. Set Codec to MP1xx TLS (the one you just created).
7. Open Boards view. Double-click SIPSP, click Board Configuration, and then click SIP Group Configuration.

8. Edit the SIP server that was configured to point to the MP-1xx device to change SIP Destination Port to 5061.
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= Boards !IEII!{
- SIP Signaling Channel Configuration ﬂ
| Logic.... | Board Type

 5IP Extension Channel
e o HMC_F' i~ Board Info-
o MobileExtSP Current Configured Channels EO
® SIPSP Board Logical ID E Board Name |SIPSF'—D@GWCD
L Change Mumber of 5IP Extenzion Channels to =]
, [ Channel Mapping List 1 1 Channel Group
i Logical ... | Type | Physical. il Totdd Mumber [~ SIP Tie-Trunk Channels (Connecting AliSer-to-AltiSery YaolP callz)
| 0 SIF Extension 0 — .
1 SIP Extersion 1 ® Current Canfigured Channels 12
2 SIP Extension 2 X
3 SIP Extension 3 & Change Mumber of SIP Tie-Trunk Channels to 12
4 SIP Extenzion 4 ®
5 SIF Extenzion 5 —
5 SIP Extension SIP Trunking Channels [Connecting 3rd party SIP Dial Tone to AltiSery)
7 SIP Extenzion 7
8 SIP Extension 8 Current Configured Channels |1 E
El SIF Extension 9
10 SIF Extension 10 Change Number of SIP Trunk Channels to i2
1 SIP Extension 11 &l
12 SIP Extensi 12 o
e SIP Group Configuration | Channel Azsignment I Advanced Configuration |
Reset Channel

\ - “Mote: Changing number of SIP extension or tie tunk channels requires stop and re-start
Foord Confguation | Reset Board |

zwitching and gateway services.
ok | Cancel |

Fegister | Settings | SIF OPTIONS |

Dramair: Imysip

SIP Server P Address: I

Idger Marne: I audiccodes

Passward: —

Fegizter Period: Iﬂ

SIP Source Port [Mon-TLS]: Imﬁs{} j

SIP Destination Port: \I BOE1

Figure 79: Update the SIP Destination port

9. Verify this setting by making outbound calls and receiving inbound calls using the FXO port.

Resetting the Gateway to Default Settings

We recommend that you reset the gateway to its original factory default settings before you begin your configura-
tion.

Note that your current FXS extension password will be lost if you restore the current configuration. This is because
the FXS extension password will not be stored in the .ini file. You will need to re-enter the FXS extension authentica-
tion password if you restore the .ini file. To do this, choose VoIP > GW and IP to IP > Analog Gateway > Authentica-
tion.
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|Con1igurdim Mairtenance ?E'l\;‘;noshcs ( Authentication
Scenarios Search -
= = Gateway Port User Name Password
_'Basic '® Full = B ==t
@ Control Network fot 1S {157 ‘ ! [rooocx
=@ s1IP Definitions A Port 2 FXS
General Parameters T-aon 3 FXS
Advanced Parameters Port4 FXS
Account Table
Port 5 FXO

Proxy & Registration
RADIUS Accounting Settings Port 6 FXO

#I coders and Profiles
S Gw and IP to IP ! {
=& Hunt Group Port 8 FXO || ‘ | |

|Endpoint Phone Number

Port 7 FXO

IHunt Group Settings
® @ Manipulations
+ JRouting
®EIDTMF and Supplementary
"‘jAnanq Gateway
iKeypad Features
IMetering Tones
IFXO Settings
|Authentication

Figure 80: Re-entering the FXS extension authentication password if

1. (Optional) Save your current configuration as a precaution (skip this step if you don’t need the old configura-
tion). To save it, click Maintenance above the menu, and then select Software Update > Configuration File.
Click Save INI File and choose a name and folder location.

* Confi tion Fil
Configuration T alrtenance ggti:;nuslics ( eim—

Scenarios Search

() Basic ® Full L)

# I Maintenance Save the INI file to the PC.
1= 5oftware Update
DLoad Auxiliary Files Save INI File

Software Upgrade Key
Software Upgrade Wizard
Configuration File

Load the INI file to the device.

Browse... Load INI File

The device will perform a reset after loading the INI file.

Figure 81: Save the current configuration
2. Reset the device to its default settings. This procedure will not reset the device’s web login IP address.

a. Use the Windows application Notepad to create an empty file. In this example, we will name it null-
config.ini.

b. Inthe AudioCodes configuration tool, click Maintenance above the menu, and then select Software
Update > Configuration File. Click Choose File and select the empty file that you created in the pre-
vious step.

c. Click Load INI File and follow the instructions to reboot the gateway.
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Known Limitations and Workarounds

Following are known limitations and workarounds that you should consider while managing your gateway connec-
tions.

e Analog connections were validated and certified against firmware version 6.60A.265.010. Using other
firmware versions could result in a loss of dial tone.

e If you power up an MP-118 gateway while it is not connected to the network, then you later attach the
network connection or uplink switch, some of the channels may not be able to register.

For this reason, you should make sure that all network cables and uplink switches are connected before
you turn on your gateway.

e Onan MP-118 gateway with a Level 3 uplink switch (such as Dell), it can take up to a full minute before
the switch provides the network connection to the gateway. This delay is due to certain spanning tree
settings on the switch, and may cause some channels not to register during the boot sequence.

To avoid such problems, Altigen recommends that you insert a regular switch between the Level 3
switch and the MP-118 gateway.

e If your network is not stable, the instability may cause some of the channels on the MP-124 to not regis-
ter after a network outage.

Altigen Technical Support

For FolP implementation, Altigen technical support will provide assistance and troubleshoot the configuration steps
based on this configuration guide. Configurations other than the ones covered in this guide are not supported by Alti-
gen. If you encounter an issue with connectivity (for example, if the fax device does not drop the line), contact the
device’s manufacturer for support.

For general configuration information for your gateway device, refer to your AudioCodes documentation. To find
your AudioCodes user manual, search for “LTRT-65417 MP-11x and MP-124 SIP User’s Manual Ver 6.6.pdf” in your
web browser.

Altigen provides technical support to Authorized Altigen Partners and distributors only. End user customers, please
contact your Authorized Altigen Partner for technical support.

Authorized Altigen Partners and distributors may contact Altigen technical support by the following methods:

e You may request technical support on Altigen’s Partner web site, at https://partner.altigen.com. Open a case on
this site; a Technical Support representative will respond within one business day.

e  (Call 888-ALTIGEN, option 5, or 408-597-9000, option 5, and follow the prompts. Your call will be answered by
one of Altigen’s Technical Support Representatives or routed to the Technical Support Message Center if no one
is available to answer your call.

Technical support hours are 5:00 a.m. to 5:00 p.m., PT, Monday through Friday, except holidays.

If all representatives are busy, your call will be returned in the order it was received, within four hours under normal
circumstances. Outside Altigen business hours, only urgent calls will be returned on the same day (within one hour).
Non-urgent calls will be returned on the next business day.

Please be ready to supply the following information:
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e PartnerID

e Altigen Certified Engineer ID

e  Product serial number

e AltiWare or MAXCS version number

e Number and types of boards in the system
e Server model

e The telephone number where you can be reached
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