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About This Guide
This guide describes how to configure an AudioCodes Mediant 1000 gateway for use with MAXCS 8.5.

Please note the following considerations before you begin the procedures in this guide:

¢ The examples in this guide illustrate the configuration for a Mediant 1000 gateway. For
other models, adjust the port settings as needed.

e AltiGen does not provide general configuration support for AudioCodes devices. Contact
AudioCodes support for assistance with general setup.

Refer to your gateway’s product documentation, which came with your device, for installation
instructions and to retrieve the IP address of the AudioCodes web configuration tool.

Requirements

Your system and environment must meet the following requirements:
e You must be using an AudioCodes gateway model Mediant 1000 with a T1/PRI module.
e You must be running MAXCS Release 8.0.
e You must have a support agreement with AudioCodes.

e The gateway must already have a static IP address and must be able to be configured through
the web configuration tool. Make sure that MaxCS can ping the gateway.

e The gateway must be running the correct version of firmware: Click the Home button and check
that you have firmware version 6.60A.336.04. If the version is incorrect, talk to AudioCodes
Support to obtain the correct firmware and update instructions.

e The gateway and MAXCS must be on the same LAN. If they are in different locations, a VPN must
be set up between the two locations.

Configuring the AudioCodes Gateway

This section shows how to customize AudioCodes' software settings for interoperability with the MAX
Communications Server.

Network Topology

The following figure illustrates the gateway and server deployed in the network.

Gataway MANCS
ﬂ PRI 510 Trunk
‘- ‘-

4085979200 10.30.6.55 10.30.2 2032
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Using the AudioCodes Web Configuration Tool

During these procedures, you will use the AudioCodes Web configuration tool.

The Home page shows component status. Click any component in the graphic representation of the
gateway to display operational information or additional configuration options.
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Figure 1: The AudioCodes Web Configuration Tool

You must stay in Full menu mode; Basic mode does not offer all of the menus and options that you will

need.

If you take a break while configuring the gateway, upon return we recommend that you confirm that the
menus are still set to Full before you continue. In some cases, switching to Full menu mode while on a

page will not automatically

refresh the page.

Use the Burn button to write configuration changes to flash memory.

Reset the Gateway to Default Settings

We recommend that you reset the gateway to its original factory settings before you begin your

configuration.

Reminder:

Make sure that the menus set to Full, as shown in the next figure.

1. We recommend that you save your current configuration as a precaution; click Maintenance
above the menu, and then select Software Update > Configuration File. Click Save INI File and

choose a name and

folder.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5
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Configuration File
Conflguration | Msntenanee. | 3510 o (
Scanarios Sesch

_ Basic '® Full
+L-?Muint: nance Save the INI file to the PC.
=\l software Update
Load Auxiliary Files
Software Upgrade Key

Save INI File |

Software Upgrade Wizard
Configuration File

Load the INI file to the device.

Browse. .. | Load INI File

The device will perform a reset after loading the INI file.

Figure 2: Click Maintenance and choose Software Update > Configuration File

2. Reset the device to its default settings. This procedure will not reset the device’s web login IP
address.

A. Use the Windows application Notepad to create an empty file. In this example, we name
it nullconfig.ini.

B. In the AudioCodes configuration tool, click Maintenance above the menu and then
select Software Update > Configuration File. Click Browse and select the empty file that
you just created (nullconfig.ini).

C. Click Load INI File and follow the instructions to reboot the gateway.

Disable the DHCP Sever
Disable the DHCP server to avoid conflict with another DHCP server during the initial configuration.
1. Click Configuration above the menu. Select Data > Data Services > DHCP Server.

2. If the WAN Ethernet service is shown as Enabled, click the pencil icon on that row to edit the
settings. From the menu, select Disabled and click OK.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 5 of 27
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Figure 3: Select Data > Data Services > DHCP Server and disable WAN Ethernet

Set VOIP Parameters
Set the gateway IP address information for your system.
1. Select VolP > Network > IP Interfaces Table.

2. Click the 0 (zero) Index button; an Edit button appears. Click it and configure the network
settings corresponding to your network IP address scheme:

e Set /P Address to the AudioCodes gateway’s IP address

e Set Prefix length to the subnet mask length in CIDR notation

e Set Gateway to the default gateway’s IP address

o (Optional) DNS: Enter the primary DNS server IP address (and the secondary if relevant)

e Leave the remaining options set to their default settings

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 6 of 27
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Figure 4: Select VoIP > Network > IP Interfaces Table

3. Click Apply. Click Done. Click Burn. The gateway reboots and starts using the new IP address.
Maintain the cabled connection between the gateway LAN port and the provisioning computer.

Set TDM Bus Parameters

The PSTN gateway's TDM bus must be configured. The parameters shown below configure the signal

encoding used between the AudioCodes gateway and MaxCS.
1. Select VolP > TDM > TDM Bus Settings.
2. Set PCM Law Select to MuLaw.

" Basic ™ Full

T l.j System
=dvolp
r'—mﬂ-ﬂnﬁﬁﬁup— *(ll Network
| | =d&litom
ITDM Bus Settings
+dl security
-
$ PCM Law Select | MuLaw -
& TDM Bus Clock Source |Hctwurk il
& TOM Bus PSTN Auto FallBack Clock |Diaabh= il
& TODM Bus PSTN Auto Clock Rewverting |Dw.tnh= -]
% ldle PCM Pattern |255
% ldle ABCD Pattern | eOF v
TDM Bus Local Reference 1
% TDM Bus Type [Framers |
Figure 5: Select VoIP > TDM > TDM Bus Settings and set PCM Law Select to MuLaw
3. Click Submit.
AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 7 of 27
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Set PSTN Trunk Parameters

Important! In this example, we use the typical PRI parameters. Before you configure this section,
talk to your PRI service provider to get the correct protocol type and parameters.

1. Select VoIP > PSTN > Trunk Settings.
2. Setthese parameters:

e Set Protocol Type to T1 NI2 ISDN
e Set Framing Method to T1 FRAMING ESF CRC6
3. Click Submit.

© Basic ¥ Full h
L \.j.‘h:llm : ’

S — General Settings
* il metwnrk Madule [D 1
i Tom Truni: [0 1
"‘---1‘En:\:uri:§.I Trank Configuration Stabe Actiee
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CAS State Machres
L Trunk Sestings w Trurk Conliguration

Hid signaling Tl Master [ |
H il Medin
oerices Hubs Chock Trunk Priority [
T it Enabling Lnizns l |
B ool Hetwark Line Buld Out Loss [0dE ]
* il s1F Definkons Trae Leve | o =]
T Codary And Profias Line Bald Oul Orerwiibe [ =]
+ =
e = N :

Figure 6: Select VoIP > PSTN > Trunk Settings and adjust the settings

Set IPMedia Parameters

Configure the IPMedia parameters.
1. Select VoIP > Media > IPMedia Settings.
2. Setthese (optional) parameters:

e Set /PMedia Detectors to Enable
e Set Enable AGC to Enable
3. Click Submit.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 8 of 27



/‘ALTIGEN

[_1nMadia Settings
: w [PMedia Sattings \
4% 1PMedia Detectors | Enmle - |
=, Enable Answer Detector [Cisable -
™ Basic ™ Full ) ! =]
- Answer Datector Activity Delay |El
Hi¥systemn Answer Detector Silence Time [10
:‘d‘;'ﬂp Answer Detector Redirection |a =|
H
#j:;:mrk Angwer Datector Sensitivity |El
s ccurity Answer Machine Detector Sensitivity Farameter Suit [0 =]
HidesTH Answer Machine Detector Senstnoty |3
fﬁsiqﬁalinq Answer Machine Detector Baep Detaction Timeout [200
=M i nswer Machine ctor p ction Sensitivity
‘j”'ﬁ'_'“ _ A Machine Dietector Beep Detection Sensit N D
EE L ) Enable AGC [Eraie =]
L |Fax/Modem/CID Sattings
L |rTP/RTCP Settings AGL Slopa g
|TPMadia Settings AGC Radirection [0 =l
| |General Media Settings AGE Target Enargy [13
] :.ﬂmalng Settings Enable Energy Detectar | Desable =]
b bl e Energy Detector Quality Factor [+
Media Sacurity
Energy Detector Threshold |3
Enable Pettern Detectar | Desable =]

Figure 7: Select VoIP > Media > IP Media Settings and adjust the parameters

Set SIP General Parameters
Configure the gateway SIP parameters.
1. Select VolP > SIP Definitions > General Parameters.
2. Set the following parameters:
e Set Enable Early Media to Enable
e Set Session Expires Time to 300
e Make sure that SIP Transport Type is set to UDP

e Make sure that SIP TLS Local Port is set to 5061
3. Click Submit.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 9 of 27
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Figure 8: Select VoIP> SIP Definitions > General Parameters
Set Proxy and Registration Parameters
Configure proxy and registration parameters.
1. Choose VolP > SIP Definitions > Proxy & Registration.
2. Set Use Default Proxy to Yes.
3. Click the arrow below the Use Default Proxy option to open the Proxy Set Table.
r-mu.h-n-
© Basic © Full Q=
: Use Default Proxy | Yes |
s &
o a\s/:;em — Proxy Set Table \ lﬁ
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Figure 9: Select VolIP > SIP Definitions > Proxy & Registration

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 10 of 27




/‘ALTIGEN

4. Onrow 1, set Proxy Address to the MaxCS server's IP address and port 5060.

>
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upF v

L

L
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Proxy Keep Alive Time &0
Proxy Load Balancing Method Disable v

Mo A

Is Proxy Hot Swap

Figure 10: For Proxy Set ID O, configure row 1 parameters

5. Set Transport Type to UDP.

6. Set Enable Proxy Keep Alive to Using Options.

7. Click Submit.

Set VoIP Coder Parameters

Configure the VolP coder parameters.

1. Choose VolP > Coders and Profiles > Coders. Set the following parameters:

e For Coder Name, select the codec type to G.711 U-law.

e Set Silence Suppression to Disable.

2. Click Submit.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5
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Figure 11: Select VolP > Coders and Profiles > Coders

Set VoIP Trunk Group Parameters

Configure VolP Trunk group settings.
1. Choose VolP > GW and IP to IP > Trunk Group > Trunk Group.
2. Foreach trunk group, set these parameters:

e Set Module to the module number and type (e.g., PRI) on which the trunks are located

e Set From Trunk (first available) and To Trunk (last) to the physical trunk range

e For Channels, specify 1-23

e Set Phone Number to the number for the first channel; the rest will be assigned sequentially

e Set Trunk Group ID to the ID group
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ﬁSystam |
Si@vere
llil‘\letwork
=@ oM
llisac:urity
3
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E‘llerunk Group 3
Trunk Group

Add Phone Context As Prefix Disable -
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Trunk | Trunk jis] I3 brafls D

Module

2 -

_DTrunk Group Settings 4 -

5 -

Figure 12: Select VolP > GW and IP to IP > Trunk Group > Trunk Group

3. Click Submit.
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Set VOIP Trunk Group Parameters
Configure the Trunk Group setting.
1. Select VoIP > GW and IP to IP > Trunk Group > Trunk Group Settings.
2. For each trunk group, set Channel Select Mode to Descending and click Submit.
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Figure 13: Select VolP > GW and IP to IP > Trunk Group > Trunk Group Settings

Configure IP to Trunk Group Routing

Important! Be sure to set the source IP address as the MaxCS server's address instead of a wild
card; otherwise, a device from any IP address can use the gateway to make PSTN calls.

1. Choose VolP > GW and IP to IP > Routing > IP to Trunk Group Routing.
2. Set Source IP Address to the IP address of the MaxCS server.
3. Click Submit.

-~ Inbownd 1P Acuting Tabie
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Figure 14: Select VolP > GW and IP to IP > Routing > IP to Trunk Group Routing

Set Digital Gateway Parameters

Configure digital gateway options.
1. Choose VolP > GW and IP to IP > Digital Gateway > Digital Gateway Parameters.
2. Set B-Channel Negotiation to Preferred.
3. Click Submit.

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 13 of 27
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Figure 15: Select VolP > GW and IP to IP > Digital Gateway > Digital Gateway Parameters

4. Click Burn and reboot the gateway.

Configuring the MAX Communications Server
This section shows how to configure MaxCS to work with the AudioCodes gateway.

Configure the SIP Trunk in Enterprise Manager
Configure the SIP trunk in Enterprise Manager.
1. In MaxAdministrator, select VoIP > Enterprise Network Management.

2. In Enterprise Manager, click the Codec button on the top menu bar.
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Figure 16: In Enterprise Manager, click the Codec button at the top

3. Inthe lower left corner, click Add to add a new codec profile. Name the profile Mediant1000
and assign the following properties:

e For Selected Codec, select the appropriate codec and then add G.711 Mu-Law
e Set DTMF Delivery to RFC 2833
e Set SIP Early Media to Enable
e Set SIP Transport to UDP and click Apply
4. Click the Servers button on the top menu bar.

5. Click the IP Codec tab, and in the IP Codec pane, click Add (the button below the IP Device
Range).

AudioCodes Mediant 1000 Configuration Guide for MAXCS 8.5 Page 15 of 27
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Figure 17: In Enterprise Manager, click Add and enter the IP device range

6. Enter the gateway IP address for both the From and To IP addresses.
7. For Codec, select Mediant1000.
8. Click OK.

Configure the SIP Group in MaxAdministrator

1. First, create a SIP Group. In MAXCS Administrator, double-click SIPSP in Boards view. Click Board
Configuration and then click SIP Group Configuration.
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o 2 5Ip5Sp ooc Lo
, 1 Channel Mapging List Chan S|P Tie-Tunk Channels [Connecting AltiServ-to-aliSery Waol P callz)
| Logical ... | T ical.. - .
|| Io l Sﬁ#msim l :hys l :I T | Cunert Corfigured Channels |12
1 SIF Extension 1 @ .
2 SIP Extension 2 Change Mumber of SIP Tie-Trunk Channels ta |1 2
3 SIP Estension 3 @
4 {13 i
5 §|p Eﬁﬁ:ﬁ ; @ [~ SIP Trunking Channels [Connecting 3rd party SIP Dial Tone to AliSery)
[ SIP Extension &
7 SIP Estension 7 ‘ I—
8 SIP Extonsion § Current Configured Channels 16
IF Extensi
?u §|p Eﬂﬂz:ﬂ 193 Change Number of SIF Trunk Channels to |15
1" SIP Extension 11 \
12 SIPE i 12 ] . . . . .
SR = $SIF' Group Configuration | Chatnel Azzignment I Advanced Configuration |
Fleset Channel
\ 5 “Mate: Changing number of SIF extenzion or tie trunk channels requires stop and re-start
Board Configuration [ Reset Board [

switching and gateway services.

oK | Cancel |

Figure 18: Open the SIP Group Configuration panel
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2. Click Add. Enter a name for the group (for example, M1000). Do not check the AltiGen Trunk
option. Click OK.

SIP Group Configuration
Groups: i |
N..| FaxEnabled | AltiGen Trunk Regstca| SCRER I SIROGTIGHS I
Domain: I
SPSeer A | x
User Name: I— 1 General 1
l— M l.,1.:.:.:. E

Password: r = Trunk | Cancsl
Register Period: I e Trurk Rioutk
SIP Souice Port (Non-TLS): I -l I~ Erble fax bk reuting
SIP Desiination Port: I User Mame: I

\ add | peete | Edt | pasamced: |

Figure 19: Enter a name for this new SIP Group

3. You will now add a SIP server to this new SIP Group.

In the panel, highlight the new SIP Group (in the next figure, the new group is named M1000)
and click the lower Add button (the one that is below the SIP Servers list). Enter the URL for the
domain and click OK.

SIP Group Configuration A

Groups:

Name | FaxEnzbled |

w1000 %o

Add | Dubbul Edit I —(General § (o4 I
SIP Servers: Dnmain% Cancel |
Domain | Status | F... |

—Copy Fram
Graup: IN,I'.C'. ﬂ
nddl Del I o | m' Server: IN;'F'. j

Refresh

Figure 20: Add a SIP server to the new SIP Group

4. Highlight the new SIP Group. Select this new SIP Server and configure the settings on the
Register tab.

e Enter the SIP Server IP Address in the second field.
e For User Name, enter audiocodes

e Leave the Password field empty; AudioCodes does not accept registration, so no
password is needed.
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e For the Register Period, enter 0

e Forthe SIP Source Port (Non-TLS) and the SIP Destination Port options, enter 5060

Fegister | Settings | SIP OPTIONS |

Dornair |1 0.30.655

SIP Server IP Address: |1D.3D.E.55

User Mame: Iaudiucudes

Fassward: I

Reqister Period: IEI

SIP Source Part [Han-TLS): IEDED j
SIF Destination Part: (B

Figure 21: Configure SIP Trunk parameters
5. Switch to the Settings tab and set the following parameters:

e Set the SIP Protocol Field to From Header

e Set the options for the carrier’s ability to accept transmitted caller ID based on the
restrictions provided by the PRI carrier. In this example, Carrier can only accept Calling
Number with minimum xx digits is set to 10 digits.

e For Use this as Calling Number if the Carrier cannot accept configured numbers, enter your
main AudioCodes number.

e Select Send Caller Name to send the extension’s name in the outbound call. Note that many
remote systems may not receive or display this information.

e Make sure that Enable Standard Record-Route Header is NOT checked.
e Select To Header for the Incoming DID Number field.

6. Next, enable channels. Return to the Board Configuration panel. Click Channel Assignment.
Select the appropriate channels (use Ctrl-Click to select multiple channels) and click Assign
Group. Choose the SIP Group you created earlier and click OK. Check their checkboxes to enable
those channels.
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Channel Assignment
[ Enabled | ] | Channel No | Group - Max SIP Trunk License
M1000TLS | 32
M1000TLS
M100OTLS Assigned SIP Trunk License
M1000TLS I 15
M1000TLS
::x:ta Assign Group |
™ 5
M1000TLS 1f vou need more channels, dose this
M1000TLS Eanel, clickdthe ‘Bioard Confi_guratioln'

M1000TLS utton, and set an appropriate value

Mﬂ}DDTL: for "Change the Mumber of SIP Trunk
= Channels to...", Then restart the
M1000TLS systen,
M1000TLS
M1000TLS
M1000TLS
O 15 a7 |-
a 16 ]
O 17 89
a 18 a0
O 19 91

Figure 22: Assign channels to the new group and enable those channels

7. Add atrunk access code to the SIP Trunks that you just configured.
8. Close all of the SIP Group/Board Configuration windows.

9. Re-open Boards view. Double click SIPSP, select Board Configuration, and click Advanced
Configuration. Add the gateway's IP address, 10.30.6.55, to the Trusted SIP Device List.

Advanced Configuration

Trusted SIP Device List

SIP Devica IP Addiess | -
10200125

10.20.0.136

10200141 —
10305115
10.30.6.55
10.306.201
10206210
10.30.8128
103081938
1030933
1020999
10303170
10.30.9.253
10301011
10301013
10301016
10.30.1017
10301018

Add | Delote |

Figure 23: Add the gateway's IP address to the Trusted Device list

If this IP address is not included in the list, then the IP address will be treated as a malicious SIP
device due to excessive SIP messages coming from that address.
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10. Verify the configuration by making inbound and outbound calls. Do not proceed any further with
this configuration until you can successfully make and receive calls.

Configuring PRI TBCT - Release Link Tie for PRI (Optional)
Before you begin these procedures, be aware that you will be stopping the trunk, which will cause any
calls over PRI to drop. Consider performing this step during a period of low call volume.

1. Call your PRI provider to check if they support PRI TBCT (Two B Channel Transfer). If they do, ask
them to enable it. Also, please be aware that additional fees may be charged for every TBCT that
is made from your PRI provider. Check with your PRI provider to determine if any additional fees
will be incurred.

2. Make sure you can make inbound and outbound regular PRI calls without issues. If you cannot
make regular inbound or outbound calls, repeat the previous sections until you resolve the
issue.

3. Inthe AudioCodes configuration tool, make sure the menu option Full is selected.

Configuration | Maintenance gtEEL;SgnDStiDS
Sc:enqins Search
A
O Basic ® Full
I -

Figure 24: Make sure the Menu is set to Full

4. Select Configuration > VolP > PSTN > Trunk Settings. Click Stop Trunk. (Warning: Any active calls
on the PRI lines will be dropped!)

-
Stop Trunk

5. Change Transfer Mode to TBCT.

5
PSTN Alert Timeout -1
Transfer Mode \|TBCT
Local ISDN Ringback Tone Source |F’B>(
Set PI in Rx Disconnect Messaae INot Confiqured v

Figure 25: Change Transfer Mode and click Apply Trunk Settings

6. Click Apply Trunk Settings near the bottom-left corner to re-enable the trunk.

7. In MaxCS Administrator, open Boards view. Double-click SIPSP, click Board Configuration, and
then click SIP Group Configuration.
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8. Select the SIP group in the list, and then select the SIP server below. Switch to the Settings tab
and check Enable SIP REFER.

W Send Caller Mame
¥ Enable SIF REFER

Figure 26: Check the Enable SIP REFER option

9. In MaxCS Administrator, create a virtual extension. The next figure shows a virtual extension
400. Check the Release SIP Tie-Link Trunk option.

Extension Configuration —- 400 : ¥irtual

- Agent/Supervisor/Estension Restiction I Anzwering I One Number Access I M anitor List I

G | il i ificati

o I To= I Name I Dep ENEral | . Group I Speed Dialing | I ail b anagement | MHotification

240 Wirkual ip talkzero — Perzonal Information

&0 IPagent)  goldzern FistMame  [TBCT DEMO Last Mame |

251 IPl&gent]  gold1 P T———

262 |Pltgent]  gold 2 Password I Department I

253 IPl&gent Id 3 -

254 Vir[tuifn] ggld 1 Description I DIC Mumber I

255 Vitualld...  goldb Language |Default Language j Transmitted CID I

256 IF )

2l Vitual remote 3 Feature Profile Iu - System j ES11 CID

270 Wirtual dial test

207 V::tz: At e [~ Enable DialBy-Name ¥ Enablelntercom T Agent ¥ Release SIP Tie-Link Trnk

400 Wirtua TBCT D |—Accounl Eode—| rEaII Recarding Optionh: |

General | Group I Speed Dialing I I ail M anagement | Matification
Restriction | Anzwering I Ore Murnber Access I anitar List

— Outcall Restrictionz
N\

“5' Mo Restriction on Outcalls
" Internal Calls Only
" Intemal, Local, and Uniestiicted &rea Codes
= Allow Intermal/Local/Unresticted, and defined prefizes

" &l callz allowed except the defined prefixes

— Prefizes Sllowed - Prefizes Dizallawed
Enter, prefis less an equal b 10 digts. (g0 Enter, prefiv less an equal b 10 digtz. [g.g 1300
1900 ar, 97E] ar 37E]

— Other Call Restrctions

\ [T Allow Calls to be Transfered or Conferenced to an Outside Mumber

W Allow Extension User o Configure Forwarding, Motification and B eminder Call to an Outside Mumber
[T Allow Outside Caller to Make or Fetun Calls from within W System
[~ Allow Outside Caller ta Make or Forward International Calls fram within %k Svstem

Figure 27: Create a new virtual extension
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10. For the same virtual extension, open the extension’s Restriction tab and check the option Allow
Extension User to Configure Forwarding, Notification and Reminder Call to an Outside
number. In this example, the option No Restriction on Outcalls is also selected.

11. On the extension’s Answering tab, select Enable Forward to and choose Outside Number. Enter
a target number. In the next example, 14085979000 is the target number.

f General I Group | Speed Dialing
R estriction Anzwering
Forward All Callz

y 4

N\ | ¥ Enable Forwardto | Outside Number |

[a =] [14085573000

Figure 28: Select the Enable Forward option and choose Outside Number

To verify the configuration,

1. Make a call from your cell phone to the MaxCS system, the number is 14085979200 in this
example. The call will enter auto attendant.

2. Dial 400, the call will be transferred to 14085979000. Check the MaxCS Administrator Trunk
View; initially, it will use two SIP trunks, but once the call is connected, two of the trunks
will be released shortly. The voice between your cell phone and 4085979000 will remain.

3. Remove the PRI cable from the gateway. The voice path between your cell phone and the
call (408597900) will remain. (Be aware that the other active calls on the PRI lines will drop
during this testing.)

Configuring TLS Support (Optional)

This section shows how to configure the gateway for TLS support.

Set Web Security Settings
AudioCodes’ SIP TLS cannot work properly if Web Management’s HTTPS is not turned on properly.
:> THESE STEPS ARE IMPORTANT - If you set the Web Security Settings incorrectly, then you may
need to reset your device to its initial defaults and reconfigure it again from scratch.
1. To configure TLS, select System > Management > WEB Security settings.

2. Set Secured Web Connection (HTTPS) to HTTP and HTTPS. (If you set this to only HTTPS and the
device stops working, you may need to reset the device and reconfigure it again.)

3. Set HTTPS Cipher String to DEFAULT. This field is case-sensitive; your entry must be in all
uppercase letters as shown in the following figure.
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i IMalntenan-:e I& Diagnostics

Search

|i | —_— Status id,.l—. P B T

) Basic @ Full

©

E‘ﬁ System
Application Settings
Syslog Settings
Regional Settings
_|Certificates
E‘ﬁl\"lanagement
Web User Accounts
WEB Security Settings
Telnet/SSH Settings
=

+ General

\foice Menu Password |12345 |
% Secured Web Connection (HTTPS) [HTTP and HTTPS v
Requires Client Certificates for HTTPS connection Dj v
4 HTTPS Cipher String < DEFAULT
% WAN OAMP Interface ured i
% Allow WAN access to HTTP [ Disable v]
% Allow WAN access to HTTPS [ Disable v

+ Session

Session Timeout (minutes)

[15

4. Use the Burn button to write configuration changes to memory, and then reboot the gateway.

Set Proxy & Registration Settings

Set the proxy and registration parameters.

1. Inthe AudioCodes web utility, choose VolP > SIP Definitions > Proxy & Registration.

2. Set Use Default Proxy to Yes.

3. Click the arrow below the Use Default Proxy parameter to open the Proxy Set Table.

" Basic © Full

|* @@ system
=d@dvorp
¥l Network
*@om
* amm
*lpsTN
* @ signaling
* il Media
* (@ services
'ﬂAopImm Enabling
* .l Control Network
=Wl sIpP Definitions
General Parameters
Advanced Parameters
| Account Table
. Proxy & Registration

Figure 29: Select VolP > SIP Definitions > Proxy & Registration

e Set Transport Type to TLS

e Set Enable Proxy Keep Alive to Using Options

F—W
A pU—
>/ -

= Use Default Proxy | Yes -

= | Proxy Set Table L=
Proxy Name I
Redundancy Mode | Paking -l
Proxy IP List Refresh Time |60
Enable Fallback to Routing Table | Disabla -
Prefer Routing Table |No -
Use Routing Table for Host Names and Profiles | Disable -]
Always Use Proxy | Disable -]
Redundant Routing Mode | Prooy -]
SIP ReRouting Mode | Standard Mode -
Enable Registration | Disable -
Registration Time |180
Re-registration Timing [%]) |50
Registration Retry Time |30

4. Inrow 1, set Proxy Address to the MaxCS server's IP address and port 5061.
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5. Click Submit. Click Burn.

[ET——
I Proxy Set ID Q L
| Proxy Address Transpairt Typs
1 10.30.9 2035061 @
2 [ L
3 [ L
4 [ b
5 | w
-
Enable Proxy Keep Alwe Liping Opliors L) "
Proxy Keep Alrve Time 60
Proxy Load Balancing Method Disable Ll
Is Praxy Hot Swap ] L

Figure 30: Configure Proxy Set ID 0 parameters

6. Select VolIP > Media > Media Security. Change Media Security to Enable.

T S ———— -
rmm—
| Search
- - + General Media Security Settings
= Pasic __ Ll @ % Media Security | Enable v
E'V_is;mem = Media Security Behavior | Preferable v
= @vore % SRTP Tunneling Authentication for RTP | Disable v
Hnctwork % SRTP Tunneling Authentication for RTCP [Disable v
®F DM
®security ~ SRTP Sefting
E'H?PSTN Master Key Identifier (MKI) Size o |
Sidvedia Symmetric MKI Negotiation | Disable v
Voice Settings
Fax/Modem/CID Settings w SRTP Offered Suites
_RTF;’RTCP Settings
IGeneral Media Settings
IMedia Realm Table
DMedia Security

Figure 31: Select VolP > Media > and set Media Security to enable

7. Burn, and then reboot the Gateway.

Configure TLS in the Codec Profile in Enterprise Manager
Create a new codec profile in Enterprise Manager.
1. In MaxCS Administrator, select VolP > Enterprise Network Management.

2. In Enterprise Manager, click the Codec button on the top menu bar.
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3. Inthe lower corner, click Add to add a new codec profile. Configure these properties:
e Assign the name Mediant1000TLS
e Select the appropriate codec and then add G.711 Mu-Law
e Set DTMF Delivery to RFC 2833
e Set SIP Early Media to Enable
o Set SIP Transport to TLS

42 Enterprise Manager (Codec)

J & | 00 (S i ’ 32
® 5% 878 B L

Logout Servers | Codec User | Department| Global LCR Help About

Profile Setting

Mame: Mediant1000TLS
Selected Codec Ayailable Codec
3.722 i - Add ) G711 A-Law
G711 Mu-Law G.723.1
[ Remove--= ) G.r29
Codec:
L Up )
{ Diown )
| Advanced )
OTMF Delivary RFC 2833 g
Fa
SIF Early Media _Enable -
-
SIP Transport & TLS -

Figure 32: Open Enterprise Manager and add a new codec

4. Click the Servers button. Click the IP Codec tab.
5. Inthe IP Codec pane, select the entry points to Mediant 1000 and click Edit.

e Enter the gateway IP address for both the From and To IP addresses
e For Codec, select Mediant1000TLS
6. Click OK.
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Information | IP Networks | IP Dialing Table | IP Codet | Nurnber Plan

Inter Gateway Codec [ G711 Only -

IP Device Range

From To Coder Fine
“me e B = i ppevceronge ______EJ -
Lacal
From: | 10.30.6.55 | EEEZ:
To.  [1030656 | lI:EE::
Codec:.fMediant‘IDDDTLS - ::EE::
( & Local
K QK ) Cancel) Local
T
g RS
SIP.LUS A

Add | Edit ) . Remaove )

Figure 33: Define the range for the new IP Device

Configure the SIP Trunk in MaxAdministrator
Set up the SIP Trunk in MaxCS Administrator.

1. In MAXCS Administrator, double-click SIPSP in Boards view. Click Board Configuration and then
click SIP Group Configuration.

SIP Signaling Channel Configuration ﬂ

5| _
— S|P Extension Channels
@ 0 HMCP — Board I Curreit Configured Chanhels IBU
o i .
xMDbIIEEXtSP Board Logical ID r Board N Im Change Mumber of SIP Extension Channels ta Igg
@ 28 5Ip5p ogic ol
. Channel Mapping List Chan — 5IP Tie-Trunk Channels [Connecting AltiSery-to-AltiSery Vol P callz)
1 Logical ... | T ical. -
| 0 l S‘::aExtensiun l EM‘S l :I T Currert Configured Channels |12
1 SIF Extension 1 @ .
2 SIP Extension 2 Change Munber of SIP Tie-Trunk Channels ta |1 2
3 SIP Extension 3 <
4 P i . . . .
5 §]|p Eﬁa:m ; @~ SIP Trunking Channels [Connecting 3rd party SIP Dial Tane to AltiSery)
[ SIF Extension 6
7 SIP Extersion 7 ] I—
P SIP Estersion 8 Current Configured Channels 16
[ i
?n gp Eﬁz::: 193 Change Number of SIP Trunk Channels to I‘IS
1 SIP Extension 11 ~
12 SIFE i 12 o] . . R . .
Fierson = $SIF' Group Configuration | Channel Aszignment I Advanced Configuration |
Reset Channel
\ Basd Configuration [ pmom— [ “Mote: Changing number of SIP* extension or tie tunk. channels requires stop and re-start

switching and gateway services.

oK | Cancel |

Figure 34: In MaxCS Administrator, open the SIP Group Configuration panel
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2. Inthe SIP Trunk Configuration window, select the SIP Group that you created earlier (M1000)
and the SIP Server. Check the following parameters:

e The SIP Server IP Address should be the gateway IP address
e The User Name should still be AudioCodes

¢ Leave the password empty

e The SIP Register Period should be 0

e The SIP Source Port should be 5060

e Set the SIP Destination Port to 5061

3. Next, check that the channels are enabled (you did this step earlier). In the Board Configuration
panel. Click Channel Assignment. Confirm that the channels are assigned and are enabled.

4. Add atrunk access code to the SIP Trunk that you just configured.

5. Click OK to save the changes.

6. Click OK again to close the SIP Trunk Configuration window.

7. Verify the configuration by making inbound and outbound calls.
Troubleshooting

If making outbound PSTN calls sometimes fails, open the AudioCodes configuration tool, select VolP >
GW and IP to IP > Digital Gateway and set Remove Calling Name to Enable.
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