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Introduction

This guide details the hardware and software requirements and basic configuration steps that are necessary to
connect Altigen MaxACD to a Microsoft® Lync™ or a Skype for Business Server.

If you are upgrading from an earlier version of MaxACD, follow the steps in the MaxACD 7.1 Upgrade Guide instead
of the procedures in this guide.

This guide does not cover the process of configuring the Web IM Chat feature; refer to the MaxACD 7.1 Web IM
Deployment Guide for those instructions.

Important Hardware Considerations

Before you deploy MaxACD 7.1 or migrate from an earlier release, make sure that your Skype for Business servers
(including the front-end servers, mediation servers, and SQL servers) all meet the requirements as published by
Microsoft. Most critical are the CPU, SSD, and memory requirements.

For those organizations who may be upgrading from MaxACD Release 6.5.8, be aware that Release 6.5.8 uses
media resources directly from the HMCP engine that is built in MaxACD. MaxACD 7.1, however, utilizes voice media
and conference resources on the Skype front-end and back-end servers. In other words, MaxACD 7.1 may have
performance issues if your Skype4Busness Servers’ hardware does not meet Microsoft's requirements, even though
MaxACD Release 6.5.8 performed fine on the same hardware.

For more information, you can search for “Lync 2013 hardware requirement” or “Skype for business hardware
requirement” on the web. The following articles may also help clarify Microsoft requirements:

https://technet.microsoft.com/en-us/library/gg398835(v=0cs.15).aspx

https://technet.microsoft.com/en-us/library/dn951388.aspx

Components of MaxACD 7.1

In this version of MaxACD, all of the components are installed on a single machine.

* MaxACD AS — The MaxACD Application server, which provides IVR and ACD feature services.

* MaxACD Proxy — A UCMA-based application service residing in a Trusted Application Pool. MaxACD Proxy
provides SIP signaling and media codecs through UCMA. The MaxACD Proxy handles calls using the UCMA
API, and it interacts with MaxACD AS for Workgroup and IVR call processing.

* Service Hub — This component is new in Release 7.1; the Service Hub provides a single sign-on for customer
who have deployed MaxACD and various add-on applications.

* MaxAdmin — A web-based program, MaxAdmin, is used for feature provisioning and is used by IT administrators
and workgroup /MaxGroup supervisors. This application obtains company and Skype user information from
Active Directory (AD).

Make sure that your browser has JavaScript enabled, so that you can see all of the information in the portal,
including the license information.

e Service Hub DB — A configuration database hosted by a MS SQL Server or SQL Server Express. MaxACD
Proxy, MaxACD AS, and MaxAdmin all read configuration settings from the Service Hub database.

Component Requirements
Minimum requirements for the MaxACD server are as follows:

e  Quad-core CPU
e 4GB memory
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e 100GB available hard drive disk space

e  SSD or similar performance

The following tables list the requirements for the components of MaxACD 7.1.

Component Requirements

MaxACD Server

Windows Server 2012 R2 with SP1 or later
.Net 4.6

11S 8.5

Chrome, Internet Explorer 11, or Edge

A monitor with at least 1024 x 768 resolution

Service Hub

Windows Server 2012 R2 with SP1 or Windows Server 2016
.Net 4.6
1S 8.5

Service Hub Database Internal

Microsoft SQL Express Server 2014 SP1

Service Hub Database External

Microsoft SQL Express Server 2014 SP1

MaxACD Proxy/Redirector

Windows Server 2012 R2 with SP1
.Net 4.6
11S 8.5

MaxAdmin

Windows Server 2012 R2 with SP1 or Windows Server 2016
.Net 4.6

11S 8.5

Internet Explorer 11 and Edge, or Chrome

MaxACD CWS DB Internal

Microsoft SQL Express 2014 SP1 (32-bit)

MaxACD CWS DB External

Microsoft SQL Server 2014 SP1

External CDR Database

Microsoft SQL Server 2014 SP1

Email Integration

Microsoft Exchange Server 2013, 2016, and Exchange Online

Microsoft Lync/Skype for
Business

Lync Server 2013, plus the latest CU that has been approved by
Altigen

Skype for Business 2015, plus the latest CU that has been approved
by Altigen

Web Chat Server

Note: The Web Chat server is not supported on Windows 10.

Client Requirements

The following table lists the requirements for the MaxACD client applications.

Note:  For client systems that are not already running .NET 4.6, you must install .NET 4.6 before you
upgrade or install MaxAgent and/or MaxSupervisor on those systems.

MaxACD 7.1 Deployment Guide
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Client Requirements

MaxAgent

Supported operating systems

*  Windows 8.1 (64-bit)
Windows 10

* .NET Framework 4.6

» Outlook 2010

Hardware minimum requirements

+ 2GHz CPU

5GB available disk space

1GB RAM

SVGA monitor 1024 x 768 with 256-color display
Keyboard and mouse

Lync/Skype requirements
* Lync 2013 desktop client
» Skype for Business 2015/2016 desktop client

MaxSupervisor

Supported operating systems
*  Windows 8.1 (64-bit)

*  Windows 10

* .NET Framework 4.6

Hardware minimum requirements

2GHz CPU

5GB available disk space

1GB RAM

SVGA monitor 1024 x 768 with 256-color display
Keyboard and mouse

Lync/Skype requirements
* Lync 2013 desktop client
» Skype for Business 2015 desktop client

MaxInSight

Supported operating systems
*  Windows 8.1 (64-bit)
*  Windows 10

Minimum hardware requirements
« 1GHz CPU

5GB disk space

1GB RAM

Keyboard and mouse

SVGA monitor 1024 x 768 with 256-color display or better

MaxACD 7.1 Deployment Guide
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Client Requirements

Supported operating system for the VRM Server

* Windows Server 2012 R2 SP1

* The installation program will automatically install JAVA JRE
1.8.0.171

* VRM Server should be installed on a standalone server, not on
the MaxACD server.

During a new installation of VRM, SQL Express 2014 will
automatically be installed.

VR Manager Minimum hardware requirements for the VRM Server

* 2GHz Quad-core CPU

A VR Manager license must | = For installation: 10GB disk space (more space is required for
be installed in MaxAdmin storing voice files)

+ 3GBRAM

Supported operating systems for the VRM Client

* Windows 8.1 64-bit or Windows 10

* .Net45

Minimum hardware requirements for the VRM Client
* Intel 2GHz Pentium 4 or equivalent
* 40GB available disk space and 2GB RAM

Supported operating system

Advanced Call Router - Windows Server 2012 R2 SP1
(must be installed on the Minimum hardware requirements
same machine as MaxACD * Intel 2GHz Pentium 4 or equivalent
Admin) * 40GB available disk space

« 2GB RAM

Supported operating systems

*  Windows Server 2012 R2 with SP1

« JAVAJRE 1.8.0.171

*  Tomcat 8.5 will be automatically installed

+ Database with ODBC/JDBC Driver SQL Server

MaxReports Minimum hardware requirements
*+ 2GHz CPU
* 60GB available disk space
+ 3GB RAM

Client system requirements
» Chrome or Internet Explorer 11 or Edge

Supported operating systems
* Windows Server 2012 R2 with SP1

AliSDK - Windows 8.1 64-bit

*  Windows 10

Supported operating systems
AltiControl *  Windows 8.1 64-bit

¢ Windows 10
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Cumulative Updates

MaxACD is a component of Microsoft UCMA server roles for Skype for Business Server.

Important!

It is important that you check with Altigen before applying a Cumulative Update, to make sure that
the CU is supported by Altigen. Contact your Altigen representative for a list of approved CU

updates.

MaxServer Licenses

The following table lists the licenses available for new MaxServer customers.

Licenses for MaxACD

MaxServer Base Server License (9Unn0)

This base license enables basic functions
for MaxServer.
This license does not include MaxGroup or
ACD functionality; therefore, customers
must also order one of the following
licenses:

e MaxGroups Feature License

e MaxACD Feature License

MaxGroup Feature License (6MGO00)

This license enables MaxGroups and
AA/IVR features; the MaxServer Base
Server License is required.

MaxGroups Seat License (RYnnO)

MaxACD Feature License (6CC00)

This license enables workgroup, chat, and
AA/IVR features; the MaxServer Base
Server License is required

Advanced Call Router License (6CR01)

MaxAgent Seat Combo License (9Knn0)

This license supports both voice and chat
media. This license requires a MaxACD
Feature License

MaxSupervisor License (RBnn0Q)

This license requires a MaxACD Feature
License

Workgroup Recording License (R9nn0)

This license requires a MaxACD Feature
License

Redundancy License (6RDO00)

This license requires a MaxACD Feature
License

VR Manager (6VMO02)

This license requires a MaxACD Feature
License

Salesforce Integration Seat License (RNnn0)

This license requires a MaxACD Feature
License

Client SDK Seat License (ACD-CLTSDK)
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System Architecture

The following figure illustrates the typical configuration for MaxACD 7.1 in an Enterprise (on-premise) deployment.
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The Application server can reside in a different location, as long as it is in the same Windows Domain. A VPN is
required.

MaxACD Installation

Follow these instructions to install MaxACD 7.1.

Note: To deploy a redundant system, review the section, MaxACD Redundancy Installation on page 35.

Step 1: Plan and Prepare

First, plan your MaxACD deployment and make sure that the server has all of the required components.

Plan your Deployment
Before you begin, carefully plan the following four elements:
A. A Fully Qualified Domain Name (FQDN) for the Trusted Application Pool for each MaxACD server

This FQDN should not be the same as the MaxCS server's FQDN, even if it points to the same IP
address.

Note that in large call center environments (larger than 300 concurrent agents) you may need multiple

MaxACD servers. In this case, you will need a separate (unique) Trusted Application Pool for each
MaxACD server.

B. A Lync Trusted Application ID that will be assigned to each MaxACD server

MaxACD 7.1 Deployment Guide 4/24/19 Page 10 of 61
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Create a unique Application ID for each MaxACD server. These are names that you come up with
yourself. Each name should be a descriptive name that will be used by Skype for Business to create an
URN (Uniform Resource Name). The URN is used to authenticate the MaxACD server role. You will use
these names in Step 2, as Your_ApplicationID.

C. A Trusted Application Endpoint Prefix for each MaxACD Server

You will need these names during the installation of MaxACD, on page 23. In that example, we use
Corp as the Application Endpoint Prefix. These names must be unique for each MaxACD server
installed against the same Microsoft Unified Communications (MSUC) instance.

D. A MaxACD System ID for each MaxACD Server

Each MaxACD server needs a uniqgue MaxACD System ID number for the MaxACD installation. (The
reason for the unique MaxACD System ID is that if two or more systems share the same CDR or VR
Manager database, then having the same System ID may cause conflicts.)

Redundant pairs must have the same ID.

This is not the same as the Microsoft Unified Communications Trusted Application ID. We
mention this System ID here for planning purposes; you will enter this ID in the MaxACD installation
procedures later in this guide.

For convenience, you can use the space below to note the Application Pool FQDN, Application ID, and Endpoint
Prefix for each MaxACD server planned for your environment.

C. Trusted
Application
Endpoint Prefix

D. MaxACD
System ID

Redundant? A. FQDN for Trusted B. Lync Trusted

YIN Application Pool Application ID

Prepare the MaxACD Server
The next step is to prepare the server for installation. It is important that all of the services and components are
installed before you begin your Skype for Business configuration.

1. Collect the following:

* MaxACD 7.1 installation media: The CD (or other media) that contains the MaxACD 7.1 installation
program.

* Software license key: A 20-digit key located on the front of the End User License Agreement.

2. When you install the Skype for Business Front-end Pool, make sure that you install the monitoring feature.
If you did not install this tool, open Topology Builder, right-click on the Front-end Pool, choose Edit
Properties > General and check the option Monitoring (CDR and QoE metrics).

MaxACD 7.1 Deployment Guide 1-16-2019 Page 11 of 61
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5 Define New Front End Pool .

j Select features

Instant messaging and presence are always enabled. Select the additional features that you want this
Front End pool to handle.

| Conferencing (includes audio, video, and application sharing)
[] Dial-in (PSTN) conferencing
(] Enterprise Voice

Call Admission Contro
Call admissien control (CAC) is an optional component that manages the bandwidth used by unified
communications traffic within the deployment. Only one Front End pool per site can enable CAC,

L Archiving
-

\ le Exchange Server integration, use Skype for Business Server Control Panel.
Monitoring (COR and QoE metrics)

[ ][ e ] [ ot |

On the server where you will install MaxACD 7.1, install Windows Server 2012 R2 or Windows Server 2016.
Join the system to the same domain as your Skype for Business server.
5. Perform the following steps (Windows will prompt you if any reboots are required):
a) InWindows 2012 R2, search for “Server Manager” and open it.
b) In Server Manager, click Add Roles and Features.
c) Inthe Features section, check .NET Framework 3.5 Features.
Windows will prompt you to add other related features; accept all of the related features.
d) In.NET Framework 4.5 Features, check ASP.NET 4.5. In WCF Services, check TCP Port Sharing.
e) Make sure that Windows PowerShell is selected.

f)  In User Interfaces and Infrastructure, make sure that Desktop Experience is checked (this applies only
for Windows Server 2012 R2).

g) In Message Queuing, make sure that Message Queuing Server is checked.
h) Check Windows Identity Foundation 3.5.

6. Click Next, and then click Install to install the features you selected. Do not close the Add Roles and
Features wizard until the installation progress bar shows 100%.

7. Reboot Windows to finish all pending tasks related to the installation.

8. Install Unified Communications Managed API Runtime (UCMARuntimeSetup.exe). You can download this
from the Microsoft web site.

e Install version UCMA 4.0 for Lync 2013, version 5.0.8308.0:
https://www.microsoft.com/en-us/download/details.aspx?id=34992

e Install version UCMA 5.0 for Skype for Business 2015, version 6.0.9319.0:
https://www.microsoft.com/en-us/download/details.aspx?id=47344
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Step 2: Create a Trusted Application Pool on the Microsoft Unified
Communication Server

Next, you will create a Trusted Application Pool on the front-end server.

If the Microsoft Unified Communications Server role on the front-end server is Lync 2013, create a 2013
Trusted Application Pool.

If the role on the front-end server is Skype, create a Skype for Business Trusted Application Pool.

If there are multiple Server roles on the front-end server, you must add the Trusted Application Pool to the
Skype server role.

4 [Jdlync Server 2013
 Standard Edition Front End Servers
3 Enterprise Edition Front End pools
A Director pools
2 Mediation pools
_d Persistent Chat pools
3 Edge pools
3 Trusted application servers

4 [ Skype for Business Server 2015
3 Standard Edition Front End Servers
_dl Enterprise Edition Front End pools
2 Director pools
3 Mediation pools
A Persistent Chat pools
3 Edge pools

_ Trusted application servers

The examples in this section use the following placeholder names:

Lyncdomain.com is used as your Lync/Skype domain.
MaxAcdPool.lyncdomain.com is used as the name for the Trusted Application Pool.
Pool0l1.lyncdomain.com is used as your front-end pool.

MaxACDA.lyncdomain.com is used as a stand-alone or first redundant MaxACD server's FQDN (fully
qualified domain name).

Log into the Skype Front-end server as a Domain user with Administrative privileges.

(If this is a redundant system and you are installing the second system, the trusted application pool and 1D
should have already been created; you can skip this step and go to step 3. If this is a stand-alone, or the first
redundant system, continue with step 2.

Open the Skype for Business Server Management shell.

You will enter four commands in Skype for Business Server Management Shell on the front-end server. The
commands in red are single-line commands. When you enter them, do not separate them into multiple lines.
Confirm the Microsoft UC-dependent attributes, such as Site ID, with your MSUC system administrator.

As mentioned on page 10, you should create a unique name for the Application ID. This name will be used
by Skype for Business to create a Uniform Resource Name.

New-CsTrustedApplicationPool -Identity MaxAcdPool.lyncdomain.com -Registrar
pool@l.lyncdomain.com -Site <Site ID> -ComputerFgqdn MaxACDA.lyncdomain.com

Enable-CsTopology

New-CsTrustedApplication -ApplicationId Your_ApplicationID -TrustedApplicationPoolFqdn
MaxAcdPool.lyncdomain.com -Port 7000

Enable-CsTopology

Note: YOU MUST USE PORT 7000 for each MaxACD instance. Do not use a different port or the
deployment may fail.

MaxACD 7.1 Deployment Guide 1-16-2019 Page 13 of 61
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3. This step is required if you are adding a second server to configure redundancy. If you are not configuring
redundancy, skip this step and proceed to Step 3: Make the System an Application Server beginning on
page 14.

To add the second server,
a) In the front-end server, open the Topology Builder and download the current topology.
b) Go to the trusted application pool and add the redundant server to the trusted application pool.

In this example, maxacda.lyncdomain.com is the first MaxACD server, and maxacdb.lyncdomain.com is
the second MaxACD server.

o Define New Server -

Fully qualified domain name (FQDN): *

ma:acdb.lyncdomain.coml

[ Enable IPu4
®) Use all configured IP addresses.

_) Limit service usage to selected IP addresses.

Primary IP address:

[] Enable IPv6

4. Publish the topology. Proceed to the next section.

Step 3: Make the System an Application Server

Next, you will deploy Skype core components on the system where you will be installing MaxACD 7.1.

3A: Install Local Configuration Store

The processes for installing Lync 2013 and Skype for Business are very similar.

1. Login as a userin RTC Universal Server Admins AD group. Use your Lync Server or Skype Installation media
and run the Lync Server Deployment Wizard.

MaxACD 7.1 Deployment Guide 4/24/19 Page 14 of 61
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2. Onthe main page of the wizard, choose Install or Update Lync Server System.

Deplay

nc Server 2013 - Deployment

Lync Server 2013
* Welcome to Lync Server deployment.

ard

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain
Help »

Skype for Business Server 2015 - Deployment Wizard

Welcome to Skype for Business Server 2015 deployment

Install or Update Lync Server System

Install or update a Lync Server Server deployment membe
This option installs Lync Server core compenants, and a lg
configuration store,

Maote: Before installing a server, you need to have a valid |
published.

Help »

Deploy -
Prepare Active Directory Prepare first Standard Edition server ad
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. host Central Management Service.

Note: This task requires local administrator
Help » o Complete ot Thie tack o ot apply to Standard
Edition Servers that are not planned to host
Install or Update Skype for Business Server System the Central Management Service, or for
Install or update a Skype for Business Server Server deployment member deployments that include Enterprise Edition.
system. . -
This option installs Skype for Business Server core components, and a :::t::l?:::::::;;::z;:;":;sm e =
local replica configuration store. coment system,
Note: Before installing a server, you need to have a valid topology created Your depl t t least
- ployment requires at least one
and published. installation of the Topology Builder.
Help »
Deploy Monitoring Reports
Deploy Monitoring Reports o selected SQL
Server Reporting Services (SSRS) instances.
Call Quality Dashboard
Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administratars to help troubleshoot Call
Quality issues.
First Run Videos
Click to view getting started videos. >

Back

3. For"Step 1, Install Local Configuration Store," click Run.

FL Lync Server 2013 - Deployment Wizard [ %]
Lync Server 2013
* Welcome to Lync Server deployment.
Deploy > Lync Server 2013 "",4
-

Step 1:

Step 2:

Step 3:

Step 4:

Install Local Configuration Store

Installs local configuratien stere and populates with data from Central Management Store,

Prerequisites »
Help »

Setup or Lync Server C

Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition,

Prerequisites »
Help »

Request, Install or Assign Certificates

This step starts the Certificate Wizard, Create certificate request for local system. Install, and assign certificates for this

system based on the topology definition.
Prerequisites »
Help »

N

Run |

Run |

Start Services
Initiates a start request for all Lync Server services.

Mote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool through the

"Service Status” step in the Deployment UL
Prerequisites »
Help »

Service Status (Optional)

Starts the Services MMC tool, which displays the status of all Lync Server services.

Run | —
Run |

Back | Exit

MaxACD 7.1
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4. Inthe next panel, choose Retrieve directly from the Central Management Store, and then click Next. When
processing has completed, click Finish. You return to the main page of the Deployment wizard.

F} Install Local Configuration Store [X]

Lé) Configure Local Replica of Central Management Store

&tﬂ can be either retrieved directly from the Central Management Store or imported| o) Install Local Configuration Store -

= { Retrieve direcily from the Ceniral Management Store (Requires read access fo e @ Configure Local Replica of Central Management Store
€ Import from a file (Recommended for Edoe Servers)

Ta generats a configuration file, run the Export-CsConfiguration cndlet on a %

Central Management Store, Data can be retrieved directly from the Central Management store or imported from a file.

) Import from a file [recommended for Edge Servers)

Help | Back | E To generate a configuration file, run the Export-CsConfiguration cmdlet on a computer that has

access to the Central Management store.

(®) Retrieve directly from the Central Management store (requires read access to the Central
Management store)

Browse.

3B: Set Up Lync Server Components

1. For "Step 2, Setup or Remove Lync Server Components,"” click Run and then click Next.
2. When processing has completed, click Finish. You return to the main page of the Deployment wizard.

Note: In Lync Server 2013, you may not see the green checkmark when Step 2 is complete.

r?} Lync Server 2013 - Deployment Wizard [ ]
Lync Server 2013
A Welcome to Lync Server deployment.
Deploy > Lync Server 2013 :;
-

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »
Help » \/Cumplele Run Again |

Step 2: Setup or Remove Lync Server Components

*opology definiti
w Skype for Business Server 2015 - Deployment Wizard -

\Ll

Install or update member system

Deploy > Install or update

[> ]t

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » v Complete

Step 2: Setup or Remove Skype for Busi Server Comp
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology

definition.
Prerequisites » \
Help » C R |
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3C: Install and Assign Certificate

Next, you will install and assign a certificate.
1. For “Step 3, Request, Install, or Assign Certificates,” click Run.
2. Select the default certificate, click Request, and then click Next.

B Certificate Wizard

Select & Lync Server Certificate Type and then select a task. Expand the Certificate Type fo perform advanced certificats (Wygs tasks.

Friendly Name Expiration Date Reguest

Default certificate Unassigned

Select a Skype for Business Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate

usage tasks.
Certificate Friendly Name Expiration Date Location Request

# Default certificate

Help Refresh Import Certificate| Process Pending Cel|

< m >

Help | ‘ Refresh ‘ |1mport Certificate| |Process Pending Certificates

3. Inthe Certificate Request panel, the Lync steps are slightly different from the Skype for Business steps.

For Lync 2013, select Send the request immediately to an online certification authority and click Next.
Then, choose the Certificate Authority (CA) from the list and click Next. Continue through the wizard, providing
the information requested for the next few panels.

[& Certificate Request X|

@ Delayed or Inmediate Requests

Do you want to prepare a certificate request to be sent |at F)Certiﬁcate Request

ertification authaority?

(+ | Send the request immediately to an online certificatior

@ Choose a Certification Authority (CA)

(" Prepare the request now, but send it later (offline cert

select a certification authority to process your request. The Certificate Wizard will automatically import the
N selected CA's certificate chain if necessary.

I Certificate Wizard -

Help |

(" specify another certification authority.

Help | Back | Next I Cancel
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For Skype for Business, select the certificate from the list and provide the information as appropriate. Click Next.

% Certificate Request

elect a CA from the list detected in your environment.

NGSFBE2015-DC.ENGSFB2015.COM\ENGSFB2015-ENGSFB2015-DC-CA | = |

Friendly name:

Skype for Business Server 2015 Default certificate 12/7/2015
Crganization: Crganizational unit:

Country/Region:

|Y|

State/Province: City/Locality:

Select one or more SIP domains for which a sip.<sipdomain> entry is to be added to the subject
alternative names list.

1 an

4. When you reach the Certificate Request Summary panel, verify that the information on the page is correct. If itis
incorrect, click Back to correct the details. Otherwise, click Next.

5.  When the process has finished, click Next.

& Certificate Request

% Executing Commands

L5}

E‘;) Executing Commands

CSCertificate-[2015_12_07][17_21_56].xrnl", [
Create a certificate request based on Skype for Busi Server configuration for this computer. |
Issued thumbprint "86B2E37CFEDT300EAAB2154E33D41E3ADETIDIDTD" for use

"Default WebServicesInternal WebServicesExternal” by "ENGSFB2015-DC.ENGSFB2015.COM
\ENGSFB2015-ENGSFB2015-DC-CA”™

No changes were made to the Central Management Store. —
Creating new log file "C:\Users\Administrator.ENGSFB2015\AppData\Local\Temp\2\Request-
CSCertificate-[2015_12_07][17_21_56].html".

"Request-CSCertificate”™ processing has completed successfully.

Detailed results can be found at “C:\Users\Administrator ENGSFB2015\AppDatatLocal\Temp\2
\Request-CSCertificate-[2015_12_07][17_21_56].html".

IRequest Certificate

_re |

L<]

Task status: Completed.

Request Certificate [+] [ Viewlog |

| Bacl\ Next | | Cancel |
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6. Check the box Assign this certificate to Lync Server/Skype for Business certificate usages and click
Finish.

& Certificate Request x|

% Online Certificate Request Status
5}

M e i i
E:— % Certificate Assignment

\ Assign the returned certificate to the Skype for Business Server usages on this server,

[V Assign this certificate to Lync Server certificate usi View Certificate Details

Mote: If you choose not to assign the certificate now,
the Certificates wizard.

Help
| Backﬁ Next || Cancel

7. Click Next to assign this certificate.

& Certificate Assignment x|

% Certificate Assignment

Assign the returned certificate to the Lync Server usages on this % Certificate ASSignn'lent

Assign the returned certificate to the Skype for Business Server usages on this server,

\View Certificate Details|

8. Inthe Summary, review the assignment details. If there are no changes, click Next.
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9. When the certificate assignment has finished, click Finish. Click Close to return to the main page of the
Deployment wizard.

x

\}P Executing Commands

B L )

O e e Sl gt S D T T USRI T ST TR il i
L e Ll Ll T S S PR A e T e i R TR L S
LR

R B T L T L e

Sl AL RN AR S S Y I TR Wt T T L e e BRI e
Tl @ N T AR T sl e TR s LA TR e

Task status: Completed.

IAssign Certificate zl View Log I
Help I Back i Finish | Cancel I

Step 4: Install MaxACD
Next, you will install MaxACD 7.1.

Environment Checklist

Check the following conditions before you begin:

e Make sure that your current login Windows user account either has Domain Admin privileges or has all of
the following privileges:

o RTC Universal Server Admins membership
o Domain Users membership
o Is an Administrator on the local system
e Confirm that the system has already been joined to the domain where your Skype Server is installed.

e If you are upgrading or re-installing MaxACD 7.0, make sure that you perform the installation under the
same Windows user account as during the initial installation. If you do not install under the same user
account, SQL may fail to install due to insufficient SQL account rights.

Note: If you are deploying an all-in-one configuration, then a SQL 2014 Express server will be automatically
installed to the same MaxACD system. If you are deploying a redundant configuration, then you must install
the SQL 2014 Express Server or another version of SQL server in a stand-alone machine. This SQL system
cannot be on the same server as the two MaxACD systems. That system cannot be on the same server as
the two MaxACD systems, or else it will defeat the purpose of having a redundant configuration. After the
SQL server has been set up, make sure that you have the database instance name, SQL SA account and
password, because they will be used during procedures in this guide.

Installation Procedures

1. Check with your Altigen representative to determine which CU (cumulative updates) and other updates may
need to be applied to the Skype Server on the system where you are installing MaxACD. Make all required
updates before you proceed.
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2. Close any open Windows applications. Log onto the system as a Domain user with Administrative privileges.
From your installation media, run the setup file in the MaxACD folder.

3. On the introductory screen, click Next.

Enter a System ID number. This ID number will be used to identify this server and distinguish it from any other
servers in your MaxACD deployment. This ID was mentioned earlier, in Plan your Deployment on page 10.

Observe the following guidelines:

e You cannot change the System ID number later. The only way to change a System ID afterwards is
to uninstall MaxACD and then reinstall it.

e Each MaxACD system MUST have a unique ID number except two systems that are a pair in a
redundant configuration.

e If you are deploying a pair of servers in a redundant configuration, those two systems must have the
same System ID.

5. Choose either Single Server or Redundancy. Click Next. (Note: You can convert a single server system to a

redundant system later. Refer to the instructions in the separate document, MaxACD Conversion to a Redundant
System.

6. If you chose Single Server, skip ahead to step 7.
If you chose Redundancy, indicate whether you have already deployed the database.

a. If you chose No, enter the database login credentials. For a default installation, leave the SQL Instance field
blank.

MaxACD 7.1 - InstaliShield Wizard -

Service Hub DB Installation A/\Ll lCLN

COMMUNICATIO

Enter Service Hub DB database login credential

SQL Server Address: 110.30.1.110

SQL Instance [SQLEXPRESS

SQL Sysadmin account [sa

SQL Sysadmin password eccccee
Service Hub DB Name | SHDBHosted111
Service Hub DB Account [s2

Service Hub DB Passwoed | eocccccccee

[Length 8~20]
[Note: To use an existing/default password, leave SOL Senvace Hub DB Password unchanged |

e SQL Server Address — The IP Address of your SQL server (use the AlwaysOn Availability Group’s
listener IP address, or hostname that resolves to that address).

e SQL Instance — SQL Instance name (leave this field blank for a default installation)

e SQL Sysadmin Account — SQL Login account name; this is required for creating the database and
table for MaxACD Admin

e SQL Sysadmin Password — The password for the SQL account
e Service Hub DB Name — Enter a name for the Service Hub

e Service Hub DB Account — The user name for MaxACD modules to access the Service Hub database
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e Service Hub DB Password — When the database is created, this password is created for
CWSDBServerUser1. If you don’t change the password, a hardcoded default password will be used.
You can create your own password by changing this password. If you do so, you must remember this
password for future installations.

b. If you chose Yes (for a redundant system), enter the details for your SQL server installation.
e  SQL Server Address — The IP Address of your SQL server
e SQL Instance — SQL Instance name
e Service Hub DB Name — The name for the Service Hub

e Service HUB DB Password — The password for the Service Hub DB account. If the password is
incorrect, or if the database is not running, then the installation process will not continue.

7. Choose either Lync 2013 or Skype for Business.

You must choose the Lync/Skype version that matches the version of the application pool where your MaxACD
server resides. If you choose a version that does not match, the installation wizard will proceed; however, the
MaxACD system will not work.

Accept the license agreement. Click Next.
Enter your name and the name of your company. Click Next.

Customer Information
Flease entes your infoemation ALTIGEN

COMMUNICATIONS

Please enter your name and the name of the company for which you work.

User Name:

[Wr-dow: User

Company Name:
IA!G erl

<Back Next> Cancel |

10. Accept the random password that was generated for you, recording it for future use. Click Next.
11. Enter a MaxACD system name. Click Next.

Input the system name
A ALTIGEN
COMMUNICATIONS
Enter ACD System Name with length from 1 to 24 chacacters. Only alphanumenc charactess
and " ae allowed
System Name:  [HEEN
< Back Next > Cancel
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12. Specify a drive and folder destination for MaxACD. Click Next.

13. Choose whether to provide the license file now or register later; we recommend that you do this step later. Click
Next. (If you choose to provide the file now, enter the path to that file.)

14. Enter the FQDN (Fully Qualified Domain Name) of the Trusted Application Pool that you created in Step 2:
Create a Trusted Application Pool on the Microsoft Unified Communication Server. Click Next. The program will
take a moment to validate that the pool name you entered is valid.

15. Enter the MaxACD Trusted Application ID that you created in Step 2: Create a Trusted Application Pool on the
Microsoft Unified Communication Server on page 13. Click Next. (For redundancy deployment, enter the same
ACD Trusted Application ID for the primary server and the secondary server.)

The program again validates that the ID you enter is valid.

MaxACD Proxy Configuration
ALTIGEN

COMMUNICATIONS

Pleass rput ACD Trusted Appication Paameters

ACD Trusted Apphcation ID |pmapp

Back [ Net> | Cancel |

16. Specify an Application End Point (AEP) prefix (which will be used to precede a portal name, viewer name, and
dialer name), and enter your SIP domain (SIP domain is the domain where your MaxACD server resides for on-
premise deployments). You planned this prefix back in the section Plan your Deployment on page 10. (For
redundancy deployment, enter a different MaxACD Application End Point Prefix name for the primary server and
the secondary server.) Click Next.

MaxACD Proxy Configuration
ALTIGEN

COMMUNICATIONS

Please input ACD Proxy AEP Parameters

ACD Prosy Serves Id I

ACD Application End Point Prefix | Corp

SIP Domain jA%iCloud com

< Back Neat > Cancel
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17. To begin the installation process, click Install. During installation, a window provides the default password.

18. Once the installation process has finished, select Yes, | want to restart my computer now and then click
Finish. Your system will restart.

Note: MaxACD Administrator is installed with HTTP as the default connection. You may want to configure IIS to
support an HTTPS connection for this web-based application.

19. After your system reboots, open the Windows Services page.
A new service account was created for MaxACD services.

In following example, SYMPHONY\AIti_ COBALT200103 is created as the service account. Make sure the
account has domain administrator rights, so that Exchange can be synchronized. If you don’t want to assign
domain admin rights to that service account, then you can change the “Altigen VM Exchange Integration Service”
login account to an account with domain administrator right.

In following example, AltiServAdmin@Altigen.com has domain administrator rights. If this is a redundant system,
make sure to apply this setting on both the primary and secondary MaxACD servers.

o AltiGen Lync Proxy Service AltiGen Lyn.. Running  Automatic (0. SYMPHONY\AR_COBALT200103
Lo AltiGen Lync Redirector Ser...  AltiGen Lyn... Running  Automatic (D.. SYMPHONY\Alti_COBALT200103

o AltiGen Switch Gateway Ser...  AltiGen Swit... Running  Automatic SYMPHONY\Alt_COBALT200103
G AltiGen Switching Service C.. AltiGen Serv... Running  Automatic SYMPHONY\AIti_COBALT200103
S AltiGen VM AltiView Service  AltiGen WM ... Running  Manual SYMPHONY\AIti_COBALT200103
& 1 AltiGen VM Exchange Integr... COM Server.. Running AltiServAdmin@altigen.com

G AltiGen VM Message Service  AltiGen WM ... Running  Manual SYMPHONY\AIti_COBALT200103
Lo AltiGen VM POP3 Service COM Server.. Running  Manual SYMPHONY\Ali_COBALT200103
Lo AltiGen VM Postman Service  AltiGen WM ...  Running  Automatic SYMPHONY\Alti COBALT200103

20. After you assign those rights, start the Altigen VM Exchange Integration Service. Wait two minutes and then
refresh the Windows Services page, confirm that the Altigen VM Exchange Integration Service is running.

21. Add the FQDN for the Trusted Application Pool and the FQDN for the Trusted Application Server to the domain
DNS server. Confirm that you can ping both of them within the same domain.

Step 5: Log into the Service Hub and MaxAdmin

The Service Hub is your starting point; you log into the Service Hub and the open your applications and services from
there.

To log into the Service Hub,

1. Inyour browser, using either the IP address or the FQDN, navigate to the directory where the Service Hub is
installed:

http://[localhost]/ServiceHub/
For example, http://10.20.3.40/ServiceHub

2. The first time you log in, use the default user name “admin” and the default password, which is 22222. For
security purposes, change the password as soon as possible. You can do this by clicking your profile button
in the top right toolbar.

If the login attempt fails, you will need to enter the domain and user ID in the User Name field.
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The Service Hub has a list in the left panel. This is a list of your MaxServers, in alphabetical order. The
example in the next figure shows an environment with two MaxServers.

= Altigen Service Hub

Servers List

In the main panel, you see several icons:
e Oneicon is “Service Hub Configuration.” You click this to configure options for the Service Hub itself.

e One icon will be for the server that is selected in the left panel. When you click a MaxServer icon,
MaxAdmin opens, allowing you to make configuration changes to that server.

e Othericons in that panel represent other services that you have purchased. You click one of those
icons to configure that service.

= Altigen Service Hub admin

Servers List
Administration Applications

o @

103030 Service Hub Configuration 10.40.1.40 MaxServer Adm MaxReports Pro for ACT

3. Log into the administrator portal (MaxAdmin) for your portal, by clicking its icon in the right panel. It will look
something like this, with the server's name.

=

MaxAdmin should open at this point. (For future reference, to return to the Service Hub configuration panel,
click the Applications icon in the top left corner and choosing Settings.)

%‘ﬁvS-MAXACD MaxAdmin

Applications

MaxServer Admin
|| search

" sip‘AccountingGroupU. ..

Continue with the next step; you will return to MaxAdmin later.
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Step 6: Register the System Key and Load the License File

Next, download and register the license files.

1.

4.

5.

Log into your partner account in the Altigen Partner portal (https://mspartner.altigen.com).

If you do not have login permissions on this site, please contact your VAR or your Altigen representative to

obtain a license file, then skip ahead to step 7 on page 27.
On the Support menu, click MaxACD.

You can click List View to view any existing MaxACD systems in your account.

System List
sow System
End User System Key Address City
Singapoce Offke 123ASt | San Jose se Fi
Shanghai Office 456 8 St Fremom se F
VOIP Lad Office fgh fgn £

Click Add New System. Enter all of the details of this new system and click Submit.

% o

hatp:/fmsparner.atigen.com/LyncParner/ suppon/ ACDSystemAdd aspx?ACDID= 10011 &ScurceFrom=

Add New System
System Information
System Key™:
Hosting Name :
Redundancy Hosting Name :

End User Information

End User™:

Address®:

City*:
State/Province™: w

Zip/Postal Code™:

Country*: v|

Submit

Click Activate License. Enter the appropriate quantities to activate and then click Generate License File.

6. After the license file has been generated, click Download License File. Choose whether to email the
EXCTL.DAT file or save it. You will need this file in the next step.
MaxACD 7.1 Deployment Guide 4/24/19
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Software License Activation

End User:
System Key: -
Current Registration Version: MAXACD for Lync 7.0
Target Registration Version: MAXACD for Lync 7.0

License Activated Available Additional Qty
MaxACD Redundancy (6RD00) 1 084
MaxACD for Lync Server License (3Lnn0) 1 32m
MaxAgent for Lync Licanse (3Anna) 38 1319

MaxSUpervisor for Lyne License (9BnA0) 501 1954

MaxACD CRM Integration {(RNnn0)

MAXACD MaxAgent Seat Combo - Voloe and Chat 5 15
(9Knn0)

Recorging Seat (ROnnd) 501 1289

Jooo==

Generale License File

The license activation file was generated successfully. Download License File
Email License File to: | || send

[ Clase window

7. On the MaxACD server, open the \AltiServ\exe folder and run the executable RegLicense.exe.

8
9
& License Configuration / =
- —1 e W Use Scét System Key
Systern FEp: -
10 bl
Erites thee System Fey
Pagistration Kay | Dascription | Ewpiration Date | -

REDUMDRNCY

SIP TRUME (256

SIP TRUNE (45)

SDF COWMESCTION SESESION (1)
CALL ROUTER ADVANCED
MAXREFORTS

VRAMAHAGER

HMULTI-LIKGUAL

HMCP MEDIA SERVER(L)
MRHACD FOR LYNC
MAKACENT SEAT (&0)
EXCHANCE INTEGRATICHMIEd)

Load Reliesh Cloze

Check the box Use Soft System Key.
Click Enter the System Key.
10. Type the system key into the System Key field.

11. Click Load, navigate to the EXCTL.DAT file you downloaded from the Altigen Partner portal, and then click
Open.

12. The licenses should now appear in the window. The licenses are now loaded. You can see these licenses
in MaxAdmin, on the License tab.

Note: If you accidentally load a license file with insufficient licenses for those already assigned to users, you will
need to restart the MaxACD services to recover the license assignments.
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Step 7: Configure Exchange UM for Workgroup Voicemail

MaxACD uses Exchange Server for voicemail message storage. You will add a user account for each workgroup
voicemail.

1. Within MaxAdmin, configure the client access server address and the Exchange UM subscriber access by
selecting System on the Sidebar, then selecting the Server tab.

= FWS-MAXACD MaxAdmin

MaxServer Admin

_ Mult-Lingual | ¢
Server Repori

Application Server

Exchange Integration

Enable Name User Password  Email UM Subscriber Access
Edit sip:
Update Cancel ¥ a@altigen, a imsa. sip: |Select |

2. Complete the fields and click Update. For more about the Exchange UM subscriber, refer to page 55.

3. If you plan to configure workgroup voicemail, add a user account in Skype for Business Server and in the
Exchange server for each workgroup voicemail. This can be configured in MaxAdmin by selecting
Workgroup > General. In the next example, tso-maxacd@altigen.com is the email / SIP URI that you
created for the workgroup.

Voicemail

Enable Group Voicemail

Enable Agent to Access Group Voicemail

SIP URI sip: | tso-maxacd@altigen.com

Email tso-maxacd@altigen.com

Note:  Use a unique email address for each workgroup. Do not use the same email address as another workgroup
on a different MaxACD server. The Skype account requires a Skype for Business Enterprise voice feature
license.

Step 8: Configure the System

At this point, we suggest that you configure system settings and routing rules, and then set up users and workgroups.
For instructions, refer to the MaxACD 7.1 Administration Manual.

Make sure that your browser has JavaScript enabled, so that you can see all of the information in the portal. If
JavaScript is not enabled, you may not be able to view license information.
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See the chapter Getting Started in the MaxACD Administration Manual for an overview of the MaxAdmin Portal
interface and descriptions of the types of configuration you can perform on each tab.

@« MaxServer Admin
Admin
Multi-Lingual __ SNMP Configuration Presence Mapping _Redundancy
Server | Reports. Account Code. Logout Reason Code Call Recording
System Application Server
- D System ID Name Address Status
1 41 10-40-1-40 10.40.1.40 Active
Proxy
D Name Address Status
1 FWS40APP 10.40.1.40 Active

MaxGroups
Web Server Host Name : 10-40-1-40

= Maximum Number of Users [10-5000]
Workgroup

* Note: Changing the maximum number of users requires re-start MaxACD services.

o]
*

Phone Number

System Main Number l:l

Incoming Call DNIS Length |7 5

Work

License
Active Directory
ﬁ Enable Encryption
Settings "
Domains [ALTI2013.com | @
LDAP Port 389

GC Port 3268

* Changes 1o these AD settings will impact operations immediately and will require you to restart services

Step 9: Configure the MaxACD External Logger Service
Follow these steps to set up the external logger service, create an external CDR database, and configure
MaxReports.
Notes
e Werecommend that you configure these steps on a system other than the MaxACD 7.1 server
e If you have already created a new database, you can skip the first two steps

These instructions assume that you have a working knowledge of SQL Server Management Studio.

1. Create a new DB SQL 2014 on the SQL server to host the external CDR database. To do this,

a. Open SQL Server Management Studio.

b. Create a new database; you will need to provide the name of this database later, in step 3.

c. Create a new SQL login user; you will need to provide the name of this database later, in step 3.
2. Create a new ODBC entry. To do this,

a. Run odbc.exe (The default location for this executable file should be in

%systemdrive%\Windows\SysWOW64 — the exact location was provided when you installed the
External Logger Service.) This must be the 32-bit version; the 64-bit version is not supported.

b. Switch to the System DSN tab and add a new ODBC Data Source.
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c. Choose either the SQL Server Native Client 10.0 or 11.0 driver.

#9 0DBC Data Source Administrator %

"UserDSM  System DSNM | File DSNI Driversl Tlacingl Connection Poolingl About |

System Mata Sonrees
wd Create Mew Data Source

r
| Select a driver for which you want to set up a data source.
|

; Hame | N;I
| Micrazoft Test Driver [".txt: " cav) £
i} | Microsoft Test-Treiber [F.tst: * cav] E
e —— Microzoft Visual FoxPro Driver
Microzoft Wisual FoxPro-Treiber

SOL Serve
SOL Server Mative Client 10.0
SOL Server Mative Client 11.0

[ K

< Back I Finizh I Cancel |

d. Give the new Data Source a name and choose the instance (the one you created during step 2).
e. Setup log in with SQL Server authentication you created at step 1c.
f.  Change the default database to the one you created at step 1b.

3. Insert the MaxACD 7.1 media and run Setup.exe in the External Logger Service folder. Complete the
installation process.

4. After you finish installing External Logger, you must run the ELS Configuration tool from the folder where
you installed it in the preceding step. By default, this is \Program Files (x86)\AltiGen\External Logger

Service. The program is ELSCfg.exe.
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n External Logger Service Configuration

External Logger Passward 84701 9ddH558" About
ODeC
Source Name: - Test
Description:

Login 10: Password:

MOTE: B4bit QDBC DSH is not supported. If the ODBL source you configured
i3 hot found, you should run ZepstermdriveZ Windows\Spswow By
odbcad32.exe to create a 32bit ODBC DSM first and then wn this External
Logger Service Configuration Toal again.

Purge [Microzoft Access Databaze anly)

Active database retaining period 0 3 month(s]

r 1] 3 marth{z] per archive file

Skype for Business COR Database

& Local " Remate

Server Mame: |1D_4D.1.55 Test

Database: ||_CSCDF\

" Windows aulihotication

{+ SOL Server authentication

Login 1D Password:
ok | Cancel |

Create a password for the External Logger service.

For Source Name, choose the ODBC Data Source you created in step 3 from the dropdown list.
Enter its Login ID and password.

Click Test. Click Create Tables in the pop-up window.

Click OK to return to the previous window.

Enter the Skype for Business CDR Database information.

e If you are deploying a Federated system, check the option Remote and complete the fields
(the password to the Skype database and the open port that MaxACD listens on). Then, after
you have completed the initial deployment, follow the steps in the section Federated
Deployments to configure the dbConnect Service.

Note: If you want to enable Windows authentication, follow the steps in the section Enable Windows
Authentication starting on page 33 after you complete the steps in this section.

-~ ® 2 0 o

5. Add external logger in MaxACD Administrator. To do this,
a. Log into MaxAdmin (if you did not remain logged in earlier).
b. Select System > Reports.
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Log Service

Add Log Senvice

Status Password

‘ Edit Delete

Connected

Disable

Internal Database Configuration

-

Active database retaining period | 1 < | months

[T] Archive purged records

* | month(s) per archive file

Click Add Log Service.
Give the new entry a name and set the Server field to the IP Address of the external logger service.

Set the port to 10027 and enter the password that you created for the External Logger service in
step 4.a on page 31.

6. To configure SQL Server, follow these steps:

a.

e.
f.

g.

Open Microsoft SQL Server 2014. Choose Configuration Tools > SQL Server Configuration
Manager.

Expand SQL Server Network Configuration (32-bit)

Click Protocols for SQLCWSDBL. (This is for the CWS database instance name; it should not be
the same name as the external logger database. If you use the default instance, the instance
name should be “MSSQLSERVER.")

Double click TCP/IP.

On the Protocol tab, make sure that Enabled is set to Yes.

On the IP Addresses tab, expand IP All and enter 1433 for TCP Port.
Click Apply and close SQL Server Configuration Manager.

7. Restart the SQL Server service.

8. Install MaxReports

a.

b.
c.

From the MaxACD 7.1 installation media, run the Setup.exe program in the MaxReports folder and
install the application.

Go to the MaxReports web site (http:/[machinename]:8080/MaxReports).

Log in as the admin (default password is ‘22222’).
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d. Click CDR Database Registration and then click Register New CDR Database.

Hofh Pags | Lopgn Name: adman | Aok Admis

[— COR Database Registration > Add

I8 Database Registration Tatasase Deacrgtan [ ]

MaxACD Regisiration Datatase Server Type Microsoft SOL Server =

Uner Management

e Datatate Server P Adress | ]

Backup ard Restore fet [1433 |

Log Configuration Detabase User Account | |
Databass Usar Password | |
Datakase Hame on the Server | ]

e. Enter a database description.

f.  Choose Microsoft SQL Server as the Database Server Type.
g. Enter the IP address of SQL server.

h. Setthe Port to 1433.

Enter the user name and password that you created in step 1c.
j-  Enter the database name that you created in step 1b (the default name will be EXTERNAL_CDR).

9. Restart the External logger service.

Step 10: Turn off SIP Refer

In order to avoid various call forward or transfer issues, Altigen recommends that you set the Skype for Business
Refer Support option (Voice Routing > Trunk Configuration) to None.

Important: If you are running both MaxACD 6.5.8 and MaxACD 7.1 in your environment while you upgrade, be
- careful with the Skype SIP Refer Support option. Release 6.5.8 trunk configuration needs SIP

Refer Support to be enabled. However, Release 7.1 needs SIP Refer Support to be disabled. If you
disable the SIP Refer Support option for Release 6.5.8, then that service may stop working.

Enable Windows Authentication for External Logger

Follow these steps to enable Windows authentication for External Logger.

1. Run the External Logger Configuration tool (ELSCfg.exe) from the folder where you installed it (by default,
this is stored in \Program Files (x86)\AltiGen\External Logger Service).

2. Near the bottom of the dialog box, check the Windows authentication option. Click OK.
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Ly COR Database
Serves Name: IIElIlHIJ Tast I
Databace:  |LesCOR
 [Windows autholicalior}
 SOL Server authentication
Lcaggim 100 Is., Password ’7
oK | Concel |

You will see a message, stating that a Windows login account must be assigned to the Lync CDR database
and to the Altigen Direct Call CDR Service. You will configure these next. Click OK.

3. Create a Windows login account that will be used specifically for Windows authentication. This account
does not need to be an administrator account, but the account must have permission to run services.

4. Open the Windows Services panel. Right-click the Altigen Direct Call CDR Service and choose
Properties.

Altigen Direct Call CDR Service Neme 2 Description  Status SuﬂupType Log On As
% Active Directory Federation Senvices Enables Acti- Network Senvice
Stop the service 4 ActiveX installer (AdnstSV) Provides Us... Mw.ul Local System
Bestart the senice } AltiGen AutoUpgrade Service AltiGenServ.. Rumning Autoenatic  ALTI2OI3UARI MAXACDISS22!
: Ammm uwu(olssm
Senviceto collect Lync personal calls qm«x«pw&me AtiGenKee.. Running  Manal AI.TIIDIMM&XA(D!SSZZI
COR out side MaxaACO % AltGen MaxACD Exteral Logger Senvice AlGenEde.. Rusning  Automatic (D... Local System

5. On the General tab, set Startup Type to Manual.

6. Switch to the Log On tab. Select This account and enter the username and password for the Windows login
account that you created in step 3. Click OK.

Log on as:

() Local System account
[] Allow service tgfinteract with desktop

|Ad|rmtm@ni2m 3.com
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7. Open SQL Management Studio for Lync SQL database. Add this Windows user account to the Lync SQL
Server Security > Logins.

SlIT+) 10.30.24.30 (SQL Server 12.04100 - ALTI2013\administrator)

+ [ Databases
= [ Security
= [ 3 Logins
&, #2MS_PolicyEventProcessinglogin®#
&, #2MS_PolicyTsqlExecutionLoginss
| g3 ALTICOTS\Administrator |
) ALTI2013\CSAdministrator
) ALTI2013\CSServerAdministrator

POSITE S5 CUE N Y A S S e,

8. Select the LcsCDR database. Add this Windows user account to Security > Users.

BTY 10.30.24.30 (SQL Server 12.0.4100 - ALTI2013\administrator)
= [ Databases
+ [ System Databases

# [ Database Snapshets

J cpsdyn

J Entities

3 lonClou ineManagement
J LesCOR

# (3 Database Diagrams
4 (3 Tables

% 3 Views

# 3 Synonyms

# 4 Programmability
# [l Service Broker

% [ Storage

(U SO S

B_ALTIONNCS iasDah A daninistertas

Federated Deployments

For Federated deployments where MaxACD is stored in the Cloud but Skype for Business is deployed on your local
servers, Altigen is providing a new component.

This component, dbConnect Service, runs on your local server. Its sole function is to accept SQL commands from the
MaxACD system'’s direct call service and return queried data. This allows the service to synchronize CDR data in
your Skype for Business system with the MaxACD system.

dbConnect Service Configuration Deployment Steps

In order to configure the dbConnect service, during your initial deployment you must have chosen Remote in the
procedure in the section, Step 9: Configure the MaxACD External Logger Service. Otherwise, this configuration will
not properly connect your Skype for Business data with MaxACD systems data.

To configure this service, so that CDR records are accurate,

1. On your local Windows server, navigate to the Altigen folder dbConnect. This folder was stored there during
your initial deployment.

2. In that folder, run the executable file RemoteDatabaseAgent.Configurator.exe.
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3. Inthe configuration tool, you can create connections to multiple servers (or multiple databases) as needed.
Complete the following information for each connection.

e Server — Enter the URL and port for the MaxACD Server.
e Password — Enter a two-way authentication password.
e  SQL Server — Enter the IP address for the SQL server.

e Authentication — Choose an authentication method (SQL Server or Windows). Windows authentication
will use the service account for the dbConnect service.

e Database — Enter the database instance.

e  SQL User — Enter the user account. This does not have to be the sa account; it must have SQL read-
only privileges.

e SQL Password — Enter the password for the SQL User account.

4. Click the Test buttons to verify the connection. If each test completes successfully, your configuration is
complete. If a test does not pass, check the IP Addresses in the External Logger configuration and the fields
that you completed in the dbConnect configuration tool, and try again.\

Additional Configuration Steps for Federated Users
Perform the following one-time steps to prevent Federated users from getting popups when they are in a call or
conference.
1. Onthe MaxACD server, open the LyncProxyMain.txt file that is stored under C:\AcdRoot\AcdProxy\log\.
2. Search for "Viewer@" in that file. You should find a SIP URI xxxViewer@xxx.
3. Copy that SIP URI.
4.

For each Federated user, add that SIP URI as a contact to the user's Skype for Business client. Right click
that contact and select Change Privacy Relationship. Change it to Workgroup.

MaxACD Redundancy Installation

MaxACD supports system redundancy (a Redundancy license is required).

Two Softswitch servers must be configured. When the active server goes down, the standby server takes control. The
change is transparent to direct connected calls.

After you configure redundancy, the second server will get the license information from the first server.
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If you did not choose Redundancy during your initial deployment, run the MaxACD installation program on the system
again, and choose Redundancy instead of Single Server.

After deployment, within MaxACD Administrator, you must enable redundancy. You do this on the Redundancy tab of
the System menu.

Redundancy Architecture

For a redundant system, two MaxACD servers must be installed. Each server will have its own Proxy.

The two servers connect to a single CWS DB. If one server is down, an administrator can use the other server to
make any configuration changes.

The external SQL Server hosts a single CWS DB to store phrases and configuration settings, which allows
concurrent access by both active and standby MaxACD servers.

Here is an overview of the automatic switchover process:

The “active” server is the server that is currently in control of operations. The active server sends a “heartbeat” to the
CWS DB every few seconds.

The standby server's Skype proxy AEP is registered as the "will not take call" state in the trusted application pool, so
that Skype will not route calls to it. The standby server keeps a connection with the CWS DB and checks for the
active server's heartbeat.

If the standby server does not detect the active server’s heartbeat for 10 seconds, the standby server promotes itself,
registers Proxy to the ACD Trusted Application Pool, and routes AEPS to its own Proxy. It will take over control within
approximately 10 seconds. When switchover occurs, the standby server's Skype proxy becomes the active server,
and it will register as the "take call" state. After that, all calls can be routed to it.

New calls are routed to the newly promoted MaxACD server. Active calls, which were connected to the failing server,
are dropped.

The MaxACD client applications use FQDN to get the Application server’s IP address list, then try to connect to an
application server one by one. Only the active server will accept the connection request. Once the connection to the
active server is made, the clients save this server’s IP address. The clients will try to connect to this server first the
next time they need to reconnect.

Administrators can manually switch from the active server to the standby server by clicking the Manual Switchover
button within MaxACD Admin.
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Note:  If the SQL server goes down, MaxACD will continue to function normally, receiving inbound calls and
sending outbound calls. However, while the SQL server is unresponsive, administrators cannot make
MaxACD configuration changes.

Switchover Considerations

When system control switches from the active to the standby server, it affects calls in the following ways:

e  Current calls will be disconnected. Within a few minutes, new calls will go through.

e CDRs will be dropped for all calls, including connected calls.

e Voicemail recording will stop.

e Daily RTM statistics will be reset.
In addition, after the service switches to the standby server, users who are running client applications will need to log
in again.

Note:  For a redundant system, the time among the redundant MaxACD servers and the SQL server that hosts the
database must be synchronized. If the time is off by as much as 10 seconds, unwanted automatic
switchovers can occur.

Deploy a Redundant System

For a redundant system, there will be two MaxACD servers and one Service Hub database. For example, say that the
first server’s computer FQDN is MaxACD1.lyncdomain.com and the second one is MaxACD2.lyncdomain.com. In
DNS server, add a new FQDN (for example, MaxACD.lyncdomain.com) that has the IP address for both MaxACD1
and MaxACD?2.
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In DNS Manager of the domain, create two entries for MaxACD.lyncdomain.

& DNS Manager

File  Action “iew Help
o= i — 0 -
& | 7n|XE = HE| d &
2 E'_I"-JS Marne
E 3 EMGSFEZ013-DC | {same as parent Folder
=L quward Lookup Zones '—| fsame as parent Folder
= _msdcs ENGSFE2015.C
= altigen.com
;— EMGSFE2015,C0OM
al I?:n;\-'erse Lockup Zore  Updake Server Daka File
| Conditional Forwarde  Reload
Global Logs Mew Host (& or AGAAT...
New Host

Mame {uses parent domain name if blank):

| Max a0
Mew Host Ed

Fully qualified domain name (FQDMN):
Mame {uses parent domain name iF blank):

| Max A2

I MaxACD, LyncDaornain, corm.

IP address:
| 10.40.1.171

Fully qualified domain name (FODM):

I MaxaZD, LyncDomain, com.

[T Create associated pointer (PTR)
IP address:

[ allow any authenticated user ko
SAIME OWNEr NAmE I 10.40.1.172

[T Create assoriated pointer (PTR) record

[ Allow any autherkicated user ko update DS records with Ehe
SAME OWNEr Name

If access from the Internet is required, work with your ISP to obtain and register both public IP address for
MaxACD.lyncdomain.com. Certain port-forwarding and network configurations are required to provide access from
the Internet.

Later, when you log into the MaxAdmin, MaxAgent, and MaxSupervisor, use MaxACD.lyncdomain.com instead.
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Next, follow the procedures listed earlier in this guide for to install MaxACD on both servers. During the steps in the

section MaxACD Installation beginning on page 10, choose the following options:

1. Install MaxACD on the first server:

a. Forstep 5on page 21, choose Redundancy.

MaxACD for Lync 7.0 - InstallShield Wizard Y

Server Redundancy Configuration
ALTIGEN

COMMUNICATIONS

Pleaze Select MaxdCD 7.0 twpe pou want to installed,

) Single Server

[ < Back ]l Mest > ]’ Cancel ]

b. For step 6 on page 21, choose No. Then enter the details for your SQL server instance. For a default
installation, leave the SQL Instance field blank.

MaxACD for Lync 7.0 - InstallShield Wizard =

Server CW5SDB Configuration
ALTIGEN

COMMUNICATIOMNS

ls Cw'S DB already deployed?

O Yes

[ < Back ][ Mest > ][ Cancel ]

Note:  The installation program may remember this password and populate it for you (from your entry on
page 21). If you forget this password, you can log into MaxAdmin and retrieve it from the Settings
tab.
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MaxServer Admin

|  Seftings.
cwsDB

CWSDB Password

After you have installed MaxACD on the first system, restart it.

d. Register the system key and load the license file; perform the steps in the section Step 6: Register the
System Key and Load the License File starting on page 26.
2. Install MaxACD on the second server:

a. For step 4 on page 21, you must enter the same System ID as you entered when you installed
MaxACD on the first system.

System 1D
ALTIGEN

COMMUNICATIONS

Ented & System 1D () to 1000) for this MaACD server. This 1D cannot be changed once
MaxALD has been nstaled. Enter a unique 1D rumber undess thes server is half of 3 redundant
pa, F&my.boﬁ\wwa must have the same System 1D.)

System 1D: il

< Back Nest > Canced ]

b. For step 5 on page 21, choose Redundancy.

c. Forstep 6 on page 21, choose Yes. Then enter the same SQL instance details as you entered for the
first system.

d. Restart the system.

e. Register the system key on the second server by following the steps in Step 6: Register the System Key
and Load the License File starting on page 26.

This step is critical. You MUST register the system key on the second server in order to enable
redundancy.

You should not need to load the license file; it should automatically be applied.

3. After you have set up both servers, enable redundancy within MaxACD Admin. To do this, log into
MaxAdmin, and on the System menu switch to the Redundancy tab. Select the option Enable
Redundancy.
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This tab shows the current state of both servers. It also shows the date and time of the most recent
switchover, and the reason for that switchover. For further details, see the MaxACD 7.1 Administration
Manual.

\ Redundancy

Enable Redundancy

Last Switch Over Time

Last Switch Over Reason

First Server Second Server
Server 10-40-1-40 ALTI2013 com Server

in Control None in Control None
Status None Status None

Configure the Database for Redundancy

This section describes how to configure the database for redundancy.

1. First, change the database backup model from Simple to Full. Databases cannot be added to the recovery
group when the recovery model is Simple, which is how the MaxACD installation wizard creates it.

A. In Microsoft SQL Server Management Studio, right click the database, and select Properties.

SRE]Cwspe2: e 1

+ | | Entities (Sy Mew Database...
+ | || Fakel (Syn MNew Query
# | J Fake2 (Syn: Script Database as »

# | | Freeswitch!

# | | lonCloudEr Tasks '
# | LesCDR (Sy Policies g
2 [ Loslog Sy £ g

# | lis (Synchre
+ | | mge (Syncl Start PowerShell
# | | QoEMetric:

# | quicktest Reports g
+ l_J quick‘testl Rename
+ | | rgsconfig ( Delete

+ [_J rgsdyn (Syr
| | | rtcab (Syn Refresh
o\

# | rteshared Properties

# | | rtexds (Synchronized) I%;

+ | | SFBReports

MaxACD 7.1 Deployment Guide 4/24/19 Page 42 of 61



(élﬁgen

B. Select the Options page and change the Recovery Model setting to Full. Click OK.

Ly Database Properties - CWSDB23 -[of x|
Selecta page . 3

2 General S sopt ~ [GHeb

24 Files

12 Filegrou Collation: | 5QL_Latin1_General_CF1_CI_AS v]
= Options Rec del: Simpl v
24 Change Tracking avery modet: \ Imp'&

ﬁ En:{rnir;sic;n: . Compatibility level: Bulkdogged

5: Mirrzl:inz roperies Containment type: Simple

_ﬁﬁ Transaction Log Shipping Cther options:

2. Back up the database. The database must be backed up prior to adding to the availability group. Perform a
full backup.

A. Right-click the database name on the left and select Tasks > Backup.

I e e = TS TF RSy I

* l-_J CSDBZJ' Mew Database...
# | | Entities (Syr
2 [J Fakel (Sync D ey

¥ [J Fake2 (Sync Script Database as »
1 i Detach...
¥ [__j :fre::slmtdE Tacke N
* l'-J N .. Take Offline
+ | LesCDR (Sy Policies » ) )
o l_:J LesLog (Syr Facets Bring Online
+ [__j lis (Synchro Shrink
% | mge (Synct Start PowerShell \
3 [__j QoEMetrics Terars , Back Up... R.;
# || quicktest Restore
¥ [J quicktest? Renamne »
3 [J rgsconfig (¢ Delete ..
e |__J rgsdyn (Syr Launch Database Mirroring Monitor...
+ [J rtcab (Sync sl Ship Transaction Logs...
# | ) rtcshared (¢ Properties . -
7 [J rtcxds (Synchrenized) 7 S
# | | SFBReports Extract Data-tier Application...

+ [J SFBReportsTempDB

= Deploy Database to Windows Azure SOL Database...
# | | xds (Synchronized)

Deploy Database to a Windows Azure V...

+ [ Security

# [ Server Objects Export Data-tier Application...

+ [ Replication 1 Register as Data-tier Application...
= (3 AlwaysOn High Availability Upgrade Data-tier Application...

= [ Availability Groups

s . Delete Data-tier Application...
+ [ | ACD-CDRAGDT (Primary)

= F ACD-CWSAGDT (Primary) Import Data...
7 3 Availability Replicas < Export Data...
=1 [ fAvrailahilite Natahases hd
< m > @ Qu Copy Database...

B. Perform a full backup. The location should be a network drive that all of the AlwaysOn Availability
Group replication servers can access.
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[] Copy-only backup

Backup component:
® Database

) Files and filegroups:

3. Once this is done, add the server to the availability group.

U Back Up Database - CWSDB23
Select a page I ) =
- 5 A Hel

A General ; = Lj P

_’2?' Media Options

| Backup Options Source
Database: | CWSDEZ3 v |
Recovery model: N FULL
Backup type: | Full

A. Right-click the AlwaysOn Availability group and select Add Database.

# [ Replication \ Add Database... B
= [ AlwaysOn High Availability . R.;‘
I Add Replica... |
= [ Availability Groups
% (] ACD-CDRAGO1 (Primary) Add Listener...
* i: Show Dashboard
+ 1 EPSAGDT (Primary) ]
% ) SFBAGO1 (Primary) Failover...
+ [ Management Start PowerShell
+ [ Integration Services Catalogs
- |_‘% SCL Server Agent SIS g
+# [ Jobs Delete...
45 Inh Artivite Manitar ]
< i Refresh Qu

Properties I
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B. On the Introduction page, click Next.

Select Databases Add database to this availability group.

Select Data Synchronization

This wizard allows you to add one or more availabil to an existing
Connect to Replicas group.

Validation
To add an availability database to this availability group, you will need to:
Summary « Select the new user database on this instance of SQL Server,
+ Select your initial data synchronization preference.
Results + Optionally, connect to all the existing secondary replica in the availability group.
+ Check the validation results of adding the new database to the availability group.
+ Review your selections.

To begin adding database, click Next.
[_] Do not show this page again.

C. Select the database to be added to the group. If there are any unmet pre-requisites, you must resolve
them before you proceed.

Select user databases for the availability group.

Select Data Synchronizati User on this instance of SQL Server:
Connect to Replicas [ Mame Size Status B
Validation < ACDIS0021 50MB
ACDCOR21 50MB Already part of an availability group
Summary
ACDCOR22 148 MB Already part of an availability groug
Resuks cpsdyn 256.0MQq  Already part of an availability groug
pCWSDE21 -
7 bWwsDB22 MAAMB  Already part of this availability group
| Entities 1568 Al n availabili
“ Fakel SOMB Alrgady part of this availability group
Fake2 S50MB Already part of an availability group L
FreeswitchCORDE 50MB Alrgacy part of an availability group
lonCloudEngineManage.. TEMB Already part of an availability group
LesCDR 2168 Already part of an availabilty group

Leslog 1.1GB Already part of a0 availability group

[<Previous | | Nea> || Cancel |
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D. For the data synchronization options, select Full and specify a network location.

Connect to Replicas
Validation
Summary

Results

and log backups for each selected
dary and joined to the availability

dorming full datab
dto each

Specify a shared network location accessible by all replicas:
[\\SFB-sQLOT\SQLTemp

|| erowse.. |

) Join only

Starts data synchronization where you have already restored database and log backups to
each secondary server. The selected databases are joined to the availability group on each
secondary. This action will be skipped for Azure replicas.

) Skip initial data synchronization
Choose this option if you want to perform your own database and log backups of each
primary database.

| <Previous | | Net> || Cancel |

E. You are logged into the primary server to do this configuration. To allow the replication, log into the
secondary servers as well. Click Connect... then connect to the server (the account with sysadmin

privileges).

ad

Add Database to Availability Group - ACD-CWSAGO1 =|a] x

d

Introduction

e |

Select Databases

Select Data Synchronization

'i Connect to Existing Secondary Replicas

& Help

Connect to all the existing secondary replicas.

Before the wizard can configure existing endpoints to grant them appropriate permissions,

you must connect to all the exsting secondary replicas.

Connected As

Server Instance
SFB-SQL02 | Mot Connected

Microsoft SQL Server 2014

User name SFBHOSTING \ban kaufman

[ Remember password

Servertyps :Dd.abase Engine w
Server name: SFB-5GL02 v
Fethertication: [Widowa v

| Connest || Cancal

| oo || Ootons» |
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F. Click Next once the connection is complete.

G. Let the validation checks run. Click Next.

L:;;_-l Validati

Introduction

Select Databases

Select Data Synchronization
Connect to Replicas Checling whether the endpaint is encrypted using a compatible algonthrm
Checking shared network location

Checking for free disk space on the server instance that hosts secondary re...
Checking if the selected databases already exist on the server instance that ...
Checking for compatibility of the database file locations on the server insta...
Checking for the exigtence of the database files on the server instance that ...
Checking the availability mode compatibility between the primary and sec...

H. Onthe Summary page, click Finish.

_—

L._l Summary

Introducticn

Select Databases Verity the choices made in this wizard.

Select Data Synchronization Click Finish to perform the following actions:

Ceimeclis SERcs ~Availability Group: ACD-CWSAGO1

= Databases
CWSDB21 (32.8 MB)
-Initial data synchronization: Full
Backup location: V\5FB-SQLOT\SCL Temp

. On the Results page, all results should say Success.
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Ly ™

Li" | Results
Introduction
Select Databases

Select Data Synchronization @ e Iy

Connect to Replicas Summary:

Name
@[.ﬂd:ﬁngsecondlry databases to availability greup "ACD-CWSAGDT'.
Summary @ Creating a full backup for CWSDB2T'

Validation

& Restoring 'CWSDB21 on 'SFB-SQLOZ.

|e Backing up log for "CWDE21".

|@ Restering 'CWSDB21 log on 'SFB-S0QL02".

|@ Joining "CWSDB21" to availability greup "ACD-CWSAGH" on 'SFB-5CL02'.

4. |dentify the database owner (the account that MaxACD uses to connect to the database). To find this, on the
Database Properties “General” page, look at the Owner field. Make a note of this, because you will need it in

step

55 Seipt ~ [ Help
4| =

4 Backup
Last Database Backup 10/14/2016 9:33:39 AM
Last Database Log Backup 10/14/2016 9:33:40 AM

- 4 Database
3 Transaction Log Shipping CWSDB23
Status Normal
Cwner CWSDBServerlser2d
Date Created 10/10/2016 3:00:57 PM
Size 31.81 MB
Space Available 0.37 ME
Number of Users 4
Memory Allocated To Memory Optimized Obj 0.00 MB
Memory Used By Memory Optimized Objects| 0.00 MB
4 Maintenance
Collation SQL_Latin1_General_CP1_CI_AS

Connechion

Server:
SFB-SQLO0T

Connection:
SFBHOSTING ben kaufman

‘!ﬁ View connection properties

Progress
Name
Ready The name of the database.

5. Create a stored procedure for sp_help_revlogin, based on this Microsoft article:
https://support.microsoft.com/en-us/kb/918992
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6.
step 4.

Run sp_help_revlogin onthe PRIMARY replication server. Use the database owner you identified in

e

flgfmester  -|| ! Becte  Debug

530 e o[

"7-’)

Connect~ &y &) @ E£
= [ SFB-SQLOT (SQL Server 12.0.4100.1 - SFBHOSTINGLE ~
= [ Databases

# [ System Databases

& [d Database Snapshots
[‘J ACD190021 (Synchronized)
[J ACDCDRI1 (Synchronized)
|J ACDCDR21 (Synchronized)
| ACDCDR22 (Synchronized)
|J ACDCDR23 (Synchronized)
[J cpsdyn (Synchronized)
[J CWSDB11 (Synchrenized)
[J CWSDB21 (Synchronized)
|J CwsDB22 (Synchronized)
U CWSDB23 (Synchronized)
+ [J Entities (Synchronized)
[J Fakel (Synchronized)
[J Fake2 (Synchronized)
[‘J FreeswitchCDRDB (Synchronized)
[J lenCloudEngineManagement (Synchronizec
[J LesCDR (Synchronized)
[J LesLog (Synchronized)
[‘J quicktest

=
m

£

+ [ F B

£

£

0

£

=

0

=

£

=

0

100 %

100 %

EXEC sp_help_revlogin CWSDBServerUser23

v«

_j Messages

SQLQuery24.sql - SFB-SQLOT.master (SFBHOSTING' - Microsoft SQL Server Management Studio | = |8 -
File Edit View Query Project Debug Tools Window Help
Pl - 15 e @ | A Newuey [ 0B i & SaB ]9 - - 3-5 (5] b

[ =

o -« CEmTEE——rT |

ES
=
-~

/* sp_help_revlogin script
** Generated Oct 14 2816 9:44AM on SFB-5QL81 */

-- Login: CwWsDBServerUser23

CREATE LOGIN [CWSDBServerUser23] WITH PASSWORD = @xB8288F@FATBl67ADABEEDCAAZ9BFD348482

- < m

>

[J quicktest?
< ) 1] >

@ Query executed successfully.

SFB-50L01 (12.0 5P1)

SFBHOSTING\ben.kaufman...

master | 00:00:00 | O rows

ol 23

7.

Copy the command that is returned, and run it on all secondary replication servers in the availability group:

MaxACD 7.1 Deployment Guide

5QLQueyza -5+ bentaurimn (2 <
-1/* sp_help_revlogin script =5
** Generated Oct 14 2816 9:44AM on SFB-5QL@1 */ -~
-- Login: CWSDBServerUser23
CREATE LOGIN [CWSDBServerUser23] WITH PASSWORD = @x@20@FBFA7@167AJABESDCAAZOBFD34848AD7 =
W
W00% - « mn >
3 Messages
Command(s) completed successfully. ~
W
100% - « >
@Query executed successfully. SFB-50L02 (12.0 5P1) | SFBHOSTING! master | 00:00:00 | 0 rows
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Change IP Addresses to FQDNs

Perform these additional steps for a redundant system:

1. Log into the Service Hub. On the MaxServers tab, in the MaxServer Admin section, check the
entry for the Landing Page field. If this entry is an IP address, then you must change it to a Fully
Qualified Domain Name (FQDN.)

¥ MaxServer Admin

Version
Landing Page \ https://

SECUnty K&y  sesssssssssssssssssssssssssesissisisissine

2. Log into MaxAdmin. On the Settings tab, in the Single Sign On section, check the entry for the
Service Hub URL field. If this entry is an IP address, then you must change it to an FQDN.

MaxServer Admin

Settros
Upgrade Data
cwsos
CWSDB Password  *esessessses
single Sign On \
Service Hud URL hitp.//corp18.akigen.convVServiceHub
Issuer hitps //ServiceHub altigen com

Application id

Secunty Key
Admin Password Settings
Current Password

New Password

Confirm Password
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Microsoft UC Paired Pools Deployment

This section provides guidelines for setting up a disaster recovery environment for MaxACD. Deploying paired pools
will help you to recover quickly in the event of a physical disaster at one location and to retain as much data as
possible.

Microsoft recommends deploying pairs of Front End pools across two geographically distant sites. Each site has a
Front-End pool. Each Front-End pool is paired with a corresponding Front End pool at the other site. Both sites are
active, and the Backup Service keeps the pools synchronized.

This guide assumes that you are have already configured Skype disaster recovery at your sites. Configuration steps
for deploying Skype disaster recovery are beyond the scope of this guide; refer to the detailed instructions in
https://technet.microsoft.com for those guidelines. You may find the following articles useful:

e Deploying paired Front-End pools for disaster recovery in Lync Server 2013” -
https://technet.microsoft.com/en-us/library/jj204773(v=0cs.15).aspx

e Front End pool disaster recovery in Skype for Business Server 2015” - https://technet.microsoft.com/en-
us/library/jj204697.aspx

Following is a list of files you will be using to configure paired pools and set up the recovery process: These files can
be found in the Altigen Partner Knowledgebase, attached to this article.

e copyCWS.bat — a batch file that copies the backup file to a shared remote folder

e moveaep.psl — a PowerShell script that helps update the Application Endpoints for recovery

e moveCWSDB.sql — a SQL script that you can use to update the MaxACD FQDN and address in the DB to
the backup ones

Overview of MaxACD Paired Pools Deployment

Altigen recommends that you configure two MaxACD servers at each site and one SQL server at each site.

During configuration, you will put in place various batch files, tasks, and processes. With these items in place, you
can quickly execute a failover if a disaster brings down a site.

When disaster incapacitates one site, during the recovery process, the CWS (Administrator Portal) will be restored to
the most recent MaxACD system backup. Assuming that daily backups are being made, as recommended, then you
will lose only those configuration changes that have been made since the most recent backup (which would be less
than one day.

After data from the daily backup has been restored to the backup site, the backup MaxACD server will continue
processing activities. Agents who are using any client applications will need to use the backup server FQDN in order
to log back in.

Configuration Procedures

These instructions refer to a main MaxACD deployment, which is the active one, and a backup site.

1. Deploy the same structure of the main MaxACD system on the backup site server. Use the same
configuration as the main MaxACD deployment, but use the backup Trusted Application pool.
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2. Onthe main MaxACD server, configure a recurring backup. Altigen suggests that you schedule the backup
to occur once daily. Please note the location of the backup directory — you will need that location in a later

step.

[F| MaxACD System Data Management [ x|

CwSDE Server

— B azic Configuration

Backup Directory |E:\backupcws

|12?.D.D.1‘\SQLW8DB1

— Backup Schedules

Monday ||7 1:00:00 B 5: E
Tussday ||7 TO0O0AM = Backup
Wednesday ||7 1:00:00 Ak 5: |
Thursday ||7 1:00000 &M 3: =
Restore

Friday | CIRE |

S aturday ||7 1:00:00 A 5: -
ok,

Surday ||7 1:00:00 &AM 5:

Cancel |

Restore successully,

3. On the main MaxACD server, create a backup user in the domain (for example: FailOverUser). This user
should be the member of the Domain Admins group.

4. Set up a sharing folder on the backup CWS DB system (for example: c:\backupcws). Grant write/modify
privileges to the backup user that you created in the preceding step. Note this sharing path; it is needed in

the next step.

x

General Sharing |Sec1.|nt'_.r| Previous Versions | Customize I

b

— Metworl File and Folder Sharing

backupcws
Shared

Metwark Path:
WACDZbackupows

5. Altigen has provided a template batch file for you to modify, copyCWS.bat, which we have copied here for
your convenience.

rem This script is used to copy the CWS DB backup file to a remote sharing folder.

rem Please edit it before using.

rem Replace the "[Source]" string in the script with source path. Example: "C:\cwsbackup"

rem Replace the "[Dest]" string in the script with destination path. Example:
"\\192.168.1.231\backupcws"
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rem Logs can be found at [Source]\log.txt

date /t >> [Source]\log.txt 2>g&l
time /t >> [Source]\log.txt 2>&l
xcopy [Source]\cws*.* [Dest] /Y >> [Source]\log.txt 2>&l

GEhE —e=—sccessssoosoosooomTssaeeTess >> [Source]\log.txt 2>&l

Edit this file as follows:

e Replace [Source] tag with the backup directory path in step 2.
e Replace the [Dest] tag with the network sharing path in step 4.

Store this updated batch file on the main system.

6. On the main MaxACD CWS DB server, create a new task in the Task Scheduler to run the batch file
copyCWS.bat.

e Set the Security options to use the backup user.

e Set the Trigger to Daily and set the start time to one hour later than the backup tool start time. For
example, if the backup file is schedule to run at 12:01AM, set this task to begin at 1:01 AM.

Run the task and confirm that it works correctly. Consult the log.txt file in the main MaxACD backup directory if
the batch file does not work properly.

How to Fail Over to the Backup Server
When an emergency takes the main MaxACD server out of production, follow these instructions on the backup
MaxACD server to get back on track quickly.

Note that you should fail over (and back) Skype for Business before you fail over (and back) the MaxACD server.

1. Stop all of the Altigen services on the backup MaxACD server.

2. Inthe Skype for Business Server Management Shell, delete the original AEP used by MaxACD. Re-create it
with the backup trusted application pool. You can use the PowerShell script moveaep.ps1 for this.
Substitute the actual pool names for our placeholder variables.

moveaep.psl -appname [trusted application name] -apppool [backup trusted application pool]

Each time you run moveaep.psl, a .csv file will be generated. It contains all the AEPs in the trusted
application. If a problem occurred while moving AEPS, you can restore the AEPs with the following
command:

restoreaep.psl -appname [trusted application name] -apppool [the pool you would like to
restore back to] -restorefFile [the .csv file generated by running moveaep.psl]
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3.  Run the MaxACD Backup and Restore utility. Restore the latest backup file, selecting the Restore to new
installation option.

x|

r— Basic Configuration
CWSDEB Server |12?.D.D.1\SQLCWSDE1

Restore Configuration x|

Resgtore from:

¥ Day of week ITuesda‘_.' j

y4

" Custom path |

N

¥ Restore to new installation
™ Unify CWSDE user

Cancel |

Restore successfully.

4. Open SQL Management Studio. Log into the backup CWS DB. Update the MaxACD FQDN and address in
the DB to the backup one.

You can use the following SQL script with modified data: moveCWSDB.sql. Modify the values in the script
before you run the script.

- replace serverAddress with the Backup MaxACD IP Address
- replace ServerFQDN with the Backup MaxACD FQDN
- replace name with the Backup MaxACD machine name
- replace ACDTAPoolFQDN with the Backup Trusted Application pool FQDN
- replace LyncServerRegistrarFQDN with the Backup FE Registrar FQDN
- replace RedirectorTAPoolFQDN with the Backup Redirector Trusted Application pool FQDN
- replace CEMURL with the Backup Service Hub URL. It should be:
http://{[Backup MaxACD IP]}/Servicehub
Open a new query in SQL Management Studio.

Replace the Backup MaxACD IP Address in the following script:
SELECT TOP 1000 [Id]
[SecurityKey]
J[Link]
FROM [SHDB1].[dbo].[Applications]
Where [Link] should be '%{[Backup MaxACD IP]}%'

Execute this script in the new query window.
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In moveCWSDB.sql, replace applicationId and applicationSecurity with the Id and SecurityKey just
queried.

5. Reboot the MaxACD server. It may take 10-15 minutes for the URI routing to take effect.

The backup MaxACD server should now be online. Your agents should now log into their client applications using the
backup MaxACD FQDN.

To switch back to the main server once the site has recovered, follow the same process.

Deploying a Stand-alone Web Portal

When you install MaxACD, a default MaxAdmin portal, is installed in the same machine.

Altigen also provides a stand-alone installation package that you can use to install the MaxAdmin portal on a
separate Windows 2012 R2 or Windows 2016 system.

To install a MaxAdmin Portal on a separate server,
1. On the installation media, open the CWS folder and run setup.exe.
2. For the System ID field, enter 1 unless you have multiple MaxACD systems.

3. Proceed through the wizard panels. When you reach the panel that requests database information, enter the
CWSDB details:

e SQL Server Address — The database’s SQL IP address
e SQL Instance — The database’s SQL Instance name

e Service Hub DB Account — This is an account user name (CWSDBServerUser1l) that is used for
MaxACD components to access SQL CWSDB; you cannot change this name

e Service Hub DB Account Password — The password for the SQL CWSDB account user name. The
installation program may remember this password and populate it for you. If the password is incorrect,
or if the SQL CWSDB is not running, then the installation process will not continue. If you forget this
password, you can log into MaxAdmin and retrieve it from the Settings tab.

4. Submit any additional information requested by the installation wizard. After the installation process has
finished, confirm that you can log onto MaxAdmin from this system.

Exchange UM Integration Utility

After successfully running the PowerShell Scripts ExchUCULtil.ps1 and Get-UCPool.ps1 on your Exchange Server,
you should be able to run “OcsUmUtil.exe” on your Skype for Business server. The default location is C:\Program
Files\Common Files\Skype for Business Server 2015\Support.
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Help

Exchange UM Dial Plan Forest:

SIP Dial Plans Contacts:

FGDN Number

SIP URI Type AA Name

started.

After successfully running the Power Shell Scripts ExchUCUtiLps1 and GetUCPool ps1 enyour |~
Exchange Server. the Skype for Business Server 2015 can start routing callers to voice mail. This
application makes it possible for UM features like Play-on-phone. External Subscriber Access.
and Auto-Attendant to work with the Skype for Business Server 2015. Click Load Data to get

SQL Authentication of External Logger Service

On the SQL server side, follow these steps.

1. Select Server Properties > Security. Change the server authentication to SQL Server and Windows
Authentication mode.

Connection

Serven
ALTI20N3-50L
Connection:
]

87 Mew connection ompedies

Progress
Ready

(@) SOL Server and Windows Athantication mode

Login audiing
O Mone

® Eadedlogns only

O Syccesshul lagns orly

) Both faled and successhul loging
Server proxy account -

[[] Enable seryer proey account

[ Enable C2 2udt traeing
[[] Gross database ownamship chaining
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2.

3.

Create a new SQL user.

Object Explorer
Connect~ 3 3 m B

=) [B ALTI2013-50L (SOL Server 12.0.4100.1 - =a)
[ Databases

B L3 SedNty
=253 ;

& MNew Legin... Loging#
&, Filter b ogingE
[‘; Start PowerShell
[ﬁ Reports p for
@ strator
@ ety versalServices

[ﬁ ALTIZ01\RTCHSUniversalServices
[g ALTI201\RTCUniversalCenfigReplicator
@ ALTI2013\RTCUniversalRead OnlyAdmins
[ﬁ ALTIZ013MRTCUniversalServerAdmins
A NT AUTHORITYV\SYSTEM
A NT Service\MSSOLSERVER
A NT SERVICE\ReportServer
£ NT SERVICE\SOLSERVERAGENT
& NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
3 Server Roles
3 Credentials
3 Cryptographic Providers
[ Audits
3 Server Audit Specifications

[# [ Server Objects

For this new user, assign a user name and a password. Change the user’s default database to LcsCDR.

]| Search

i:mam 6 Seipt ~ [ Help

2 Server Foles [

_.;I.Isaﬂamhg Login name: [ELSReager
:@m O Windows authentication

@) SOL Server authentication

[ Enforos password policy
[ Enforce password expiration

[l User must change password at st login

O Mapped to cetificate
O Mappedto asymmetric key | v
Connackon [] Mapto Credential | A
Server: Mapped Credentials [ Credential Provider
ALTI2013:5GL
Connection:
sa
) View ! )
Progress |
Ready Defaut database: ~]
Defaut language: “l
1-16-2019
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4. Map LcsCDR to the new user.

Epliplgliglip

Server:
ALTI2013-SQL

Connection:
s2

o u : ,
Ready

QoEMetrics
Report Server
1 ReoodServerTemoDB A

O00ooooo.
i

] Guest account enabled for: cpadyn

!
!
§

ReadOnlyRole
ReadWriteRole

OOROO000000Oad

5. Grant Select permission of LcsCDR to this user.

T Ssem ~ DyHep
" Fias
2 Flegroups Server name: [ALTI2013-50L |
& Options o
& Change Tracking tiew servet permssions
# Pemissions Database name: |LesCOR |
4 Bdended
T | e
42 Transaction Log Shipping [ Mame Type ]
A ALTIZ0N3\CS Administrator User
A ALTI2013\CSServerAdministrator User
A ALTI2013CSViewOnlyAdministrator User
A  ALTI2013RTCComponentUniversalServices User
A | ELSReader | User
Connecion Pemissions for ELSReader:
Server Eplct | Ffactive
ALTI2013-5QL Pemission Grantor Grant meam Dery [A]
Connection: Select o [ O O
= Show plan O O a
47 View connection properties Subscribe query no... O O O
Take ownership O O O
Progress Update O O O
Ready View database state O O O
View defirition O O O I;

6. Try to connect to the database as the user that you just created. Most SQL policies require users to change

the password after the first login.

If the login attempt fails, check the user and instance properties.
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7. Configure External Logger service with the new user credentials and test the connection.

s External Logger Service Configuration -
External Logger Password Default About
ODBC
Source Name: | Esternal Logger Databaze j Test
D eszcription: SOL Server
Login |0 za Password: |

MOTE: E4bit ODBC DSM iz not supported. If the ODBC source pou configured
iz not found, wou should run Zsystemdnve N WindowshS pshw/ ol B4
odbcad32.exe to create a 22bit ADBC DSM first and then run this External
Logger Service Configuration Tool again.

Purge [Microsoft Access Database only)

Active databaze retaining period } 3 monthlz)

[v¥ 3 EI monthlz] per archive file

Lync COR Databaze

Server Mame: |-""\|-T|2U1 3500

Database: |L°SCDH

Login 1D ELSReader

Operational Notes

e On some systems, closing and reopening your Skype for Business client may temporarily disable the Hang Up
button. It may also temporarily disable the Attended Transfer feature. To resolve this issue, exit MaxAgent and
restart it.

e When agents make an outbound workgroup call, conference a new member, or perform a consultative transfer,
the target MUST be either a PSTN number or a Skype user. Other types of targets, such as a workgroup, IVR,
voicemail, or AEP, are not supported.

e Make sure that Skype users set the following option in their Skype client: set Options > Status to: | want
everyone to be able to see my presence... Otherwise, agents may not be able to log into their workgroups.
This problem arises because the agent’'s Skype Presence cannot be detected by MaxACD.

e When a user first opens MaxSupervisor, it may take a minute to update an agent’s status to Busy when the
agent answers a call. This only occurs when MaxSupervisor is opened; subsequent agent calls update the
agent’s status within seconds.

e If you change to a new ODBC source, you must delete and re-enter the log service. You can do this, in
MaxAdmin, by selecting System > Reports > Log Service.

e For FTP Server for VR Manager, make sure you unblock the firewall for the FTP Server.

e When the browser security is set to High, you may have difficulty working with the following MaxAdmin pages:
Workgroup, User, and License pages. To avoid this issue, enable JavaScript in your browser.

e If you are running MaxAdmin in Internet Explorer 10, add the MaxAdmin URL to the browser’s Compatibility View
list (In IE, choose Tools > Compatibility View Settings).

MaxACD 7.1 Deployment Guide 1-16-2019 Page 59 of 61



(élﬁgen

e For aredundant system, the time among the redundant MaxACD servers and the SQL server that hosts the
database must be synchronized.

Uninstalling MaxACD

To uninstall MaxACD 7.1, follow this process:

e  Stop all MaxACD 7.1-related services. To do this, go to the MaxACD server, open Windows, and click Start >
Programs > All Programs > MaxACD 7.1 > Service Utility.

This utility lets you stop the MaxACD system services, including the MaxACD Administrator application itself.
Use this utility instead of stopping the service through the Windows Services panel (see Warning, below)

e Once the services have all been stopped, click Start > Programs > Control Panel > Add / Remove Programs,
select MaxACD 7.1 and click Remove.

Note:  The process of uninstalling MaxACD 7.1 does not remove the AEPs that were created when URI routing
rules were created. This is by design.

When performing an upgrade or when re-installing MaxACD 7.1, make sure you install under the same Windows
login account as during the initial installation. If you do not install under the same account, SQL may fail to install due
to insufficient SQL account rights.

Altigen Technical Support

Authorized Altigen Partners and distributors and Direct Customers on a Direct Support Plan may contact Altigen
technical support by the following methods.

e You may request technical support on Altigen’s Partner web site, at https://mspartner.altigen.com. Open a case
on this site; a Technical Support representative will respond within one business day (Tier 1 Direct Customers
must call to open a case).

e Call 888-ALTIGEN, choose option 5 from the IVR, or 408-597-9000, option 5 from IVR, and follow the prompts.
Your call will be answered by one of Altigen’s Technical Support Representatives or routed to the Technical
Support Message Center if outside of normal business hours and no one is available to answer your call.

Technical support hours are 5:00 a.m. to 5:00 p.m., PST, Monday through Friday, except holidays.

If all representatives are busy, your call will be returned in the order it was received, within four hours under normal
circumstances. Outside Altigen business hours, only urgent calls will be returned on the same day (within one hour).
Non-urgent calls will be returned on the next business day.

Please be ready to supply the following required information when calling in for Support:

e Partner ID

e Altigen Certified Engineer Tech ID

e Serial numbers for any applicable hardware (chassis, boards, and so on)
e Number and types of boards in the system, if applicable

¢  MaxACD version number

e  Server model

e The telephone number where you can be reached

Be prepared to answer the following questions:

e |Is this a virtual or a standalone server installation?
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e Ifthis is a virtual installation, it is installed in VMware environment or Hyper-V? What is the version number

of the virtual server?

e  How much memory and how many CPU’s are reserved for MaxACD Server use? Memory and CPU cores
should always be dedicated and reserved for MaxACD Server use exclusively.

e Are SSD drives installed? If not, be prepared to describe what NAS devices are installed and whether they
are shared or dedicated to the MaxACD server.

MaxACD 7.1 Deployment Guide 1-16-2019 Page 61 of 61



	Introduction
	Important Hardware Considerations

	Components of MaxACD 7.1
	Component Requirements
	Client Requirements

	Cumulative Updates
	MaxServer Licenses
	System Architecture
	MaxACD Installation
	Step 1: Plan and Prepare
	Plan your Deployment
	Prepare the MaxACD Server

	Step 2: Create a Trusted Application Pool on the Microsoft Unified Communication Server
	Step 3: Make the System an Application Server
	3A:  Install Local Configuration Store
	3B:  Set Up Lync Server Components
	3C:  Install and Assign Certificate

	Step 4: Install MaxACD
	Environment Checklist
	Installation Procedures

	Step 5: Log into the Service Hub and MaxAdmin
	Step 6: Register the System Key and Load the License File
	Step 7: Configure Exchange UM for Workgroup Voicemail
	Step 8: Configure the System
	Step 9: Configure the MaxACD External Logger Service
	Step 10: Turn off SIP Refer

	Enable Windows Authentication for External Logger
	Federated Deployments
	dbConnect Service Configuration Deployment Steps
	Additional Configuration Steps for Federated Users

	MaxACD Redundancy Installation
	Redundancy Architecture
	Switchover Considerations
	Deploy a Redundant System
	Configure the Database for Redundancy
	Change IP Addresses to FQDNs

	Microsoft UC Paired Pools Deployment
	Overview of MaxACD Paired Pools Deployment
	Configuration Procedures
	How to Fail Over to the Backup Server

	Deploying a Stand-alone Web Portal
	Exchange UM Integration Utility
	SQL Authentication of External Logger Service
	Operational Notes
	Uninstalling MaxACD
	Altigen Technical Support



