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AltiGen MaxcCs Private Cloud
Windows Firewall Exception Guide — TFTP Tool

Purpose:

This guide is designed to provide System Administrators with the steps to allow Phone at
customer locations to use the TFTPNAT application to receive updates from the MaxCS
Private Cloud Environment.

Requirements:

To use this guide, you must have Administrator level access to the MaxCS Private Cloud
System. All Partnets have been provided credentials with this level of access.

Notice:

TFTP presents security risks to the Windows platform, allowing TFTP should be done only
when necessary. Allowing this traffic as with any type of traffic only when necessary can
help to reduce risk to the Windows platform. You may enable and disable the rules created
in this guide when you are not using the TFTPNAT application. To Enable or Disable the rule
after it has been created, simply Right click on the Rule and select Disable Rule or Enable
Rule.

How to Allow the TFTP to operate with the Windows Firewall Active:

1. Download the TFTP/NAT Tool to a location on the server such as “C:/TFTP”
2. Right Click Start and Open Control Panel
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3. Open Windows Firewall
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&

‘Windows Firewall

(==

© - 1 [d + ControlPanel » All Control Panel ltems » Windows Firewal

v & [ Seerch Control Panel o]

Control Panel Home
Allow an app or festure
through Windows Firewall
@ Change notification settings.

& Tum Windows Firewall on or
off

) Restore defaults
@ Advanced setings

Troubleshoot my network

Seeakso
Action Center

Network and Sharing Center

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Internet or a networl

O For your security,

B @ oomain networks

by your system

Networks at a workplace that are attached to a domain

Windows Firewall state:

Incoming connections:
Active domain networks:

Notification state:

l @ Pprivate networks

B @ suestor public networks

On

Connected (®

Block ll connections to apps that are not on the list

of allowed apps

Em atgncloud.com

Do not notify me when Windows Firewall blocks a

new app

Not connected (&)

Not connected (&)

5. Right Click Inbound Rule after highlighting the object by clicking on it.
6. Select New Rule
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7. Onthe Rule Type Screen select Program then click Next
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Rule Type
Select the type of firewall nule to create.

Steps:
@ Rule Type
@ Progam
@ Action
@ Profile

@ Name

New Inbound Rule Wizard

What type of rule would you lice to create?

®

Rule that controls connections for a program,

O Port

Rule that controls connections for a TCP or UDP port
O Predefined:

Active Directory Domain Services

Fule that controls connections for a Windows experience:
O Custom

Custom nule.

8. On thewlr:"rdgrr'am screen select Browse

@ New Inbound Rule Wizard -

Program

Specfy the full program path and xecutable name of the program that this e matches

Steps:
1o RueTioe Does this e apply to all programs or a specific program?

# Frogram

@ Action O All programs

o Profile Rule applies to al connections on the computer that match other nile properties

@ Name

@® This program path: ———

M Browse: ]

Bmmple:  ci\path\program.are
“%ProgramFiles % \browser\browser exe

[ <Back |[ Mea> |[ cancal |

9. Browse fo thé folder you downloa‘ded the TFTP/NAT Tool and select the
TFTPNAT.exe application, then click Open.
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10. Click Next
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11. On the Action Screen, Select Allow the connection then click Next

Py New Inbound Rule Wizard =]
Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
Mo rueTime Vit action should be takan when a connection matches the spacfied condtions?
@ Program ~
y @ Allow the connection
@ Action This includes connections that are protected with |Psec as well as those are not
@ Frofie ~
) Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in |Psec properties and res in the Connection Securiy
Rule node.

) Block the connection

[ <Back |[ Net> |[ Cancel |

12. On the Profile screen check the box for Domain only
(NOTE: All MaxcS Private Cloud Systems have their NIC connect to the Domain Network.)

4 New Inbound Rule Wizard =1
Profile
Speciy the profiles for which this rule applies
Steps:
® Rue Type When doss this ule apply?
) y
@ FProgmm
@ Action Domain
o Profle Applies when a computer s cornected to fts corporate domain
@ Name [ Private

Applies when a computer is cornected to & private network location, such as a homs
or work place

[] Public

Applies when a computer is connected to a public network location.

<Back || Net> |[ Cancel
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13. On the Name screen, provide a Name and Description for the rule

Iy New Inbound Rule Wizard -

Name

Speofy the name and desarption of this ule

Steps:

@ Rule Type
@ Progam
@ Action

® Profie fime
[AtiGen TFTP Tool

@ Name

Description (optional)
Allows phones to receive frmware|updates from the MaxCS Private Cloud Envirorment

<Back || Fmish |[ Cancel

14. Click Finish
15. Right click Outbound Rule after highlighting the object by clicking on it.
16. Select New Rule
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17.
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On the Rule Type screen select Program then click Next

&

Rule Type
Select the type of firewall rule to create.

Steps:
+ Rule Type
@ Progam
@ Action
@ Profilc

@ Name

New Outbound Rule Wizard

What type of rule would you like to create?

® Program
Rule that controls connections for a program,
O Port
Rule that controls connections for a TCP or UDP port
O Predefined:
Active Dirsctory Domain Services
Rule that controls connections for a Windows experience
O Custom
Custom rule.

< Back Next >

18.

On the Program screen select Browse

| &

Program

Steps:
@ Rule Type
& Progam
@ Action
@ Profie

@ Name

New Outbound Rule Wizard

3 Specify the full program path and executable name of the program that this rule matchs

Does this rule apply to al programs or a speciic program?

) Al programs
Rule apples to all connections on the computer that match ofher nie properties

(@ This program path:

%SystemDrive %\ TF TP\ TpNat exe ][ Browee..
Eample:  cipath\program.exe
“ProgramFiss \browser \browser exe
[ Bk ][ Met»> |[ Cancal |

19. Browse to tﬁé foldéf you do‘\-/-vnloaded the T-FTP/IQAT Tool to and select the

TFTPNAT.exe application, then click Open.
¥ Open =

A Tophiat

File name: | Trepiat

Cancel

20. Click Next
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21. On the Action Screen, Select Allow the connection then click Next

i

Action

Steps

@ Rule Type
@ Progam
@ Action

@ Profile

@ Name

New Outbound Rule Wizard

Speciy the action to be taken when a cennection matches the conditions speciiied in the uie.

What action should be taken when a connection matches the specffied conditions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not
() Allow the connection if it is secure
This includes orly connections that have been autherticated by using IPsec. Connections

will be secured using the settings in IPsec proparties and ules in the Connection Seourty
Fule nade

© Block the connection

[ <Back ][ Net> |[ Cancel

22. On the Profile screen check the box for Domain Only
(NOTE: All MaxcS Private Cloud Systems have their NIC connect to the Domain Network)

&

Profile

Steps:

@ Rule Type
@ Frogam
@ Action
» Profile

@ Name

New Outbound Rule Wizard

Specify the profiles for which this rule applies.

VWhen does this rule apply?

Domain
Applies when a computer s cornected to its coporate domain.
[] Private

Applies when a computer is connected to a private network location, such as a home
or work placs

[] Public

Applies when a computer is connected to a public netwark location

<Back || Net> || Cancel
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23. On the Name screen, provide a Name and Description for the Rule

i New Outbound Rule Wizard =]

Name

Specty the name and description of this rule.

Steps:
@ Fue Type
® Progam
® Action

@ Frofie Neme
[AiGen TFTP Tocl |

@ Name

Description foptional):
Allows phones to receive fimware updates from the MaxCS Private Cloud Environment |

<Back || Fnsh || Cancel

24. Click Finish
25. Test the TFTP Tool to be working correctly.

NOTE: Contact AltiGen Technical Support if you continue to have issues, please review your
configurations with this guide and the configuration of your Network Firewall prior to calling support.
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